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    ash_onetime

[image: mutation battery]
ash_onetime is an Ash extension for explicit keyed-effect semantics. It separates
replay-safe idempotency from collision-rejecting one-time nonces and uses PostgreSQL as the
authoritative admissions store.
What it does
Every protected action declares one strategy and a nonempty scope. PostgreSQL admits exactly
once per key under the declared scope; the unique constraint — not application code — decides
concurrent races. There is no admission pre-read.
	:idempotency — execute the effect once per key, store the classified response, and
replay it verbatim on retries within the retention boundary. A conflicting fingerprint
(same key, different request) is terminal and never re-executes. The effect, the admission
claim, and the encoded response commit or roll back together in the action's transaction.
	:one_time_nonce — authenticate a single opportunity and reject every collision. The
spend lives and dies with the action transaction by default; a retry must bear a fresh proof.
	commit: :independent (nonce, opt-in, RFC 9449 §11.1) — the DPoP replay fence. The
nonce claim commits in its own transaction before the action body runs, so a downstream
failure cannot make the proof reusable. A reused proof is rejected with :nonce_already_used
for the acceptance window. Default-off; existing nonce consumers are byte-for-byte unchanged.

Optional, non-admitting surfaces: a response cache, a Plug, Oban workers for cleanup and
forward partition creation, and an external-effect execute/recover protocol for peers that
need to observe or reverse a side effect — serialized by a pre-peer claim lock so concurrent
same-key retries cannot overlap at the peer (v1.4.0, ADR-0010).
Hosts that already own one authoritative Ecto transaction can use the public
AshOnetime.Transaction boundary instead of wrapping an Ash action. It reserves idempotency
and nonce authority inside the caller's existing READ COMMITTED transaction, so the claim,
the host effect, and the exact replay bytes commit or roll back together. Logical partitions
isolate tenants or authority planes without importing the host's actor types. See
Transaction-owned admission.
When to use this vs. hand-rolled idempotency
Use ash_onetime when you need a correct admission layer for effectful Ash actions and do
not want to re-derive the failure modes a hand-rolled table-plus-flag approach ships with.
	The correctness guarantee: a PostgreSQL-authoritative, once-per-key local effect and
typed replay within the declared retention boundary. The effect, the admission claim, and
the encoded response commit or roll back together in the action's existing transaction;
there is no admission pre-read, so the unique constraint — not application code — decides
concurrent races. A conflicting fingerprint is terminal and never re-executes.
	What it replaces: the bespoke idempotency-key table, the "did this already run?"
pre-check that races under concurrency, the stored-response schema you have to version and
re-encode, the fingerprint binding you have to remember to update, and the silent
double-execution that lands when you forget. Each of these is a class of bug this library
was built to make impossible at the boundary.
	When NOT to use it: read-only or non-transactional actions (the library rejects them),
resources without AshPostgres (PostgreSQL is the authoritative store; there is no
fallback), and workloads that need end-to-end exactly-once delivery rather than
once-per-key local admission (delivery is a separate concern — see
External effects). If you have no effectful action to
protect, there is nothing to admit.

Quick start
defmodule MyApp.Charge do
  use Ash.Resource,
    domain: MyApp.Domain,
    data_layer: AshPostgres.DataLayer,
    extensions: [AshOnetime.Resource]

  postgres do
    table "charges"
    repo MyApp.Repo
  end

  attributes do
    uuid_primary_key :id
    attribute :account_id, :uuid, allow_nil?: false, public?: true
    attribute :amount, :integer, allow_nil?: false, public?: true
  end

  actions do
    defaults [:read]

    create :charge do
      transaction? true
      argument :idempotency_key, :string, allow_nil?: false
      accept [:account_id, :amount]
    end

    # A DPoP-protected redemption: the proof's spend survives a downstream failure.
    action :redeem, :integer do
      transaction? true
      argument :value, :integer, allow_nil?: false
      argument :proof, :string, allow_nil?: false
      run MyApp.Redeem
    end
  end

  onetime do
    protect :charge do
      strategy :idempotency
      scope([{:static, "charge"}, {:attribute, :account_id}])
      key({:client, :idempotency_key})
      fingerprint(attributes: [:account_id, :amount])
      response(MyApp.ChargeCodec, fields: [:id, :account_id, :amount], classify: MyApp.Classifier)
      retention({24, :hour})
    end

    protect :redeem do
      strategy :one_time_nonce
      scope([{:static, "redeem"}])
      key({:verified, :proof, MyApp.ProofVerifier})
      window(max_age: {5, :minute}, clock_skew: {30, :second})
      commit :independent   # RFC 9449 §11.1 replay fence (omit for the default :with_action)
    end
  end
end
Install with mix ash_onetime.install (Igniter-powered) — it wires the repo, generates the
migration, and sets up the schema. See the
Getting started guide for the full walkthrough.
Try it
Runnable Livebook notebooks — one per concern — walk through each strategy against a real
PostgreSQL. Open them in Livebook, set DATABASE_URL, and run every
cell. The release gate executes the notebook source against the real PostgreSQL ledger and
real cryptographic verification before local packaging and again from the published Hex
package after release.
	Idempotency — fresh execution, replay, fingerprint conflict.
	One-time nonces — spend, reuse rejection, and the commit: :independent replay fence.
	External effects and recovery — the execute/recover protocol.

See Security model for the authority and fail-closed contract,
and Recipes for end-to-end payment, webhook, redemption, and
transactional-outbox patterns.
Status
This guide targets v1.5.0. It raises
the published Ash and optional Mint security floors while leaving the DSL, public API, database
schema, persisted response format, and token wire format unchanged. Consumers that pin either
dependency should follow the exact steps in Upgrading.
Every protected action chooses :idempotency or :one_time_nonce and declares a nonempty
scope; there is no default strategy or global scope fallback. The release battery includes a
mutation battery whose rows must each fail under their named source mutation,
plus direct execution of the three Livebooks against PostgreSQL. Full release history is in the
CHANGELOG.
Compatibility
	Elixir ~> 1.20 (developed and tested on 1.20.4; this requirement admits later 1.x releases
and excludes 2.0 or newer)
	Erlang/OTP 28 or 29
	Ash >= 3.34.3 and < 4.0.0
	AshPostgres ~> 2.13, AshSql ~> 0.7 and >= 0.7.1
	Optional Mint ~> 1.10 and >= 1.10.2 when the host carries the installer HTTP closure
	PostgreSQL 18 for the project test harness. The SQL surface requires PostgreSQL 11+
(declarative hash/range partitioning with default partitions, SKIP LOCKED,
pg_advisory_xact_lock(bigint)); versions below 18 are not exercised by this project's
CI — treat them as unverified.

The security floors follow
ADR 0004.
The October 6, 2026 advisory inventory identifies Ash 3.34.3 as the patched floor:
EEF-CVE-2026-94201 affects Ash
>= 3.5.1 and < 3.34.3; Ash 3.33.11 contains the
EEF-CVE-2026-93477 fix but remains
affected by EEF-CVE-2026-94201. Mint 1.10.2 backports the fixes for
EEF-CVE-2026-91043,
EEF-CVE-2026-92103, and
EEF-CVE-2026-94194. Optional Igniter and
Mint remain excluded from this package's runtime applications.
Compatibility across the range is verified per matrix cell by the standard gate
battery — format, compile with warnings-as-errors, mix hex.audit (Hex security
advisories), mix deps.audit, the full test suite, mix credo --strict,
mix dialyzer, mix docs --warnings-as-errors, and mix hex.build — run against
the 3.34.3 floor and the latest published Ash 3.x. Each compatibility cell unlocks the full
dependency graph before resolution so the committed lock cannot hold a transitive dependency
back. The release battery (mutation matrix, executable Livebooks, unpacked-package check, DSL
cheat-sheet freshness) runs against the committed lock, not per cell.
.github/workflows/ci.yml is configured to re-run this matrix on every push and
pull request, plus a dedicated OTP 28 leg covering the other end of the supported
runtime set. The pinned development runtime is Elixir 1.20.4 / Erlang/OTP 29.0.3
(.tool-versions).
Development
Point .env at a PostgreSQL 18 you run (the repository ships no database container)
as documented in CONTRIBUTING.md, then:
cp .env.example .env   # set PGPORT and DATABASE_URL's port to your server's port
set -a && . ./.env && set +a
mix deps.get
mix test

See CONTRIBUTING.md for the complete gate battery and
usage-rules.md for non-negotiable integration boundaries.
The Getting started guide covers installing the package
and protecting your first action.
Handling results at the call boundary
A protected action's failure carries a typed :code that survives the Ash pipeline, and its
success carries a replayed-vs-fresh signal. Both are observable after Ash.create/2 /
Ash.run_action/2 returns:
case Ash.create(changeset) do
  {:ok, record} ->
    # 201 on fresh execution (replayed? == false), 200 + Idempotent-Replayed on retry (true).
    status = if AshOnetime.replayed?(record), do: 200, else: 201

  {:error, error} ->
    # The typed code reaches the caller — map it to HTTP.
    case AshOnetime.Error.code(error) do
      :nonce_already_used -> {:conflict, "nonce was already used"}
      :key_reused_with_different_request -> {:conflict, "key reused with a different request"}
      :request_in_progress -> {:conflict, "request is already processing"}
      nil -> {:internal_server_error, "unexpected error"}
    end
end
AshOnetime.replayed?/1 is tri-state: true (tracked replay), false (tracked fresh), or
nil (untracked execution, primitive-return action, or unprotected — see
Replay). The full code→HTTP table is in
Errors.
Guides
	Resource DSL
	Idempotency
	One-time nonces
	External effects and recovery
	Transaction-owned admission
	Replay: fresh vs stored
	Errors and HTTP mapping
	Operations
	Security model
	Recipes
	Phoenix integration
	Telemetry
	Upgrading
	FAQ
	Livebook notebooks: Idempotency · Nonces · External recovery
	Generated Spark DSL reference

License
MIT. See the repository LICENSE file.


  

    Getting started

ash_onetime targets Elixir ~> 1.20 (tested on 1.20.4; the requirement admits later 1.x
releases and excludes 2.0 or newer), Erlang/OTP 28 or 29, Ash >= 3.34.3 and < 4.0.0,
AshPostgres ~> 2.13, and PostgreSQL 11+ (CI exercises 18). This guide targets
v1.5.0 ({:ash_onetime, "~> 1.5.0"}); see its
Hex package page.
Ash 3.33 additionally requires every application to declare how it counts string
length; without this your resources fail to compile:
config :ash, default_string_length_count: :codepoints
Install
Add the dependency and install the PostgreSQL objects with Igniter:
mix igniter.install ash_onetime --repo MyApp.Repo

This imports ash_onetime into your .formatter.exs, writes the deterministic installation
migration, and offers optional Plug (--with-plug) and Oban (--with-oban) dependencies.
Pass --resource MyApp.MyResource (repeatable) to wire AshOnetime.Resource into a resource
and scaffold a starter onetime block there in the same step. See Operations
for --claims hash partitioning and other migration options.
Then run the migration:
mix ecto.migrate

Protect your first action
Protection is declared per action on an AshPostgres resource. AshOnetime.Resource is an
opt-in extension — add it to each resource you want to protect, then declare a protect block
for each protected action. There is no default strategy and no global scope fallback: every
protect chooses :idempotency or :one_time_nonce and declares a nonempty scope.
use Ash.Resource,
  domain: MyApp.Domain,
  data_layer: AshPostgres.DataLayer,
  extensions: [AshOnetime.Resource]

onetime do
  protect :charge do
    strategy :idempotency
    scope [{:attribute, :account_id}, {:static, "charge"}]
    key {:client, :idempotency_key}
    fingerprint arguments: [:amount], attributes: [:account_id]
    # `arguments:` binds action arguments; `attributes:` binds resource attributes. Bind both
    # to every input that changes the effect — see Recipes for runnable resource shapes.
    response MyApp.ChargeCodec, fields: [:id, :status], classify: MyApp.ChargeClassifier
    retention {24, :hour}
  end

  protect :redeem do
    strategy :one_time_nonce
    scope [{:tenant, MyApp.TenantScope}, {:static, "redeem"}]
    key {:verified, :proof, MyApp.RedemptionVerifier}
    window max_age: {10, :minute}, clock_skew: {15, :second}
  end
end
DPoP replay fencing (commit: :independent)
By default a nonce spend commits inside the action's transaction, so an action-body failure
rolls the spend back — correct for a single-use authenticator whose retry bears a fresh proof.
For RFC 9449 (DPoP) §11.1 replay
protection, set commit: :independent so the claim commits in its own transaction before the
body runs. A downstream failure then leaves the proof spent for the acceptance window, and a
retry with the same jti is rejected with :nonce_already_used:
  protect :dpop_protected do
    strategy :one_time_nonce
    scope [{:tenant, MyApp.TenantScope}]
    key {:verified, :dpop_proof, MyApp.DPoPVerifier}
    window max_age: {5, :minute}, clock_skew: {30, :second}
    commit :independent
  end
The option is nonce-only (rejected on :idempotency) and default-off. See ADR-0003
(Independent-commit nonce) and the
operations guide for pool-sizing
notes — the independent-commit worker uses a second connection checkout per in-flight request.
Only AshPostgres actions with transaction? true can be protected. Read actions,
duplicate protections, unsafe replay hooks, unresolved scope/key references, reserved
verification inputs, and strategy-incompatible options fail during resource compilation
before the resource module loads. Idempotency requires a fingerprint, classified response,
and positive retention. One-time nonces accept only verified or minted key sources and have
no stored-response, external-effect, or configurable failure-direction surface.
See the generated resource DSL reference for the complete
option shape.
Handle the result
A protected action's success carries a replayed-vs-fresh signal, and its failure carries a
typed :code that survives the Ash pipeline. Both are observable after Ash.create/2 /
Ash.run_action/2 returns:
case Ash.create(changeset) do
  {:ok, record} ->
    # 201 on fresh execution (replayed? == false), 200 on retry (replayed? == true).
    status = if AshOnetime.replayed?(record), do: 200, else: 201

  {:error, error} ->
    case AshOnetime.Error.code(error) do
      :nonce_already_used -> {:conflict, "nonce was already used"}
      :key_reused_with_different_request -> {:conflict, "key reused with a different request"}
      :request_in_progress -> {:conflict, "request is already processing"}
      _code -> {:error, error}
    end
end
AshOnetime.replayed?/1 is tri-state: true (tracked replay), false (tracked fresh), or
nil (untracked execution, primitive-return action, or unprotected — see
Replay). The full code→HTTP table is in Errors.
The example distinguishes common conflicts and passes other failures to your application's
error handler with their typed details intact. Before sending an HTTP response, use the
complete, safe mapping in the Phoenix guide; never
render an exception's diagnostic message to the client.
Where to next
	Idempotency and One-time nonces — the two
strategies in depth.
	External effects and recovery — committing side effects safely.
	Security model — authority, fail-closed behavior, and the guarantees.
	Livebook notebooks — run each strategy end-to-end in
Livebook against a real PostgreSQL: idempotency,
nonces, external recovery.

Developing on ash_onetime itself
Contributors and library maintainers need the test database harness documented in
CONTRIBUTING.md. The repository ships no database container. The suite
fails closed unless DATABASE_URL points at the dedicated PostgreSQL 18 database configured
in the contributor's .env on a non-default loopback port.


  

    Resource DSL

Add AshOnetime.Resource to an AshPostgres resource, then protect each effectful,
transactional action explicitly. There is no default strategy and no implicit scope.
use Ash.Resource,
  domain: MyApp.Domain,
  data_layer: AshPostgres.DataLayer,
  extensions: [AshOnetime.Resource]

onetime do
  protect :charge do
    strategy :idempotency
    scope [{:tenant, MyApp.TenantScope}, {:static, "charge"}]
    key [{:client, :request_key}, {:attribute, :account_id}]
    fingerprint arguments: [:amount], attributes: [:account_id]
    response MyApp.ChargeCodec, fields: [:id, :status], classify: MyApp.Classifier
    retention {24, :hour}
    on_definite_store_failure :fail_closed
    limits max_cache_entry_bytes: 1_048_576
  end

  protect :redeem do
    strategy :one_time_nonce
    scope [{:static, "redemption"}]
    key {:verified, :proof, MyApp.Verifier}
    window max_age: {10, :minute}, clock_skew: {15, :second}
  end
end
Closed component types
Scope accepts {:static, value}, {:argument, name}, {:attribute, name}, and
{:tenant, resolver}. A runtime resolver must return nonempty canonical data; a missing
tenant or argument is an error, never a global scope.
Keys accept {:client, argument}, {:argument, argument}, {:external, argument},
{:attribute, attribute}, {:verified, argument, verifier}, and {:minted, minter}.
Nonce protection requires only verified or minted sources. Verification callbacks return
AshOnetime.Verified; action input cannot supply trusted timestamps, algorithms, or
verification state. Choose either verified sources or one minted source for a nonce key;
a minted source cannot be combined with another source because fresh minting would change
the authoritative replay key on every attempt. Idempotency keys, by contrast, must be
deterministic for the same logical operation: the same request must yield the same key so
admission can match a prior claim. A nondeterministic source such as a fresh {:minted, minter}
would produce a new key on every attempt and never match, defeating idempotency; use stable
sources like {:client, ...}, {:argument, ...}, {:attribute, ...}, or a {:verified, ...}
proof whose descriptor is stable.
Idempotency requires fingerprint, response, and positive retention. The response
codec receives an explicit field allowlist and a classifier that chooses store, reject,
or rollback. on_definite_store_failure :execute_untracked is available only to
idempotency and only for proof that admission was never dispatched. limits bounds
canonical input and cache payload work.
Nonce requires window and deliberately has no response, retention, external-effect, or
failure-direction option. external_effect is idempotency-only and requires a recoverable
adapter; its pre-peer claim lock serializes concurrent same-key retries
(external_lock_timeout_ms, default 2000 — ADR-0010).
Compile-time validation rejects read or nontransactional actions, duplicate protections,
empty scope, missing references, reserved verification inputs, unsafe replay callbacks,
excessive bounds, and every strategy-incompatible option before the resource loads.
Use AshOnetime.Resource.Info.protection/2 and protections/1 for normalized read-only
introspection.
The generated Spark DSL reference is the exact option
shape.


  

    Idempotency

Idempotency means once-per-key execution with stored-result replay. It is for safe retries,
not for rejecting a captured request.
The logical admission identity is derived from the protected resource and action, explicit
scope components, and key components. A separate fingerprint binds request content. The
caller cannot override the operation hash. Reusing a key with a different fingerprint is
terminal and never executes again.
For local effects, PostgreSQL claims admission inside the Ash action's existing transaction.
The unique constraint decides concurrent races; there is no admission pre-read. The effect,
claim, encoded response, and response digest commit or roll back together. A completed retry
loads authoritative claim metadata and bytes, validates codec, digest, fingerprint, and
locator identity, then reconstructs the declared Ash return type without running the action,
notifications, or unsafe lifecycle hooks again.
Actions with the same key remain independent when their resource/action identity differs.
Actions with the same operation and key remain independent when their explicit scope differs.
Natural attribute keys and client-supplied keys have the same database race semantics.
Failure direction
All sent, rolled-back, disconnected, or ambiguous admission outcomes fail closed. The only
optional untracked path is a checkout failure classified as never dispatched and not
applicable to a transaction. It requires explicit
on_definite_store_failure :execute_untracked and emits
[:ash_onetime, :untracked_execution]. This exception is retry-safe idempotency behavior;
it is structurally unavailable to one-time nonces.
An optional cache can replace authoritative response payload bytes only after PostgreSQL has
returned a complete claim and every cached identity and digest field matches. A cache miss,
timeout, circuit-open result, corrupt value, or stale entry falls back to authoritative bytes;
the cache never admits an effect.
Do not describe this as exactly-once delivery. The guarantee is a PostgreSQL-authoritative,
once-per-key local effect and typed replay within the declared retention boundary.


  

    One-time nonces

A one-time nonce is spend-once, reject-on-reuse protection. It is the strategy for replay
defense. A collision returns :nonce_already_used; no stored response exists to satisfy the
replayed request.
Nonce keys must come from trusted local facts. A verifier checks untrusted action input and
returns AshOnetime.Verified; a minter creates the same trusted shape locally through
AshOnetime.Verified.new/1, the type's only sanctioned constructor (the type is opaque —
hosts never build the struct literal). The verified
key, issuance time, optional expiry, and verifier identity are used to derive the claim but
are sanitized out of retained admission state. Reserved action input names cannot bypass
that boundary.
The accepted issuance band is inclusive:
evaluated_at - max_age - clock_skew <= issued_at <= evaluated_at + clock_skew
An explicit expiry is also inclusive through its skew allowance. Cleanup begins one
microsecond after the safe replay horizon, so the exact boundary remains protected.
Composite verified facts use the latest issuance anchor, earliest expiry, and a digest of
all verifier identities; one invalid sibling rejects the whole claim.
Nonce admission always uses authoritative PostgreSQL state and always fails closed when the
store is unavailable or uncertain. Caches are ignored. There is no configurable untracked
execution, response replay, external-effect protocol, or retention override in nonce mode.
DPoP replay fencing (commit: :independent)
By default a nonce spend commits inside the action's transaction, so an action-body
failure rolls the spend back — correct when a retry will bear a fresh proof. For
RFC 9449 (DPoP) §11.1 replay
protection, declare commit: :independent so the claim commits in its own transaction
before the action body runs (via the claim_committed worker). A body failure then
leaves the proof spent for the acceptance window, and a retry with the same proof is rejected
with :nonce_already_used:
protect :redeem do
  strategy :one_time_nonce
  scope([{:static, "redeem"}])
  key({:verified, :proof, MyApp.DPoPVerifier})
  window(max_age: {5, :minute}, clock_skew: {30, :second})
  commit :independent
end
The fence reuses the independent-commit primitive the external-effect path already depends on
(ADR-0001 "External recovery protocol"): the claim_committed worker spawns a process that
commits on its own connection, nesting-guarded so it can never accidentally commit inside the
action's transaction. The spend survives any downstream failure — a body raise, an
after_action hook, a downstream token mint — because the worker's transaction already
committed before the body ran.
Operational characteristics apply per request (not just per external effect): the worker uses
a second connection checkout while the caller holds one, and a 30s timeout that fails closed
with :dispatched_unknown if the worker stalls. Size the pool for the expected concurrency of
fenced endpoints. See the operations guide
and ADR-0003 (Independent-commit nonce).
The option is nonce-only (declaring commit: on :idempotency is a compile error) and
default-off, so existing nonce consumers are unchanged.
AshOnetime.Token provides bounded canonical envelopes for package-owned nonces. HMAC-SHA-256
requires explicit same-service trust. Ed25519 uses private signing material and public
verification material for separated trust. Verification requires the expected algorithm and
namespace outside the token, rejects noncanonical bytes, and performs meaningful signature
comparison. Provider-specific signature formats belong in a verifier callback.
Misuse: idempotency is not replay defense. Serving a stored success for a replayed signed
request accepts the replay. Declare :one_time_nonce when reuse must be rejected.
Misuse: copying idempotency's optional untracked failure path into nonce admission turns a
store outage into a replay bypass. Nonce store failure and uncertainty always reject.


  

    External effects and recovery

An external peer cannot share the local PostgreSQL transaction. Protected external effects
therefore use a committed recovery point plus a peer operation key instead of pretending the
two systems commit atomically.
The adapter implements the ExternalEffect execute and recover callbacks. Both receive
the authoritative claim UUID as the operation key and must pass it unchanged to the peer's
idempotency and recovery surfaces.
	PostgreSQL commits a claim in processing before any peer call.
	A fresh request calls execute(operation_key, subject, context).
	A retry of a processing claim takes the pre-peer claim lock described below and then calls
recover/3; a concurrent retry that cannot acquire the lock within the configured wait
is refused with :request_in_progress before recover/3 runs.
	{:ok, result} is finalized locally while the claim is locked.
	:absent is proof that execution never happened; only then may the same operation key be
executed.
	:unknown, an exception, malformed output, disconnection, or timeout remains ambiguous.
It never permits a second execute or local finalization.

If the caller dies before peer execution, recovery can prove absence and execute once. If it
dies after peer success, recovery returns the existing peer result and local finalization
continues without a second peer effect. If local finalization rolls back, the processing
claim remains a recoverable point.
A processing claim that is never completed or recovered is retained for recovery, but not
forever: the opt-in reaper (mix ash_onetime.reap, see the operations guide) deletes it once
it is past both a long abandonment horizon and its own retention horizon. After that, a retry of
the same logical key is a new execution with a new peer operation key: the operation key is
the reaped claim's UUID, so the peer's key-based dedup cannot recognize the retry as the same
operation. For an abandoned external-effect claim no key-based defense remains at either layer —
the prior outcome is unknown by definition (that is why it was abandoned), and neither the
package nor the peer can disambiguate the retry. Enable the reaper on an external-effect action
only together with a business-level reconciliation path (a statement, a report, an export) that
can settle an outcome-unknown claim before its abandonment horizon passes.
Adapters must make execute idempotent by operation key and make recover authoritative. A
stub that merely records the request proves only that the package produced a shape; peer
conformance requires a live peer contract. External effects are idempotency-only because a
nonce cannot safely recover or replay a response.
Concurrent retries: the pre-peer claim lock (normative)
Before any peer call, the package takes the claim row FOR UPDATE in the caller's open
transaction — a pre-peer claim lock with a bounded wait (external_lock_timeout_ms,
default 2000, ceiling 25000; ADR-0010). A same-key retry that arrives while the original is
between its committed claim and its finalization now blocks on that row:
	If the original settles within the wait, the retry proceeds under the lock — recovering
or replaying exactly as a sequential retry would.
	If it does not, the retry fails with :request_in_progress — the same semantic the local
(non-external) path already returns for a concurrent same-key request.

Two execute calls under one operation key therefore cannot overlap at the peer: the lock
is held across the peer call and released only when the caller's transaction ends. This is
observed on a live PostgreSQL in test/ash_onetime/external_contention_test.exs: a retry
arriving while the original is paused before its peer call, and one arriving while the
original is mid-execution at the peer, both block on the claims row (observed via
pg_blocking_pids), time out at the configured wait, and are refused with
:request_in_progress — the ledger shows exactly one execute under one key. A dead caller
releases its backend's locks, so dead-caller recovery is unchanged (same file, "recover runs
inside the retry caller's open transaction").
The lock is also generation-safe: it binds the claim's id alongside the logical key, so a
row reaped and re-inserted between the committed claim and the lock is refused
(:store_invariant, fail closed) rather than adopted (observed in
test/ash_onetime/store/contention_test.exs).
Why the lock exists — the race it closes was real: before it, the package held no lock
between the committed claim and finalize, so an honest in-flight retry truthfully recovered
:absent and executed under the same operation key while the original's execute was still
in flight. The peer contract still carries the residue the lock cannot cover:
	The peer MUST enforce idempotency by operation key — a sequential retry after the
original's transaction ended, with a lying :absent, still induces a redundant execute
under the same key. A correct peer absorbs it.
	The peer SHOULD claim the key atomically (a single insert-on-key statement, recorded
on receipt before processing the effect): with the pre-peer lock in place, atomicity is
no longer the only defense against concurrent same-key executes — but a peer that
deduplicates atomically is correct under every retry interleaving, including any future
path that does not take the lock.

The package's own guarantee is unchanged and observed: the finalize row lock leaves one
local effect and one stored response regardless of retry pressure.
The adapter execution environment (normative)
Both callbacks run inside the caller's open PostgreSQL transaction — the action's
transaction is open on the caller's connection while execute/3 and recover/3 run — and
the package applies no timeout to either callback. Observed per callback on a live
PostgreSQL in test/ash_onetime/external_contention_test.exs: "the adapter callbacks run
inside the caller's open transaction" (execute/3 — which also reads the caller's backend
from pg_stat_activity while the callback is paused and observes it idle in transaction
with an open xact_start) and "recover runs inside the retry caller's open transaction"
(recover/3). An open transaction on a checked-out connection holds that pooled connection
and an idle-in-transaction backend for as long as the callback runs.
An adapter MUST bound its own peer call (its own HTTP timeout, deadline, or circuit): an
unbounded callback holds a pooled connection and an idle-in-transaction backend for as long
as the peer stalls, and at finalize the claim row lock as well. Note that after an ambiguous
execute/3 the package calls recover/3 immediately, in the same request and
transaction — so a request that executes ambiguously holds the caller's transaction for up
to two adapter timeouts. The package's other external callbacks (verifiers, minters) are
time-bounded by the package; the effect callbacks are bounded by the adapter.
The adapter MUST prove absence (normative)
:absent from recover/3 is authoritative proof, not a default. The package trusts it
unconditionally and re-executes under the same operation key when it arrives. This trust is
inherent to the design — it is how the protocol recovers a caller that died before the peer
recorded the effect — and it is not fixable at the library layer.
An adapter that returns :absent for an effect that DID execute defeats the guarantee: the
package will issue a redundant execute with the same operation key. Whether that redundant
execute becomes a duplicate side effect depends on the peer:
	A correct peer that enforces idempotency by operation key deduplicates the second execute
(its stored result is stable, and the duplicate is absorbed). This is the case the package
is safe against by construction.
	A peer that does NOT enforce idempotency by operation key records the duplicate effect.
This is a double-spend, and it is the peer's failure, not the package's.

The defenses are independent and both are required:
	The adapter's recover/3 MUST prove absence by querying the peer's real idempotency
key store. Returning :absent without a real query (a stub, a default, a cached negative)
is a contract violation. Every uncertain, exceptional, or malformed outcome is :unknown,
never :absent.
	The peer MUST enforce idempotency by operation key so a redundant execute is
absorbed. With the pre-peer claim lock preventing concurrent same-key executes, the
binding case is sequential: a lying :absent after the original's transaction ended
still induces a redundant execute under the same key, which only the peer absorbs. The
peer SHOULD claim the key atomically (see the concurrency section above).

The package supplies the operation key (the authoritative committed claim UUID) to both
callbacks; the adapter passes it unchanged to the peer's idempotency and recovery surfaces.
The combination of (1) and (2) is what makes external effects safe: the package's :absent
trust is correct because a correct adapter proves absence, and a correct peer deduplicates
the redundant execute that a lying adapter would induce. Remove either defense and the
guarantee degrades to the honesty of whichever remains.
Mapping a real peer's outcomes to :absent and :unknown
:absent is the single highest-consequence decision in the protocol: the package trusts it
unconditionally and re-executes on it. Mapping a real peer's responses is where adapters
fail. The rule: only an authoritative, read-your-writes "no such operation" is :absent;
everything else — including a not-found you cannot prove is authoritative — is :unknown.
	Peer outcome	Disposition	Why
	Stored result found by operation key	{:ok, result}	The known-result resume path.
	Definitive "not found" from the authoritative key store, read-your-writes	:absent	Proof the effect never happened; safe to re-execute under the same key.
	"Not found" from a replica, cache, or any store that can lag	:unknown	Replica lag can hide a just-written effect; 404 here is a double-spend, not an absence.
	5xx, rate-limited, overloaded	:unknown	The peer's state is unknown; never an absence proof.
	Timeout / connection refused / DNS failure	:unknown	The request may or may not have been applied.
	Malformed, unparseable, or unexpected-shape response	:unknown	You cannot prove what the peer did; fail closed.
	Auth failure on the recovery surface	:unknown	The store was not queried authoritatively.

A worked HTTP adapter (shape only — bind it to your peer's real idempotency endpoints):
defmodule MyApp.PaymentPeer do
  @behaviour AshOnetime.ExternalEffect

  @receive_timeout :timer.seconds(10)

  @impl true
  def execute(operation_key, subject, _context) do
    # The adapter MUST bound its own call: the package applies no timeout to this
    # callback, and it runs inside the caller's open transaction.
    case req_post(operation_key, subject) do
      {:ok, result} -> {:ok, result}
      _other -> {:error, :outcome_unknown}
    end
  end

  @impl true
  def recover(operation_key, subject, _context) do
    case req_get(operation_key, subject) do
      {:ok, result} -> {:ok, result}
      :absent -> :absent
      :unknown -> :unknown
    end
  end

  # The peer must enforce idempotency by operation key. An atomic claim on receipt
  # (INSERT ... ON CONFLICT or its equivalent) is the recommended implementation;
  # it also absorbs callers outside this library's pre-peer lock.
  defp req_post(operation_key, subject) do
    Req.post(peer_url(operation_key),
      json: effect_request(subject),
      connect_options: [timeout: @receive_timeout],
      finch: [pool_timeout: @receive_timeout],
      receive_timeout: @receive_timeout,
      request_timeout: @receive_timeout,
      redirect: false,
      retry: false
    )
    |> map_response()
  end

  defp req_get(operation_key, subject) do
    Req.get(peer_url(operation_key),
      params: effect_request(subject),
      connect_options: [timeout: @receive_timeout],
      finch: [pool_timeout: @receive_timeout],
      receive_timeout: @receive_timeout,
      request_timeout: @receive_timeout,
      redirect: false,
      retry: false
    )
    |> map_response()
  end

  defp map_response({:ok, %Req.Response{status: 200, body: body}}) when is_map(body),
    do: {:ok, body}

  # 404 is absence ONLY from the authoritative key store itself. If the URL hits a
  # replica or an edge cache, return :unknown instead — read-your-writes is required.
  defp map_response({:ok, %Req.Response{status: 404}}), do: :absent

  defp map_response(_other), do: :unknown
end
The timeout options cover connection establishment, pool checkout, socket receives, and
the response as a whole; redirects and automatic retries are disabled. They are separate
HTTP phase limits, not a claim that the entire callback lasts exactly ten seconds. Adapt
them to your request deadline and peer contract. See Req's connection options
and Finch's request options.
The :unknown arm of map_response/1 deliberately swallows 5xx, timeouts, transport
errors, and malformed bodies with one clause: every one of them is ambiguity, and ambiguity
never authorizes a second execute or a local finalization the evidence does not support.
What the package does with an ambiguous execute/3 is precise, and worth reading once:
	execute/3 returns {:error, :outcome_unknown} → the package immediately calls
recover/3 in the same request and transaction.
	That recovery returning {:ok, result} means the effect did land — the package
finalizes with the recovered result and the claim completes.
	That recovery returning :absent means the effect provably never happened, but the
package still declines to loop (:external_effect_unavailable to the caller); the claim
stays processing and a later retry recovers it.
	That recovery returning :unknown leaves the outcome genuinely unknown
(:outcome_unknown to the caller); the claim stays processing and a later retry
recovers it.



  

    Replay: fresh execution vs stored replay

The most common reason to adopt an idempotency library is a Stripe-style HTTP layer: return
201 (Created) on first execution and 200 with Idempotent-Replayed: true on retry,
or suppress a duplicate confirmation email on the retry. ash_onetime exposes this signal
on the result so the outer caller can observe it after Ash.create/2 / Ash.run_action/2
returns.
AshOnetime.replayed?/1
case Ash.create(changeset) do
  {:ok, record} ->
    case AshOnetime.replayed?(record) do
      false -> send_resp(conn, 201, encode(record))   # fresh execution
      true  -> send_resp(conn, 200, encode(record))   # stored replay
      nil   -> send_resp(conn, 201, encode(record))   # cannot tell (see below)
    end

  {:error, error} -> handle_error(error)
end
The signal is tri-state:
	Returns	Means
	true	Tracked replay. A stored response was returned without re-executing the effect. Map to HTTP 200 (+ Idempotent-Replayed header), or suppress a duplicate side effect.
	false	Tracked fresh execution. The effect ran and its response was stored. Map to HTTP 201.
	nil	Carrier absent. The signal cannot be observed for this result. See below.

When nil is returned
nil covers three cases the signal cannot distinguish — by design:
	An untracked execution — when on_definite_store_failure: :execute_untracked is set
and the store was provably never contacted, the action runs without admission. An
untracked execution must stay observationally indistinguishable from an unprotected
action (ADR 0001), so it carries no ash_onetime metadata and replayed?/1 returns
nil.
	A primitive-return action — a generic action returning an integer, string, or atom
(not a record) has no __metadata__ slot, so the signal cannot attach. replayed?/1
returns nil on both the fresh and the replayed primitive return.
	A result that was never protected by ash_onetime.

For the primitive-return case, use a record-returning action, or observe replay inside the
action via an after_action hook that reads the in-flight admission state:
Resource
|> Ash.ActionInput.for_action(:redeem, arguments)
|> Ash.ActionInput.after_action(fn input, result ->
  # The admission module exposes a replay predicate for in-action use; it reads the
  # in-flight input the outer caller never holds. Use it to suppress a duplicate side
  # effect on a replay.
  if AshOnetime.Admission.replay?(input), do: suppress_side_effect()
  {:ok, result}
end)
|> Ash.run_action()
The admission module's replay predicate takes the in-flight input the caller no longer
holds, so it is for in-action use only (the admission module is @moduledoc false; reach
for it only when you cannot use a record-returning action).
The carrier
The signal lives on the result's metadata: record.__metadata__[:ash_onetime][:replayed].
It is stamped by ash_onetime at the protected-action boundary for tracked admission
classes (:execute, :external_execute, :replay, :nonce); it is not stamped for
:untracked (transparency) or for non-record results (no carrier).
The metadata is ephemeral — it is never persisted. A result read back from the database
later does not carry it; the signal describes only the action call that produced the record.


  

    Custom lifecycle callbacks on protected actions

A protected action replays a stored response on a repeat of the same key. That replay
skips re-executing the action's effects — but it still runs the action's lifecycle callbacks
(the change, validate, and prepare pipeline). For that to be safe, every custom
lifecycle callback on a protected action must declare whether it is safe to run again
during a replay, and what capabilities it claims. ash_onetime enforces this at compile
time: a custom callback that does not declare its replay safety fails the resource's
compilation with must export replay_safety/1.
This guide is for authors of custom Ash.Resource.Change, Ash.Resource.Validation, and
Ash.Resource.Preparation modules that will sit on a protected action. For the caller-facing
replay signal (how to tell fresh execution from a stored replay in your HTTP layer), see
Replay.
When you need the callbacks
You need them when a protected action carries a custom, module-based lifecycle callback —
one you wrote rather than a built-in. Built-in callbacks are pre-classified as replay-safe and
need nothing:
	Built-in	Needs callbacks?
	Ash.Resource.Change.{Atomic, AtomicSet, Filter, Increment, OptimisticLock, PreventChange, Select, SetAttribute, SetContext}	no
	Ash.Resource.Preparation.{Build, SetContext}	no
	The built-in validations in the replay-safe set	no
	Any custom module you write	yes
	Inline change fn ... / prepare fn ... (Ash's function-backed change/preparation)	rejected — inline callbacks cannot declare replay safety; extract them to a module

A custom callback declares its replay safety by implementing the
AshOnetime.ReplaySafety behavior contract, which carries two callbacks:
defmodule AshOnetime.ReplaySafety do
  @type mode :: :pure | :replay_aware
  @type capabilities :: %{
          notifications: boolean(),
          effects: boolean(),
          around_action: boolean(),
          marker: :unused | :consumed
        }
  @callback replay_safety(opts :: Keyword.t()) :: mode()
  @callback replay_capabilities(opts :: Keyword.t()) :: capabilities()
end
The transformer calls both at compile time (passing the callback's declared opts) and
validates the combination. A mismatched declaration is a compile error, not a runtime one.
:pure vs :replay_aware
The mode you return from replay_safety/1 states how your callback behaves under replay:
	:pure — the callback has no observable effects (no writes, no notifications, no
external side effects). It only reads or transforms the changeset/subject in memory. Pure
callbacks are safe to run any number of times, including during replay, because running them
again changes nothing observable. This is the mode for read-only enrichments, defaults,
in-memory computations, and validations that only inspect the changeset.

	:replay_aware — the callback may have effects (a write to an audit table, an
emitted notification, an external call), AND its code explicitly checks whether this run
is a replay and skips or adjusts the effect when it is. A replay-aware callback promises
that it has handled replay itself — typically by branching on the changeset-level replay
signal and suppressing the side effect on the replay path.


The marker field records that promise: :pure uses :unused (it never needs to check,
because it has nothing to suppress); :replay_aware uses :consumed (it has taken
responsibility for the replay decision).
The capability map
replay_capabilities/1 returns a four-key map declaring what your callback does:
	Key	Type	Meaning
	notifications	boolean	Emits Ash notifications / notifiers (e.g. Ash.Notifier.Notification).
	effects	boolean	Has any side effect beyond notifications and returning the result — including a DB write your callback owns (an after_action insert/update is an effect even though it runs inside the action's transaction), external HTTP, process sends, file/socket writes, etc. A callback that only reads or transforms in memory is effect-free.
	around_action	boolean	Wraps the action in an around_action (opens a new boundary around the whole action). Must be false — ash_onetime owns the sole around-action boundary.
	marker	:unused | :consumed	Whether the callback takes responsibility for the replay decision. :unused for :pure; :consumed for :replay_aware.

The validation the transformer applies:
	Mode	Required capability map
	:pure	%{notifications: false, effects: false, around_action: false, marker: :unused}
	:replay_aware	%{around_action: false, marker: :consumed} (notifications/effects are free booleans — declare truthfully)
	(either)	around_action: true is always rejected ("declares an additional around-action boundary")

The two booleans on a :replay_aware callback are for your truthful declaration — they do
not change replay handling, but they document what the callback does so the contract is
auditable. Declare them from your opts when the behavior is configurable (see the worked
example below).
Worked example: a :pure change
A change that only sets a server-side default is pure — running it again during replay changes
nothing observable:
defmodule MyApp.Changes.SetDefaultCurrency do
  use Ash.Resource.Change

  @impl true
  def change(changeset, opts, _context) do
    Ash.Changeset.change_attribute(changeset, :currency, opts[:to])
  end

  @impl AshOnetime.ReplaySafety
  def replay_safety(_opts), do: :pure

  @impl AshOnetime.ReplaySafety
  def replay_capabilities(_opts) do
    %{notifications: false, effects: false, around_action: false, marker: :unused}
  end
end
Use it on the protected action like any change:
actions do
  create :charge do
    change SetDefaultCurrency, to: :usd
    # ...your idempotency key argument, validation, etc.
  end
end
Worked example: a :replay_aware change
A change that writes an audit row only on the fresh execution (not the replay) must check
the replay signal itself. This is the canonical :replay_aware shape — branch on the
changeset-level replay signal and suppress the effect on the replay path:
defmodule MyApp.Changes.RecordChargeLedger do
  use Ash.Resource.Change
  alias AshOnetime.Admission

  @impl true
  def change(changeset, opts, _context) do
    Ash.Changeset.after_action(changeset, fn final_changeset, result ->
      # Skip the ledger write on a stored-response replay.
      unless Admission.replay?(final_changeset) do
        MyApp.Ledger.record_charge(result, opts[:ledger_key])
      end

      {:ok, result}
    end)
  end

  @impl AshOnetime.ReplaySafety
  def replay_safety(_opts), do: :replay_aware

  @impl AshOnetime.ReplaySafety
  def replay_capabilities(opts) do
    %{
      notifications: Keyword.get(opts, :notify?, false),
      effects: true,
      around_action: false,
      marker: :consumed
    }
  end
end
Two things to notice:
	The replay check is the author's responsibility. :replay_aware is a promise that
you handled replay. Returning :replay_aware while not branching on
Admission.replay?/1 compiles fine — but it silently runs the effect on the replay too,
defeating idempotency. The compile-time check cannot read your runtime logic, so the
marker: :consumed value is your signed declaration that you did the work. Declare it
truthfully.
	Use after_action/before_action/after_transaction, not around_action.
around_action: true is always rejected because ash_onetime must own the sole
around-action boundary on a protected action. Compose your effect as a before/after hook
instead, and pick the hook by transactionality:	after_action runs inside the action's transaction. Use it for effects that should
roll back with the action (e.g. a related DB write that must not survive if the action
fails). The worked example above writes its ledger row here. A transactional write is
still an effects: true declaration.
	after_transaction (or an outbox/Oban job enqueued from after_action) runs after
the transaction commits. Use it for effects that must survive independent of the action's
outcome — external HTTP calls, process messages, emails. Whatever path the effect lives in,
the replay branch (Admission.replay?/1) must run there too, so the effect is suppressed
on a stored-response replay.



Validations and preparations
Custom Ash.Resource.Validation and Ash.Resource.Preparation modules follow the same rule:
implement AshOnetime.ReplaySafety and return the mode + capability map. A validation that
only inspects the changeset is :pure; a preparation that emits a notification or writes is
:replay_aware and must branch on Admission.replay?/1.
Nonce actions: a tighter rule
A :one_time_nonce action has no stored-response surface — it runs exactly once. Its
constraint is the sole around-action boundary: any non-builtin change on a nonce action
must export replay_capabilities/1 and declare around_action: false (the mode/marker are
not checked here — only that the change does not open a second around-action boundary). If you
author a custom change for a nonce action, implement at least replay_capabilities/1
returning a four-key map with around_action: false.
Debugging a compile error
	Compile error	Cause	Fix
	<module> must export replay_safety/1	Custom change/prep/validation on an idempotent action missing the callback	Implement replay_safety/1 returning :pure or :replay_aware
	<module> must export replay_capabilities/1 (idempotent) or ... to prove it adds no around-action boundary (nonce)	Missing the capability map	Implement replay_capabilities/1 returning the four-key map with around_action: false
	declares notification/effect capabilities incompatible with :pure	Declared :pure but returned a map with notifications: true or effects: true	Either keep the map all-false for :pure, or switch to :replay_aware and branch on replay
	must consume the replay marker and declare closed capabilities	Declared :replay_aware but marker: is not :consumed	Set marker: :consumed and ensure your code branches on Admission.replay?/1
	declares an additional around-action boundary	around_action: true	Set around_action: false; use before_action/after_action/after_transaction instead of around_action (pick by transactionality — see above)
	inline lifecycle callbacks cannot declare replay safety	Used change fn ... or prepare fn ...	Extract the function into a module that implements AshOnetime.ReplaySafety



  

    Transaction-owned admission

Available from ash_onetime 1.1.0.
AshOnetime.Transaction is the public boundary for a host that already owns one authoritative
Ecto transaction. It applies the same PostgreSQL-authoritative idempotency and nonce semantics
without wrapping the host effect in an Ash action.
The boundary never starts or commits a transaction. The caller must already be inside a
PostgreSQL READ COMMITTED transaction. Admission, the host mutation, its audit record, and the
exact replay bytes therefore commit or roll back together.
Idempotency
alias AshOnetime.Transaction

MyApp.Repo.transaction(fn ->
  options = [
    operation: {MyApp.Management, :execute},
    partition: tenant_id,
    scope: principal_id,
    key: idempotency_key,
    fingerprint: :crypto.hash(:sha256, canonical_request_bytes),
    retention_seconds: 86_400,
    codec: "myapp.management-response.v1"
  ]

  case Transaction.idempotency(MyApp.Repo, options) do
    {:execute, admission} ->
      exact_response_bytes = MyApp.Management.execute_and_encode!()
      :ok = Transaction.complete(admission, exact_response_bytes)
      # The claim's durable address — persist it for correlation / external
      # execute-recover peers (the one sanctioned accessor; Admission stays
      # opaque):
      claim_uuid = Transaction.claim_id(admission)
      {:fresh, exact_response_bytes, claim_uuid}

    {:replay, exact_response_bytes} ->
      {:replay, exact_response_bytes}

    {:error, error} ->
      MyApp.Repo.rollback(error)
  end
end)
The same partition/scope/key with a different fingerprint returns
:key_reused_with_different_request. A matching incomplete claim returns
:request_in_progress. Replay validates the stored codec and SHA-256 payload digest before
returning bytes.
One-time nonce
{:ok, verified_fact} =
  AshOnetime.Verified.new(
    key: nonce,
    issued_at: signed_created_at,
    expires_at: signed_expires_at,
    verifier_id: "management-gateway"
  )

# new/1 validates at mint time and never raises: a bad fact returns
# {:error, reason} here. Match it only when the signed timestamps are yours
# to trust; otherwise branch on the tuple.

:ok =
  AshOnetime.Transaction.nonce(MyApp.Repo,
    operation: {MyApp.Management, :signed_request_nonce},
    partition: tenant_id,
    scope: credential_id,
    key: nonce,
    verified: [verified_fact],
    max_age: 300,
    clock_skew: 0
  )
Every verified fact must carry the exact nonce key. A collision returns
:nonce_already_used. The nonce spend rolls back when the caller transaction rolls back.
Authority identity
	operation is a local {module, action} atom pair. It is domain-separated and hashed; it is
not caller input.
	partition isolates tenant or authority-plane ownership in one store installation.
	scope identifies the principal or credential authority within that partition.
	key is the idempotency key or nonce within that scope.
	fingerprint is an exact 32-byte digest supplied by the host's canonical request boundary.

partition, scope, and key are nonempty bounded UTF-8 binaries with no NUL bytes. Options
are closed: unknown or duplicate keys fail with :invalid_request. The optional prefix
selects an existing PostgreSQL schema; it does not replace logical partitioning.
Installation and upgrade
Fresh install migrations include logical partitions. Existing v1.0 installations run:
mix ash_onetime.gen.logical_partitions --repo MyApp.Repo
mix ecto.migrate

The upgrade backfills existing rows to global. Its down migration refuses while non-global
claims or payloads exist, preventing a rollback from merging distinct authorities. See
Upgrading and Operations.


  

    Errors and HTTP mapping

AshOnetime.Error is a Splode error of class :invalid, so
Ash recognizes it and preserves it through the action pipeline. When a protected action
fails, the typed :code reaches the caller — either as the leaf error directly (single
error) or inside Ash.Error.Invalid{errors: [...]} (multiple errors) — instead of being
wrapped as an unknown error.
Reading the code
AshOnetime.Error.code/1 recovers the typed code from whatever Ash hands the caller,
without pattern-matching the wrapper shape:
case Ash.create(changeset) do
  {:ok, record} -> record
  {:error, error} ->
    case AshOnetime.Error.code(error) do
      :nonce_already_used -> {:conflict, "nonce was already used"}
      :key_reused_with_different_request -> {:conflict, "key reused with a different request"}
      :request_in_progress -> {:conflict, "request is already processing"}  # 425 Too Early also fits
      :verification_failed -> {:unauthorized, "verification failed"}
      :verification_timeout -> {:service_unavailable, "verification timed out"}
      _code -> {:error, error}
    end
end
code/1 returns nil for any value that is not an AshOnetime.Error and contains no
AshOnetime.Error leaf — so "ash_onetime rejected this with a known code" is cleanly
distinguishable from "some other error occurred."
This example handles common conflicts and verifier failures; other errors return unchanged
to your application's error handler. Use the shared HTTP helper
to map every code in the tables below to a public response without exposing diagnostic
messages. An unlisted code must remain a handled error, never a missing case branch.
Class and HTTP
All AshOnetime.Error codes are class :invalid. AshJsonApi and AshGraphql auto-map class
:invalid to the 4xx family. That default is correct for the client-input codes below except
the explicitly retryable verification timeout. A family of server-fault and transport codes
also overrides it to 5xx — a consumer mapping class→HTTP must special-case those codes, or a
store outage, a trusted clock fault, or an internal invariant violation is mis-reported to the
client as a 4xx.
This page lists every code a caller can observe from AshOnetime.Error.code/1, including the
token-verification codes, the trusted-clock codes, and the store-fault/transport codes routed
through the authoritative store — not only the codes raised on the happy admission path.
Client-input / operational codes (4xx) and verification timeout (503)
	Code	HTTP	Meaning
	:nonce_already_used	409	A one-time nonce was already spent.
	:key_reused_with_different_request	409/422	An idempotency key was reused with a different request fingerprint.
	:request_in_progress	409 / 425	A processing claim is still in flight for this key — including, on external-effect actions, a same-key retry refused by the pre-peer claim lock within its configured wait (ADR-0010).
	:verification_failed	401	A trusted verifier rejected the token.
	:verification_timeout	503	A trusted verifier timed out (retryable).
	:fingerprint_too_large	422	The request fingerprint exceeded its byte limit.
	:fingerprint_unavailable	422	The request fingerprint could not be computed.
	:key_too_large	422	A key component exceeded its byte limit.
	:key_unavailable	422	A key component could not be resolved.
	:key_resolution_failed	422	The key resolver callback failed.
	:key_not_found	404	A referenced key was not found.
	:scope_unavailable	422	A scope component could not be resolved.
	:invalid_key	422	A key is structurally invalid.
	:invalid_key_role	422	A key source role is unrecognized.
	:invalid_window	422	A nonce window is malformed.
	:invalid_nonce_window	422	The authoritative store rejected a malformed nonce window.
	:invalid_expires_at	422	A verified expiry is malformed.
	:invalid_token	422	A token is structurally invalid.
	:malformed_token	422	A token envelope could not be parsed.
	:invalid_key_id	422	A token key id is missing or out of bounds.
	:invalid_namespace	422	A token namespace is missing or out of bounds.
	:invalid_issued_at	422	A token issuance timestamp is malformed.
	:invalid_trust_boundary	422	HMAC material did not prove same-service trust.
	:invalid_encoding	422	A canonical encoding is invalid.
	:noncanonical_encoding	422	A canonical encoding is non-canonical.
	:noncanonical_envelope	422	A token envelope is non-canonical.
	:invalid_signature	422	A token signature is invalid.
	:signing_failed	422	A token could not be signed.
	:invalid_message	422	A signer message is invalid.
	:algorithm_mismatch	422	A token algorithm does not match.
	:unsupported_algorithm	422	A token algorithm is not supported.
	:namespace_mismatch	422	A token namespace does not match.
	:token_too_large	422	A token exceeded its byte limit.
	:duplicate_field	422	A canonical map carried a duplicate field.
	:duplicate_map_key	422	A canonical map carried a duplicate key.
	:unsupported_term	422	A canonical term is unsupported.
	:limit_exceeded	422	A configured limit was exceeded.
	:missing_option	422	A required DSL option is missing.
	:invalid_option	422	A DSL option is invalid.
	:invalid_options	422	DSL options are invalid.
	:reserved_verification_input	422	Reserved verification input was supplied.
	:response_rejected	422	The response classifier rejected the result.
	:response_rollback	422	The response classifier requested a rollback.
	:response_fields_invalid	422	The response field allowlist is invalid.
	:response_value_invalid	422	The response value is invalid.
	:response_codec_mismatch	422	The persisted response codec does not match.
	:response_contract_mismatch	422	The persisted response contract does not match.
	:external_effect_unavailable	422	An external effect is unavailable.
	:external_recovery_unavailable	422	External recovery is unavailable.

Server-fault codes (5xx — override the class default)
These are NOT client input. A consumer mapping class→HTTP to a blanket 4xx would
mis-categorize them; the per-code HTTP below overrides the :invalid class.
	Code	HTTP	Meaning
	:store_invariant	500	The authoritative store returned a result that violated an internal invariant (integrity fault, not client input).
	:outcome_unknown	503	External recovery was ambiguous; the effect's outcome could not be determined (retryable).
	:invalid_evaluated_at	500	The trusted evaluation clock returned an invalid time.
	:response_payload_invalid	500	The persisted response payload is invalid.
	:response_persisted_state_invalid	500	The persisted response state is invalid.
	:response_digest_mismatch	500	The persisted response digest does not match the payload.
	:response_classifier_failed	500	The response classifier callback raised.
	:response_classifier_invalid	500	The response classifier returned an invalid disposition.
	:response_codec_failed	500	The response codec raised.
	:response_codec_invalid	500	The response codec output is invalid.
	:response_contract_invalid	500	The response contract is invalid.
	:response_completion_failed	500	Response completion failed.
	:admission_request_invalid	500	The admission request is internally invalid.
	:admission_unavailable	503	Admission is unavailable (fail-closed; retryable).
	:telemetry_invalid	500	A telemetry event was invalid (internal).

Store-fault and transport codes (5xx — override the class default)
When the authoritative PostgreSQL store is unavailable or reports a fault, admission fails
closed (nonces always; idempotency unless untracked execution is explicitly enabled) and the
store's reason surfaces verbatim through AshOnetime.Error.code/1. A generic
:store_failure covers any reason not enumerated below. Treat the 503 codes as retryable
(the request may succeed on retry once the store recovers) and the 500 codes as integrity or
configuration faults that will not clear by retrying.
	Code	HTTP	Meaning
	:checkout_unavailable	503	No database connection could be checked out (pool exhausted or down).
	:disconnected	503	The database connection dropped mid-operation.
	:worker_timeout	503	The independently committed claim's worker exceeded its 30s ceiling.
	:lock_timeout	503	A row lock could not be acquired within the timeout.
	:dispatched_unknown	503	A statement was dispatched but its outcome is unknown (retryable).
	:store_failure	503	The authoritative store failed for an unenumerated reason.
	:missing_prefix	500	The context-tenant schema prefix is missing or out of the 1..63-byte bound (fail-closed, not truncated).
	:not_in_transaction	500	Admission ran outside the required database transaction.
	:unsupported_isolation	500	The connection's transaction isolation level is unsupported.
	:corrupt_payload	500	A persisted response payload failed its integrity check.
	:invalid_request	500	The store received an internally malformed request.

details and classified data
The details map is part of the error struct and reaches sinks that serialize or inspect
the struct — inspect(error) in logs is the present-tense sink, and any future
AshJsonApi/AshGraphql integration renders struct fields into HTTP/API responses. (Note:
Exception.message/1 and Ash.Error.error_descriptions/1 render only the message field,
not details — but details is still on the struct and should be treated as
renderable-to-callers.) Never put key material, tokens, payloads, signatures, or PII in
details.
The library's own call sites populate details only with non-secret context — field or
option names (atoms) and numeric byte limits (e.g. %{field: :key_id, maximum: 128}).
One path carries application-supplied data: when an application's key resolver returns
{:error, reason}, ash_onetime wraps it as
Error.new(:key_resolution_failed, ..., %{reason: reason}) (lib/ash_onetime/token.ex). A
resolver that returns key material in its error reason would leak it through the rendered
error. Keep resolver error reasons secret-free — return an atom or a generic message, not
the key. (Audited at this release; re-audit any future call site that adds details.)


  

    Operations

Generate the PostgreSQL installation through Igniter or the deterministic Mix task:
mix igniter.install ash_onetime --repo MyApp.Repo
mix ash_onetime.gen.migrations --repo MyApp.Repo
mix ecto.migrate

Existing 1.0 installations must add the logical-partition key before using
AshOnetime.Transaction:
mix ash_onetime.gen.logical_partitions --repo MyApp.Repo
mix ecto.migrate

The generated migration backfills existing claims and payloads into the exact global
partition, then widens collision authority to include logical_partition. Its down migration
refuses while any non-global row exists; distinct tenant authorities are never merged during
rollback. Generate and apply it once per installation/prefix family before transaction-owned
callers admit non-global work.
The migration creates authoritative idempotency claims, nonce claims, response payload
partitions, collision constraints, cleanup functions, and deletion guards. Claim parents may
be unpartitioned or hash-partitioned by operation_hash; response payloads use date
partitions plus a default partition. All identifiers are quoted and every operation keeps the
operation hash in its logical key.
Run bounded cleanup manually or with the optional Oban worker:
mix ash_onetime.prune --repo MyApp.Repo --batch-size 500

Cleanup deletes only claims strictly past their replay/retention horizon, keeps processing
external recovery points, removes response bytes atomically with completed claims, and drops
only empty expired payload partitions after obtaining the required lock. Batch size and
prefix are explicit. Schedule AshOnetime.Oban.CleanupWorker only if Oban is installed.
Abandoned external processing claims — committed recovery points whose peer effect never
settles and that no retry ever recovers — are immortal under cleanup (it skips them) and the
delete guard (it forbids deleting them). Left unbounded this is a storage denial of service.
AshOnetime.Store.reap(target, batch_size, abandonment_seconds) is an opt-in, bounded reaper that
deletes such claims past a separate, much longer abandonment horizon. A claim is reaped only when
it is older than both abandonment_seconds and a hard 1-day floor and past its own retention
horizon (all re-enforced by the delete guard), so an in-flight or in-retention recovery point is
never removed. abandonment_seconds must be at least the 1-day floor. Schedule it far less
frequently than cleanup (recoverability becomes bounded by max(retention, abandonment)), and
size the horizon well beyond any legitimate in-flight window. For external-effect actions,
reaping is a stronger decision than for local ones: a reaped claim takes its operation key
(the claim UUID) with it, so a later retry executes at the peer under a new key and no
key-based defense remains at either layer — enable the reaper there only together with a
business-level reconciliation path that can settle an outcome-unknown claim before its
abandonment horizon passes (see the external-effects guide).
Run the reaper manually or with the optional Oban worker, mirroring cleanup:
mix ash_onetime.reap --repo MyApp.Repo --abandonment-seconds 1209600

--abandonment-seconds defaults to 604800 (7 days) and must be at least the 86400-second (1 day)
floor; --batch-size defaults to 500. Schedule AshOnetime.Oban.ReapWorker only if Oban is
installed, on its own far slower cadence than AshOnetime.Oban.CleanupWorker. Before reaping,
observe the backlog with AshOnetime.Store.processing_backlog(target), which returns
{:ok, %{processing_count: n, oldest_age_seconds: seconds}} (oldest_age_seconds is nil when
no recovery points are in flight) — watch it grow to detect abandonment accumulation and to size
the abandonment horizon above the oldest legitimate in-flight claim. Existing deployments installed before
the reaper existed must, in a manual migration, CREATE OR REPLACE the
ash_onetime_guard_idempotency_delete function with the new body (the attached trigger keeps
pointing at the same name), CREATE the ash_onetime_reap_idempotency function, and CREATE the
ash_onetime_idempotency_claims_processing_index. Copy those three definitions from a freshly
generated install migration (mix ash_onetime.gen.migrations), changing the guard's CREATE FUNCTION to CREATE OR REPLACE FUNCTION. Until they are applied a reap attempt fails closed
against the old guard.
Forward response partitions
The ash_onetime_response_payloads table is range-partitioned by month. The install migration
generates a fixed window (install month through +12). Cleanup drops only past, empty named
partitions; the _default partition is excluded from drop enumeration. Once retention exceeds
the generated window, payloads route to _default and are never dropped — silently defeating
bounded retention. Forward monthly partition creation keeps the window ahead of retention:
mix ash_onetime.roll_partitions --repo MyApp.Repo --months 6

--months (default 3, 1..24) sets how many forward months to ensure exist. The roll is
idempotent and concurrency-safe (advisory-locked, bounded lock_timeout), so concurrent or
overlapping runs are safe. Schedule AshOnetime.Oban.PartitionWorker (or a cron cadence) ahead
of your retention horizon — missing it causes new writes to route to _default, so the roll is
more time-sensitive than cleanup/reap. Existing installs that predate the roll or have crossed
the window should generate and run the forward migration once:
mix ash_onetime.gen.roll_forward --repo MyApp.Repo --months 18
mix ecto.migrate

It adds the response_partition index, back-fills the elapsed+forward partitions, and drains
past-retention payloads stranded in _default (a claim-scoped delete; the delete guard removes
the payload). Within-retention stranded payloads are left — a retry under a new key is a new
execution, and the rolled-forward partitions now route future inserts correctly.
Gap recovery: roll_partitions only creates partitions ahead of the current month — it does
not back-fill. If the worker/cron is down for a month or longer, that month's within-retention
payloads strand in _default (which cleanup never drops). Re-running
mix ash_onetime.gen.roll_forward is the recovery procedure: its drain is idempotent and removes
any past-retention payloads that aged out while the roll was down. An exhausted PartitionWorker
(max_attempts: 3 discards persistent failures) leaves the same gap — monitor for discarded
jobs and re-run the forward migration when the worker has been down across a month boundary.
Worker backoff and discard alert. Each Oban worker (CleanupWorker, PartitionWorker,
ReapWorker) declares a bounded, jittered backoff/1 (30 × attempt + :rand.uniform(30) − 1,
capped at 120 s) instead of Oban's default (15 + 2^attempt seconds with 0–10% jitter, which
spaces attempts 1→3 roughly 36–40 s apart). The custom shape suits DDL-class retries: a
transient failure — lock contention, a slow query, momentary checkout pressure — retries after
30–90 s, giving a still-holding contender time to finish (a failed roll returns fast under its
own 5 s lock_timeout); the wide jitter decorrelates simultaneous failures, and the cap bounds
the delay however far max_attempts is raised (ADR-0005). A job that exhausts its 3 attempts
is discarded; for the retention-critical PartitionWorker a discard strands a month of bounded
retention. Alert on discarded jobs:
SELECT queue, attempt, max_attempts, inserted_at, discarded_at
FROM oban_jobs
WHERE state = 'discarded' AND queue IN ('ash_onetime_cleanup', 'ash_onetime_reap', 'ash_onetime_partitions')
  AND discarded_at > now() - interval '24 hours';
A discarded PartitionWorker is the signal to run mix ash_onetime.gen.roll_forward (its drain is
idempotent). A rising discard rate on any of the three queues is contention — inspect
pg_stat_activity for lock waits during the worker's window and consider raising the pool or
scheduling the worker off-peak.
Upgrade check — stuck available jobs (the unconfigured-queue hazard). PartitionWorker
runs on a dedicated :ash_onetime_partitions queue (separate from cleanup). If you upgrade
without adding :ash_onetime_partitions to your Oban queues config, jobs are enqueued but
never executed — forward partition creation silently stalls and bounded retention degrades
past the install window, with NOTHING discarded (so the discard alert above stays green). This
is the one queue whose silence is a retention-critical failure. Alert on stuck-available jobs:
SELECT queue, count(*) AS stuck, min(inserted_at) AS oldest
FROM oban_jobs
WHERE state = 'available' AND queue = 'ash_onetime_partitions'
  AND inserted_at < now() - interval '1 hour'
GROUP BY queue;
A nonzero stuck (or oldest older than your roll cadence) means the queue is not configured
or its concurrency is zero — add queues: [ash_onetime_partitions: 1] (or higher) to your Oban
config. A healthy install shows zero stuck rows.
A context-multitenant tenant prefix must be 1..63 bytes — PostgreSQL truncates identifiers at
63 bytes (NAMEDATALEN), so a longer prefix could route two tenants to the same schema. Both
admission and cleanup reject an out-of-range prefix (admission fails closed with
:missing_prefix) rather than truncating.
Configure an optional completed-response cache with config :ash_onetime, :cache, MyCache
and a bounded :cache_timeout. Implement AshOnetime.Cache; treat every value as untrusted.
The default AshOnetime.Cache.None needs no application configuration or supervision tree.
AshOnetime.Plug can copy configured headers into conn.private.ash_onetime.untrusted; it
does not verify them. Trusted verification remains inside the protected action.
Telemetry events are [:ash_onetime, event], where event is :admission, :conflict,
:replay, :fingerprint_mismatch, :verification, :encoding, :cache, :cleanup, :reap,
:external_recovery, :store_uncertainty, or :untracked_execution. The :reap event carries a
:claims_reaped count for each bounded reaper run. Metadata is exactly
strategy, resource, action, and result_class; measurements are only duration or
count. Raw keys, scopes, tokens, fingerprints, payloads, signatures, resolver identities,
exceptions, and store results are never telemetry fields.
DPoP replay fence operational characteristics
A :one_time_nonce protection with commit: :independent (the DPoP §11.1 replay fence,
ADR-0003) routes its claim through the
claim_committed worker, which spawns a process that opens its own transaction on its own
connection. Two operational characteristics apply, inherited from the external-effect path but
now exercised per-request rather than per-external-effect:
	Connection-pool pressure. The worker needs a checkout from the same pool while the
caller's before_action still holds one — effectively +1 connection per in-flight protected
request. Under pool_size N concurrent protected actions, the (N+1)th blocks waiting for a
checkout; under sustained burst this surfaces as latency and, at the limit, a
:checkout_unavailable rejection (which fails closed — the request is rejected, never
admitted unsafely). Size the pool for the expected concurrency of DPoP-protected endpoints.
	30s worker timeout. If the worker stalls (slow query, lock contention on the unique index,
pool pressure), before_action blocks for up to 30s before the worker times out and returns
a :worker_timeout result, which surfaces as a [:ash_onetime, :store_uncertainty] telemetry
event with result_class: :worker_timeout and a typed store error. This is distinct from a
genuine disconnect (result_class: :disconnected) and from other unknown dispatches
(result_class: :unknown): all three fail closed and none can cause a silent re-admit, but the
:worker_timeout class names the stall condition an operator should triage as pool/lock/contention
(raise the pool, inspect the slow query) rather than a network partition (the :disconnected
triage). A rising :worker_timeout rate is the signal to size the pool for DPoP-protected
concurrency.

The fence's fail-closed posture means neither characteristic can reopen the replay gap the fence
exists to close — the worst case is rejection under stress, never a double-spend.
Runbooks
Named procedures for the operational failure modes the library surfaces. Each names the
symptom, the diagnostic query, and the remediation. Every procedure is safe to run against
a live authoritative store unless noted.
backlog-stuck — abandoned processing recovery points accumulating
Symptom. [:ash_onetime, :external_recovery] with result_class: :outcome_unknown
sustained over time, or processing_backlog/1 showing a growing processing_count whose
oldest_age_seconds exceeds any legitimate in-flight window. Abandoned external-effect
recovery points are immortal under cleanup (it skips processing claims) and the delete
guard forbids deleting them; left unbounded this is a storage-exhaustion denial of service
(ADR-0002).
Diagnose. Observe the backlog before reaping — the processing_backlog/1 figures
from above as SQL (replace :prefix with the tenant schema, e.g. public):
SELECT count(*) AS processing_count,
       extract(epoch from now() - min(inserted_at))::int AS oldest_age_seconds
FROM ":prefix".ash_onetime_idempotency_claims
WHERE state = 'processing';
Remediate. If oldest_age_seconds is well beyond any legitimate in-flight window (e.g.
days), run the bounded reaper with an abandonment_seconds sized above your longest
legitimate in-flight claim but below the point where storage pressure bites:
mix ash_onetime.reap --repo MyApp.Repo --abandonment-seconds 1209600 --batch-size 500

--abandonment-seconds (default 604800 = 7 days, minimum 86400 = 1 day) must be at least the
1-day floor; the reaper re-enforces both this floor and each claim's own retention horizon via
the delete guard, so an in-flight or in-retention recovery point is never removed. Reaping an
abandoned claim means a later retry re-inserts under a new claim id and executes as a new
peer operation (ADR-0002). Schedule AshOnetime.Oban.ReapWorker on a slow cadence to keep
this bounded steady-state rather than a manual fire drill.
partition-discard-detected — a PartitionWorker exhausted its retries
Symptom. A discarded PartitionWorker job on the ash_onetime_partitions queue. This
strands a month of bounded retention: new payloads route to _default and are never dropped
(ADR-0001). The bounded jittered backoff (ADR-0005) retries transient failures within minutes,
so a discard means a persistent failure (a malformed argument, an unresolvable repo, a DDL
error) — not a transient stall.
Diagnose. Alert on discarded jobs:
SELECT queue, attempt, max_attempts, inserted_at, discarded_at, args
FROM oban_jobs
WHERE state = 'discarded' AND queue = 'ash_onetime_partitions'
  AND discarded_at > now() - interval '24 hours'
ORDER BY discarded_at DESC;
Count payloads stranded in _default (replace :prefix as above):
SELECT count(*) AS stranded_payloads
FROM ":prefix".ash_onetime_response_payloads_default;
The _default partition is created at install and always exists — counting partitions
cannot detect a lapsed window. A non-zero row count means payloads have routed to
_default because the forward window lapsed. Read the trend asymmetrically: a GROWING
count means the window is still lapsed (rows only enter _default while it is). A
shrinking or steady count does not prove repair — cleanup also deletes past-retention
payloads from _default, so the count can decay while the window is still lapsed. To
confirm repair, run the idempotent mix ash_onetime.roll_partitions --repo MyApp.Repo
(it creates any missing forward months) and re-check that the count stops growing.
Remediate. A discarded PartitionWorker triggers the idempotent forward migration, which
both creates the elapsed+forward partitions AND drains past-retention payloads stranded in
_default:
mix ash_onetime.gen.roll_forward --repo MyApp.Repo --months 18
mix ecto.migrate

Then re-schedule the PartitionWorker (or cron) ahead of the retention horizon so the window
does not lapse again. A rising discard rate on the partition or cleanup queues is contention
— see pool-saturated.
pool-saturated — worker timeouts or checkout failures rising
Symptom. [:ash_onetime, :store_uncertainty] with result_class: :worker_timeout
climbing, or :checkout_unavailable ([:ash_onetime, :untracked_execution] may follow for
opted-in idempotency). The committed-claim worker needs a +1 connection checkout per
in-flight protected request (ADR-0003); under pool_size N concurrent protected actions the
(N+1)th blocks, and at the limit the 30s worker timeout fires. All paths fail closed — the
worst case is rejection under stress, never a double-spend — but a rising rate degrades the
DPoP-protected endpoint.
Diagnose. Confirm the timeout class is the dominant uncertainty signal (distinct from
:disconnected, which is a network partition, and :unknown, which is an unspecified
dispatch). In your telemetry backend, filter the [:ash_onetime, :store_uncertainty]
stream by result_class; to compare the classes live, tally them in IEx attached to the
running release:
handler = fn _event, _measurements, %{result_class: result_class}, _config ->
  Agent.update(AshOnetime.UncertaintyTally, fn tally ->
    Map.update(tally, result_class, 1, &(&1 + 1))
  end)
end

{:ok, _} = Agent.start_link(fn -> %{} end, name: AshOnetime.UncertaintyTally)
:ok = :telemetry.attach("ash-onetime-uncertainty-tally", [:ash_onetime, :store_uncertainty], handler, nil)

# under load, then read the distribution and clean up:
Agent.get(AshOnetime.UncertaintyTally, & &1)
:ok = :telemetry.detach("ash-onetime-uncertainty-tally")
Agent.stop(AshOnetime.UncertaintyTally)
result_class is :sent, :unknown, :disconnected, :lock_timeout, or
:worker_timeout (see Telemetry); a rising :worker_timeout share is
the pool-pressure signal.
Inspect live lock waits and checkout pressure during the worker's window:
SELECT activity.state, activity.wait_event_type, activity.wait_event,
       count(*)
FROM pg_stat_activity activity
WHERE activity.state != 'idle'
GROUP BY 1, 2, 3
ORDER BY count(*) DESC;
Watch checkout queueing on the repo's query event — :queue_time is measured on every
pooled checkout (zero when the checkout was instant; it is absent only when the
connection was already held, e.g. inside a transaction). Tally it with :counters —
atomic and process-free, so the diagnostic adds no serialization to the query path:
counters = :counters.new(2, [:write_concurrency])

handler = fn _event, measurements, _metadata, counters ->
  if queue_time = measurements[:queue_time] do
    ms = System.convert_time_unit(queue_time, :native, :millisecond)
    :counters.add(counters, 1, 1)
    if ms > 50, do: :counters.add(counters, 2, 1)
  end
end

:ok = :telemetry.attach("checkout-queue-watch", [:my_app, :repo, :query], handler, counters)

# exercise the DPoP-protected endpoint, then read {checkouts, waits_over_50ms}:
{:counters.get(counters, 1), :counters.get(counters, 2)}

# when done, detach:
:ok = :telemetry.detach("checkout-queue-watch")
Attaching an anonymous handler prints a one-time local function ... performance penalty warning — expected for a diagnostic session. A rising share of waits over
50 ms (tune the threshold to your latency budget) while :worker_timeout climbs is
pool pressure: in-flight protected actions are holding connections. Connection counts
cannot establish this — the pool opens all pool_size connections eagerly, and
pg_stat_activity counts every session on the database (other nodes, tooling,
autovacuum) — the checkout wait can.
The event prefix is your repo module's underscored path: MyApp.Repo publishes
[:my_app, :repo, :query], MyApp.Accounts.Repo publishes
[:my_app, :accounts, :repo, :query].
Remediate. Raise the pool size to accommodate the (N+1) checkout pattern for the
expected concurrency of DPoP-protected endpoints:
config :my_app, MyApp.Repo, pool_size: 20  # was 10, for example
If the timeout class is :disconnected instead, triage as a network partition (check
pg_stat_activity for connection churn, the load balancer, the Postgres instance health) —
not a pool-sizing issue. If it is :unknown, inspect the worker's exit reason in the Oban
job or application logs; that class names an unspecified dispatch failure a pool raise will
not fix.
restore-from-backup — a database restore has rewound admission state
Symptom. This runbook is preventive: read it BEFORE restoring a backup (PITR or snapshot)
of a database carrying ash_onetime authority. PostgreSQL's claim tables ARE the admission
truth, and a restore rewinds them: every claim committed after the restore point is gone, so
the store no longer knows those keys were spent. What that means per strategy:
	One-time nonces: a proof whose spend committed after the restore point becomes
spendable again. The exposure is bounded by the proof's acceptance window
(max_age + clock_skew — typically minutes): once the window closes, the restored-away
claim could not have admitted anyway. Restores landing well past the window carry no
nonce exposure.
	Idempotency: a key whose effect completed after the restore point executes FRESH on
retry — the restored store has no claim, and the retry's fingerprint matches (it is the
same request), so it admits rather than conflicts. The protected effect can fire twice.
Where an external_effect adapter is deployed, its recover/3 protocol observes the peer
state on the retry; otherwise this is business-level reconciliation.
	Cross-system disagreement: external systems (payment providers, webhook targets)
remember effects the restored store has forgotten. The application's own logs and the
peers' records for the post-restore-point period are the source of truth for what actually
happened.

Diagnose. Establish the restore point (PITR target or snapshot age), then enumerate what
ran after it — from application logs, the external peers' ledgers, or both. The database
cannot tell you what was lost; the rows are gone. Anything effectful that succeeded after the
restore point is in scope for reconciliation.
Remediate.
	Minimize the window: restore to just before the incident rather than an older snapshot —
every hour cut from the rewind is an hour of effects that cannot re-execute.
	Fence the nonce window if it matters: if proofs with acceptance windows spanning the
restore point are replayable by an adversary (not just a retrying client), block their
redemption at the edge until the windows close. Minutes of fencing, not hours.
	Reconcile external effects: for every post-restore-point effect, confirm against the peer
whether it happened. Idempotency retries with an external_effect adapter perform this
automatically via the recover protocol; adapters without it (or unprotected actions) need
business reconciliation.
	Roll the partition window forward: the restored (older) ash_onetime_response_payloads
partition set may have a lapsed forward window — new payloads would route to _default
and never drop. Run mix ash_onetime.roll_partitions --repo MyApp.Repo after the restore
and re-check the stranded count as in partition-discard-detected.
	No special cleanup action: prune/reap continue from the restored state under their
usual guards; retention horizons rewound with everything else.

Restoring per-tenant schemas (--prefix) or logical partitions rewinds only that authority's
claims — scope the reconciliation the same way.
Key rotation
Token verification resolves material by the signed key identifier. Add a new key before
using it to sign. Retain every old verification key until the last token it signed is outside
max_age + clock_skew, then remove it. An unknown key identifier fails verification; never
fall back silently to a different key.
The supported runtime is Elixir ~> 1.20 (verified on 1.20.4; this admits later 1.x releases
and excludes 2.0 or newer) and Erlang/OTP 28 or 29 with Ash >= 3.34.3 and < 4.0.0,
AshPostgres ~> 2.13, and PostgreSQL 18 (the version the project's test harness and release
checks run on). The optional installer HTTP closure is constrained to Mint
~> 1.10 and >= 1.10.2. The SQL surface itself needs PostgreSQL 11 or newer — declarative
hash/range partitioning with default partitions, SELECT ... FOR UPDATE SKIP LOCKED, and
pg_advisory_xact_lock(bigint) are all 11+ features — but nothing below 18 is exercised by
this project's CI: treat older servers as unverified, and report (or CI-pin) the version you
run before relying on one. Release checks include the full suite, mutation matrix, executable
Livebooks against PostgreSQL, warnings-as-errors documentation, exact Hex archive inspection,
and an unpacked zero-configuration consumer, all run on the runtime pinned in .tool-versions;
see CONTRIBUTING.


  

    Security model

ash_onetime protects keyed effects against concurrent duplication and replay within an
explicit namespace. It does not authenticate a caller by itself, provide delivery, or turn
an unrecoverable external API into a transactional peer.
Trust boundaries
	PostgreSQL is the sole admission authority. A cache cannot admit or reject work.
	Scope is mandatory. Missing tenant, attribute, argument, or resolver data is an error.
	Operation identity is derived from the resource and action; callers cannot supply it.
	Verification callbacks and minters return trusted local AshOnetime.Verified facts.
Action input remains untrusted even when field names resemble trusted state.
	Stored responses are bound to locator hashes, request fingerprint, codec, SHA-256 digest,
exact payload bytes, and declared Ash return shape before replay.
	One-time nonce store uncertainty fails closed. Only a proven never-dispatched idempotency
checkout may use an explicitly enabled untracked path.
	External recovery treats every outcome except {:ok, result} and authoritative :absent
as ambiguous and never retries the peer effect under a new decision.

Canonical encoding is bounded, type-tagged, length-framed, and deterministic. Token
verification binds exact canonical body bytes, expected namespace, algorithm, key identifier,
issuance, and expiry. HMAC key material must declare same-service trust. Ed25519 separates
private signing and public verification roles. Key resolution is purpose-specific; secrets
must remain in the consumer's secret store and must not be logged or committed.
Named misuses
Misuse: using idempotency as replay defense. Idempotency returns a stored response on reuse;
it does not reject a captured signed request. Use :one_time_nonce.
Misuse: letting nonce admission inherit idempotency's optional untracked failure direction.
Nonce store failure and uncertainty must reject; there is no nonce fail-open configuration.
Misuse: using a shared HMAC secret across a separated signer/verifier boundary. Anyone who can
verify can then forge. Use Ed25519 or a verifier callback backed by the provider's supported
scheme.
Misuse: declaring multitenancy strategy :attribute without the tenant discriminator in scope.
Attribute-multitenant resources share one physical set of claim tables across every tenant, so
cross-tenant isolation rests entirely on the tenant being part of the scope; omit it and one
tenant is served another's stored response or burns another's nonce. ash_onetime rejects such
a resource at compile time — the scope must include {:attribute, <tenant_attribute>} or a
{:tenant, module} resolver. (Context multitenancy routes each tenant to its own schema and
needs no scope entry for isolation.)
Retention and cleanup are security boundaries. Deleting a nonce while its acceptance window is
still open can admit a replay. The acceptance window is evaluated on the application clock while
cleanup eligibility is evaluated on the PostgreSQL clock, so a spent nonce is retained for a
configurable clock-skew safety margin (config :ash_onetime, :cleanup_clock_skew_margin_seconds,
default 1 second) beyond its acceptance horizon. Cleanup is therefore strictly later than the
acceptance window as long as the PostgreSQL clock is not ahead of the application clock by more
than that margin — keep both clocks synchronized (e.g. via NTP), and raise the margin for looser
synchronization. Processing external claims are retained for recovery until they are either
completed or reaped. An abandoned processing claim that never settles would otherwise be immortal
(cleanup skips it and the delete guard forbids deleting it), so a caller driving external-effect
actions with distinct keys and abandoning each after commit could accumulate unbounded undeletable
rows — a storage denial of service. The opt-in reaper (mix ash_onetime.reap) deletes such claims past a
separate, much longer abandonment horizon, through a sanctioned delete path: a processing claim is
removable only when it is older than both the operator's horizon and a hard 1-day floor and past
its own retention horizon, all re-enforced by the delete guard. Recoverability is thereby bounded
by max(retention, abandonment horizon) rather than unbounded. A retry after reaping runs
under a new peer operation key, so no key-based defense remains at either layer — enable
the reaper on external-effect actions only with a business-level reconciliation path (the
external-effects guide states the boundary). The reaper bounds steady-state growth, not a burst
(residual ≈ admission rate × that window); operators tune it with edge rate limiting and reap
cadence.
Telemetry is deliberately value-free to avoid exporting keys, tokens, signatures, payloads,
or verifier identities.
Report suspected vulnerabilities through the private process in SECURITY.


  

    Recipes

Four end-to-end patterns — payment idempotency, webhook deduplication, redemption-link
single-use, and external effect via a transactional outbox — showing the resource DSL, a
response codec, a classifier, and the call-site result handling together. The codec and
classifier shapes here match the AshOnetime.Codec behavior contract and the classify/2 contract
on AshOnetime.ResponseClassifier; copy them and adapt the encode/decode/classify logic to
your domain.
Integration shapes, not a standalone app. Supply your application's domain, repository,
PostgreSQL table configuration, migrations, and surrounding controller or worker code.
The codec, classifier, protection, and call-boundary fragments show the package contracts
that those application-owned pieces compose.

Response codec and classifier contracts
Every idempotent action declares a response codec and a classifier. The codec serializes
the Ash return value into a self-describing (tag, payload) pair; the classifier decides
whether a given value is stored, rejected, or rolled back at the persistence boundary.
# A codec implements the AshOnetime.Codec behavior contract.
#   format_tag/0          -> a stable tag, 1..81 bytes, [A-Za-z0-9._-]+
#   encode(value, contract, opts)   -> {:ok, tag, payload} | {:error, AshOnetime.Error.t()}
#   decode(tag, payload, contract, opts) -> {:ok, value} | {:error, AshOnetime.Error.t()}
#
# A classifier is any module exporting classify/2; the contract (defined as a callback on
# AshOnetime.ResponseClassifier) is:
#   classify(value, context) -> {:store | :reject | :rollback, value}
defmodule MyApp.ChargeCodec do
  @behaviour AshOnetime.Codec

  @impl true
  def format_tag, do: "charge-v1"

  @impl true
  def encode(%{id: id, status: status}, _contract, _opts) do
    {:ok, format_tag(), "#{id}:#{status}"}
  end

  def encode(_value, _contract, _opts),
    do: {:error, AshOnetime.Error.new(:response_codec_invalid, "charge codec encode failed")}

  @impl true
  def decode("charge-v1", payload, _contract, _opts) do
    [id, status] = String.split(payload, ":", parts: 2)
    {:ok, %{id: id, status: status}}
  end

  def decode(_tag, _payload, _contract, _opts),
    do: {:error, AshOnetime.Error.new(:response_codec_invalid, "charge codec decode failed")}
end

defmodule MyApp.ChargeClassifier do
  # Only persist settled charges. A pending charge (e.g. asynchronous authorization) should
  # not be replayed as if it were final, so reject it; the action can run again.
  def classify(%{status: status} = value, _context) when status in ["captured", "settled"],
    do: {:store, value}

  def classify(_value, _context), do: {:reject, nil}
end
The context passed to classify/2 is a map describing the call; classify on the value
alone unless your domain needs the context to decide. A classifier that raises, throws, or
returns an outcome outside {:store | :reject | :rollback, _} fails as
:response_classifier_failed / :response_classifier_invalid and never persists a value.
Recipe 1 — Payment idempotency
A charge action that must execute once per client idempotency key and replay the stored
result on retry. Scope binds the account so one tenant cannot block or replay another; the
fingerprint binds amount so a retry with a different amount is a terminal conflict, not
a replay.
defmodule MyApp.Charge do
  use Ash.Resource,
    domain: MyApp.Billing,
    data_layer: AshPostgres.DataLayer,
    extensions: [AshOnetime.Resource]

  attributes do
    uuid_primary_key :id
    attribute :account_id, :uuid, allow_nil?: false, public?: true
    attribute :amount, :integer, allow_nil?: false, public?: true
    attribute :status, :string, allow_nil?: false, public?: true
  end

  actions do
    create :charge do
      accept [:account_id, :amount]
      change set_attribute(:status, "captured")
      # accept an Idempotency-Key header / argument supplied by the client
      argument :idempotency_key, :string, allow_nil?: false
    end
  end

  onetime do
    protect :charge do
      strategy :idempotency
      scope [{:attribute, :account_id}, {:static, "charge"}]
      key {:client, :idempotency_key}
      fingerprint attributes: [:amount, :account_id]
      response MyApp.ChargeCodec,
        fields: [:id, :status],
        classify: MyApp.ChargeClassifier
      retention {24, :hour}
    end
  end
end
At the call boundary:
alias MyApp.Charge

# The client's Idempotency-Key is passed as an action argument.
changeset =
  Ash.Changeset.for_create(Charge, :charge, %{
    account_id: account_id,
    amount: 500,
    idempotency_key: conn |> get_req_header("idempotency-key") |> hd()
  })

case Ash.create(changeset) do
  {:ok, charge} ->
    # 201 the first time (replayed? == false); 200 + Idempotent-Replayed on a safe retry.
    status = if AshOnetime.replayed?(charge), do: 200, else: 201
    {:ok, %{status: status, charge: charge}}

  {:error, error} ->
    case AshOnetime.Error.code(error) do
      # The same key was retried with a different amount — terminal, never re-runs.
      :key_reused_with_different_request -> {:conflict, "idempotency key reused with a different payload"}
      # A concurrent request for the same key is mid-flight.
      :request_in_progress -> {:conflict, "a request for this key is already processing"}
      _code -> {:error, error}
    end
end
The two conflict branches describe retry behavior. Other failures keep their typed error
for your application's handler; the shared HTTP helper
maps the remaining codes to safe public responses.
Recipe 2 — Webhook deduplication
A webhook receiver that must process each (provider, event_id) exactly once. Idempotency
keys on a client header fit this naturally: the provider's event id becomes the
idempotency key, and the scope binds the provider so one provider's retries cannot collide
with another's.
defmodule MyApp.WebhookEvent do
  use Ash.Resource,
    domain: MyApp.Integrations,
    data_layer: AshPostgres.DataLayer,
    extensions: [AshOnetime.Resource]

  attributes do
    uuid_primary_key :id
    attribute :provider, :string, allow_nil?: false, public?: true
    attribute :event_id, :string, allow_nil?: false, public?: true
    attribute :payload, :map, allow_nil?: false, public?: true
    attribute :processed, :boolean, default: false, public?: true
  end

  actions do
    create :ingest do
      accept [:provider, :event_id, :payload]
      change set_attribute(:processed, true)
      argument :idempotency_key, :string, allow_nil?: false
    end
  end

  onetime do
    protect :ingest do
      strategy :idempotency
      scope [{:attribute, :provider}, {:static, "webhook"}]
      key {:client, :idempotency_key}
      # Bind the fingerprint to the full request so a replay with a mutated payload conflicts.
      fingerprint attributes: [:event_id, :payload]
      response MyApp.WebhookCodec,
        fields: [:id, :processed],
        classify: MyApp.WebhookClassifier
      retention {7, :day}
    end
  end
end
Map the provider's event_id to the idempotency_key argument at the controller edge. A
redelivery with the same event_id and the same payload replays the stored result
(AshOnetime.replayed?/1 returns true); a redelivery with the same key but a different
payload returns :key_reused_with_different_request and never re-processes.
Recipe 3 — Single-use redemption link
A redeem action that must succeed at most once per proof, regardless of how many times the
client retries. This is one-time nonce protection, not idempotency: there is no stored
result to replay, only a fail-closed spend of the proof.
defmodule MyApp.Redemption do
  use Ash.Resource,
    domain: MyApp.Rewards,
    data_layer: AshPostgres.DataLayer,
    extensions: [AshOnetime.Resource]

  attributes do
    uuid_primary_key :id
    attribute :link_id, :string, allow_nil?: false, public?: true
    attribute :redeemed_at, :utc_datetime_usec, public?: true
  end

  actions do
    update :redeem do
      accept []
      argument :proof, :string, allow_nil?: false
      change set_attribute(:redeemed_at, DateTime.utc_now())
    end
  end

  onetime do
    protect :redeem do
      strategy :one_time_nonce
      scope [{:static, "redemption"}]
      # The proof is verified by MyApp.ProofVerifier, which returns trusted AshOnetime.Verified
      # facts. The action argument carries raw token material; it cannot assert verification.
      key {:verified, :proof, MyApp.ProofVerifier}
      window max_age: {10, :minute}, clock_skew: {15, :second}
    end
  end
end
At the call boundary, the first redemption succeeds (replayed?/1 is nil — a nonce has no
replay signal); every retry of the same proof returns :nonce_already_used:
case Ash.update(Ash.Changeset.for_update(link, :redeem, %{proof: proof})) do
  {:ok, redemption} ->
    {:ok, redemption}

  {:error, error} ->
    case AshOnetime.Error.code(error) do
      :nonce_already_used -> {:conflict, "this redemption link has already been used"}
      :request_in_progress -> {:conflict, "a redemption for this proof is already processing"}
      _code -> {:error, error}
    end
end
Invalid proofs and store failures take the fallback branch without raising. Pass those
errors through the shared HTTP helper before responding;
keep exception messages inside the application.
Recipe 4 — External effect via a transactional outbox
A protected action whose side effect must publish only if the action commits, delivered by
your own worker (an Oban job is the natural carrier). The composition: the outbox row is
the peer. The adapter's execute/3 inserts a durable outbox row keyed by the operation key
through the action's own repository — so the row commits with the action and rolls back with
it — and recover/3 reads that row back after the dust settles. The package admits the
action once per key; the outbox row gates delivery; the worker owns retry and delivery
policy.
defmodule MyApp.NotificationOutbox do
  use Ash.Resource,
    domain: MyApp.Notifications,
    data_layer: AshPostgres.DataLayer

  postgres do
    table "notification_outbox"
    repo MyApp.Repo
  end

  attributes do
    # The operation key (the package-supplied claim UUID) is the primary key: the
    # insert IS the atomic key claim defense 2 requires.
    uuid_primary_key :operation_key
    attribute :payload, :map, allow_nil?: false, public?: true
    attribute :delivered_at, :utc_datetime_usec, public?: true
    create_timestamp :inserted_at
  end

  actions do
    defaults [:read]

    update :mark_delivered do
      change set_attribute(:delivered_at, DateTime.utc_now())
    end
  end
end

defmodule MyApp.NotificationOutboxAdapter do
  @behaviour AshOnetime.ExternalEffect

  alias MyApp.NotificationOutbox

  # The insert is local, but it is not automatically bounded: a contended key blocks
  # until the holding transaction ends (the same serialization an atomic key claim
  # provides), so the adapter caps the wait like any other peer call.
  @insert_timeout :timer.seconds(10)

  @impl true
  def execute(operation_key, subject, _context) do
    payload = build_payload(subject)

    # Insert through the caller's repository: this callback runs INSIDE the caller's open
    # transaction (see the external-effects guide), so the outbox row commits with the
    # action and a rolled-back action leaves no row. The insert is a bare Ecto insert —
    # deliberately, because the adapter (not Ash changesets) owns the key — which also
    # means Ash-level defaults do not run: set inserted_at explicitly.
    #
    # on_conflict: :nothing IS the atomic key claim: a concurrent same-key execute (an
    # honest in-flight retry, per the external-effects guide) blocks on this row and then
    # converges on the winner's row — both callers return the SAME receipt, and the loser
    # never errors and never duplicates.
    {:ok, _row} =
      MyApp.Repo.insert(
        %NotificationOutbox{
          operation_key: operation_key,
          payload: payload,
          inserted_at: DateTime.utc_now()
        },
        on_conflict: :nothing,
        conflict_target: :operation_key,
        timeout: @insert_timeout
      )

    case MyApp.Repo.get(NotificationOutbox, operation_key, timeout: @insert_timeout) do
      nil -> {:error, :outcome_unknown}
      row -> {:ok, %{outbox_id: row.operation_key, status: "accepted"}}
    end
  end

  @impl true
  def recover(operation_key, _subject, _context) do
    case MyApp.Repo.get(NotificationOutbox, operation_key, timeout: @insert_timeout) do
      nil -> :absent
      row -> {:ok, %{outbox_id: row.operation_key, status: "accepted"}}
    end
  end

  # The subject is an ActionInput for generic actions and a Changeset for create/update/
  # destroy — build the payload from whichever surface the protected action uses.
  defp build_payload(%Ash.ActionInput{} = subject),
    do: %{value: Ash.ActionInput.get_argument(subject, :value)}

  defp build_payload(%Ash.Changeset{} = subject),
    do: %{value: Ash.Changeset.get_argument(subject, :value)}
end
recover/3's :absent is authoritative for a settled history: once the original
request's transaction has committed or rolled back, the row's absence proves the effect
never landed (a rolled-back action leaves no row, so a retry's recovery truthfully returns
:absent and re-executes). While the original is still in flight, the package's pre-peer
claim lock (ADR-0010) has already serialized the retry away — a concurrent same-key retry
is refused with :request_in_progress before recover/3 runs — and execute/3's
on_conflict key claim remains the second line for any sequential overlap, which is why
it stays even with the lock.
The protected action is Recipe 1's shape with external_effect MyApp.NotificationOutboxAdapter
added. The stored response is the acceptance receipt — which pins two classifier rules
this recipe must not get wrong:
	Classify the acceptance receipt as {:store, value}. Do NOT copy Recipe 1's
classifier, which rejects anything not "captured"/"settled" — an acceptance-receipt
action would reject every completion and strand the claim in processing.
	The classifier still applies to everything else: a nil or invalid receipt is rejected,
and the action can run again.

Delivery is consumer-owned: an Oban job (or any worker) selects undelivered rows, delivers,
and calls mark_delivered. Surface delivery status through your own read path — a replay of
the admission returns the stored acceptance receipt, not the delivery state. The honest
end-to-end guarantee is once-per-key admission + at-least-once delivery + receiver-side
idempotency; neither this package nor any outbox can make an at-most-once delivery
claim (a worker that dies between delivering and marking delivers twice on retry), which is
exactly why the admission/delivery boundary exists.
Two boundaries to keep the composition correct:
	Cross-generation deduplication is the receiver's. Within one admission's retention,
retries replay the stored receipt and never insert a second row. After the claim is
cleaned (retention) or reaped, a retry of the same logical key mints a new claim UUID
— the outbox's operation-key primary key cannot recognize it, so a second row (and a
second delivery) is possible no matter how long you retain the old row. If a logical
notification must never deliver twice across claim generations, deduplicate on a stable
logical key at the receiver (or give the outbox a separate unique index on the logical
key and reuse the winning row in execute/3). Keep outbox rows long enough to reconcile
undelivered work — and no longer claims to make that unnecessary.
	One database, no peer call. This composition suits a same-database outbox whose
delivery worker is the only external reach. For a genuine cross-system effect (the peer is
another service), use a real adapter against the peer's idempotency surface
(External effects) — the transactional-outbox trick depends on the
insert committing in the action's own transaction.

For the same-database case with a host-owned transaction instead of a protected action, the
AshOnetime.Transaction boundary (including claim_id/1)
composes the same way, and Custom lifecycles covers where effects can
live relative to the action's transaction.
Choosing between idempotency and one-time nonce
The two strategies are not interchangeable. See Idempotency and
One-time nonces for the full contracts. The short version:
	Idempotency — safe retries of an effectful action. The first execution stores its
result; retries replay it. Use when the client may retry (network failure, timeout) and you
want the same logical effect and response each time.
	One-time nonce — at-most-once admission of a verified request. The first spend
succeeds; every reuse is rejected. Use when the action must never repeat even if the client
retries (single-use coupons, one-time redemptions, anti-replay of a captured request).

Never use idempotency's stored-result replay as anti-replay protection, and never let a nonce
inherit idempotency's optional untracked failure direction. See
usage-rules.md.


  

    Phoenix integration

ash_onetime does not depend on Phoenix. The integration surface is a Plug
module (AshOnetime.Plug) that copies request headers into the connection, the
AshOnetime.replayed?/1 signal, and the error-code-to-HTTP-status
table in Errors and HTTP mapping. This guide shows an integration pattern to adapt
inside a Phoenix application. Its resource names, actions, response fields, and routes are host
application placeholders; verify the adapted controllers in that application's real Phoenix
request path.
Wire the Plug
AshOnetime.Plug copies configured request headers into conn.private.ash_onetime.untrusted
as a map of {context_name => binary}. Values are raw and untrusted — verification happens only
inside the protected action. Add it to an API pipeline in your router:
# lib/my_app_web/router.ex
pipeline :api do
  plug :accepts, ["json"]
  plug AshOnetime.Plug, headers: [idempotency_key: "idempotency-key"]
end

scope "/api", MyAppWeb do
  pipe_through :api
  post "/charges", ChargeController, :create
end
The header name is the wire name ("idempotency-key"); the context key (:idempotency_key)
matches the action argument. The Plug validates header syntax, rejects multi-valued or
oversized values, and raises Plug.BadRequestError on a violation.
Share one sanitized error mapper
Ash may return an AshOnetime.Error leaf directly or inside an Ash class wrapper. Controllers
should recover the typed code with AshOnetime.Error.code/1, then pass only that code to one
shared mapper. The mapper below lists every client error explicitly, lists every retryable 503
code explicitly, and fails unknown or server-fault codes closed to 500.
Its public response contains only a recognized code string. It never serializes the exception,
calls the internal error-message helper on a wrapper, or exposes details and provider-supplied
reasons.
defmodule MyAppWeb.OnetimeErrors do
  @moduledoc false

  @client_statuses %{
    nonce_already_used: :conflict,
    key_reused_with_different_request: :conflict,
    request_in_progress: :conflict,
    verification_failed: :unauthorized,
    fingerprint_too_large: :unprocessable_entity,
    fingerprint_unavailable: :unprocessable_entity,
    key_too_large: :unprocessable_entity,
    key_unavailable: :unprocessable_entity,
    key_resolution_failed: :unprocessable_entity,
    key_not_found: :not_found,
    scope_unavailable: :unprocessable_entity,
    invalid_key: :unprocessable_entity,
    invalid_key_role: :unprocessable_entity,
    invalid_window: :unprocessable_entity,
    invalid_nonce_window: :unprocessable_entity,
    invalid_expires_at: :unprocessable_entity,
    invalid_token: :unprocessable_entity,
    malformed_token: :unprocessable_entity,
    invalid_key_id: :unprocessable_entity,
    invalid_namespace: :unprocessable_entity,
    invalid_issued_at: :unprocessable_entity,
    invalid_trust_boundary: :unprocessable_entity,
    invalid_encoding: :unprocessable_entity,
    noncanonical_encoding: :unprocessable_entity,
    noncanonical_envelope: :unprocessable_entity,
    invalid_signature: :unprocessable_entity,
    signing_failed: :unprocessable_entity,
    invalid_message: :unprocessable_entity,
    algorithm_mismatch: :unprocessable_entity,
    unsupported_algorithm: :unprocessable_entity,
    namespace_mismatch: :unprocessable_entity,
    token_too_large: :unprocessable_entity,
    duplicate_field: :unprocessable_entity,
    duplicate_map_key: :unprocessable_entity,
    unsupported_term: :unprocessable_entity,
    limit_exceeded: :unprocessable_entity,
    missing_option: :unprocessable_entity,
    invalid_option: :unprocessable_entity,
    invalid_options: :unprocessable_entity,
    reserved_verification_input: :unprocessable_entity,
    response_rejected: :unprocessable_entity,
    response_rollback: :unprocessable_entity,
    response_fields_invalid: :unprocessable_entity,
    response_value_invalid: :unprocessable_entity,
    response_codec_mismatch: :unprocessable_entity,
    response_contract_mismatch: :unprocessable_entity,
    external_effect_unavailable: :unprocessable_entity,
    external_recovery_unavailable: :unprocessable_entity
  }

  @retryable_codes [
    :verification_timeout,
    :outcome_unknown,
    :admission_unavailable,
    :checkout_unavailable,
    :disconnected,
    :worker_timeout,
    :lock_timeout,
    :dispatched_unknown,
    :store_failure
  ]

  @server_codes [
    :store_invariant,
    :invalid_evaluated_at,
    :response_payload_invalid,
    :response_persisted_state_invalid,
    :response_digest_mismatch,
    :response_classifier_failed,
    :response_classifier_invalid,
    :response_codec_failed,
    :response_codec_invalid,
    :response_contract_invalid,
    :response_completion_failed,
    :admission_request_invalid,
    :telemetry_invalid,
    :missing_prefix,
    :not_in_transaction,
    :unsupported_isolation,
    :corrupt_payload,
    :invalid_request
  ]

  @known_codes Map.keys(@client_statuses) ++ @retryable_codes ++ @server_codes

  def status(code) do
    case Map.fetch(@client_statuses, code) do
      {:ok, status} -> status
      :error when code in @retryable_codes -> :service_unavailable
      :error -> :internal_server_error
    end
  end

  def public_code(code) when code in @known_codes, do: Atom.to_string(code)
  def public_code(_unknown), do: "internal_error"
end
Idempotency controller (create action)
A create action protected with :idempotency strategy:
defmodule MyAppWeb.ChargeController do
  use MyAppWeb, :controller
  alias MyApp.Charge
  alias AshOnetime
  alias MyAppWeb.OnetimeErrors

  def create(conn, _params) do
    # Read the untrusted header the Plug stashed.
    idempotency_key = conn.private.ash_onetime.untrusted[:idempotency_key]

    changeset =
      Charge
      |> Ash.Changeset.for_create(:charge, %{amount: conn.body_params["amount"]})
      |> Ash.Changeset.set_argument(:idempotency_key, idempotency_key)

    case Ash.create(changeset) do
      {:ok, charge} ->
        # replayed? is tri-state: true (replay) / false (fresh) / nil (untracked)
        conn
        |> maybe_put_replayed_header(AshOnetime.replayed?(charge))
        |> put_status(if AshOnetime.replayed?(charge) == true, do: :ok, else: :created)
        |> json(%{data: %{id: charge.id, amount: charge.amount}})

      {:error, error} ->
        render_error(conn, error)
    end
  end

  defp maybe_put_replayed_header(conn, true),
    do: put_resp_header(conn, "idempotent-replayed", "true")

  defp maybe_put_replayed_header(conn, _), do: conn

  defp render_error(conn, error) do
    code = AshOnetime.Error.code(error)

    conn
    |> put_status(OnetimeErrors.status(code))
    |> json(%{errors: %{code: OnetimeErrors.public_code(code)}})
  end
end
The replay signal
	AshOnetime.replayed?(record)	HTTP status	Idempotent-Replayed header
	true (tracked replay)	200 OK	Idempotent-Replayed: true
	false (tracked fresh)	201 Created	(not set)
	nil (untracked / primitive return)	201 Created	(not set)

The nil branch is load-bearing: an untracked execution must be observationally indistinguishable
from a fresh one (ADR-0001's untracked-transparency goal). Map it to 201, never 200.
Nonce controller (single-use redemption)
A one-time nonce action has replayed?/1 == nil always (nonces don't store a replayable
response — the second call is rejected, not replayed). The controller shape is simpler:
defmodule MyAppWeb.RedemptionController do
  use MyAppWeb, :controller
  alias MyApp.Redemption
  alias AshOnetime
  alias MyAppWeb.OnetimeErrors

  def redeem(conn, _params) do
    proof = conn.private.ash_onetime.untrusted[:proof]

    changeset =
      Redemption
      |> Ash.Changeset.for_update(:redeem, %{})
      |> Ash.Changeset.set_argument(:proof, proof)

    case Ash.update(changeset) do
      {:ok, redemption} ->
        conn
        |> put_status(:ok)
        |> json(%{data: %{id: redemption.id, status: redemption.status}})

      {:error, error} ->
        code = AshOnetime.Error.code(error)

        conn
        |> put_status(OnetimeErrors.status(code))
        |> json(%{errors: %{code: OnetimeErrors.public_code(code)}})
    end
  end
end
Wire the Plug with proof: "x-onetime-proof" in the pipeline so the proof header flows into
the :proof argument.
Notes
	The Plug's conn.private.ash_onetime.untrusted shape is %{atom => binary} — every value is
a raw string. The protected action validates it; the controller must not treat it as trusted.
	The shared error mapper covers every code in the full table, including the 5xx store-fault
codes that override Ash's class-based mapping. Keep the mapper synchronized with
Errors and HTTP mapping.
	AshOnetime.Error.code/1 accepts either a leaf or an Ash class wrapper. Build the public JSON
body from its recognized code; keep the exception, message, details, and provider reasons in
trusted server-side handling.



  

    Telemetry

ash_onetime emits a closed, value-free telemetry surface for keyed-effect admission. Every
event carries measurements (:duration in native units, or :count) and a fixed
metadata shape %{strategy:, resource:, action:, result_class:} — never the request
payload, response value, key material, fingerprint, or token. This is an invariant, not a
convention: the telemetry module validates the shape before emission and the
forbidden-telemetry mutation fixture in scripts/check_mutations.exs pins it.
Do not attach handlers that expect data-bearing metadata — those fields are never
present, and a handler that indexes into them will silently get a nil. Attach by event
name and branch on result_class (an atom), which is always present.
Events
All events are prefixed [:ash_onetime, <event>]. Each event's metadata includes the
result_class atom named below.
	Event	Measurements	result_class values
	[:ash_onetime, :admission]	:duration	:admitted :rejected :failed
	[:ash_onetime, :conflict]	:count (always 1)	:complete :processing :nonce_used :malformed
	[:ash_onetime, :replay]	:duration	:returned :rejected
	[:ash_onetime, :fingerprint_mismatch]	:count (always 1)	:rejected
	[:ash_onetime, :verification]	:duration	:verified :rejected :timeout
	[:ash_onetime, :encoding]	:duration	:stored :rejected :rollback :failed
	[:ash_onetime, :cache]	:count (always 1)	:hit :miss :stale :corrupt :failure :timeout :stored :expired :oversized :disabled
	[:ash_onetime, :cleanup]	:count	:claims_deleted :partitions_dropped :partitions_created
	[:ash_onetime, :reap]	:count	:claims_reaped
	[:ash_onetime, :external_recovery]	:duration	:processing_committed :execute_succeeded :recover_succeeded :absence_proven :outcome_unknown :external_effect_unavailable :finalize_locked :replayed
	[:ash_onetime, :store_uncertainty]	:count (always 1)	:sent :unknown :disconnected :lock_timeout :worker_timeout
	[:ash_onetime, :untracked_execution]	:count (always 1)	:checkout_unavailable

[:ash_onetime, :uncertain_exception] is a store-internal diagnosis event (NOT admission-
shaped — it has no result_class). Emitted when a committed-claim transaction raises before
collapsing to :dispatched_unknown. Measurements %{count: 1}; metadata %{strategy:, phase:, exception:} where exception is the exception struct MODULE (e.g. Postgrex.Error)
— the class only, not the struct, to avoid leaking request material. It bypasses the admission
emit/6 validator (which requires resource/action/result_class) and calls
:telemetry.execute/3 directly, but its own closed shape is validated: strategy must be one
of the two strategies and phase/exception must be atoms — no other keys, no other value
types, or the call returns {:error, :telemetry_invalid} without emitting. A fresh
application sees nothing unless it attaches a handler.
strategy is :idempotency or :one_time_nonce; resource and action are the module and
action atom the protection is declared on.
The :conflict event's :processing class has two sources: a same-key collision on an
in-flight local claim, and (since v1.4.0) a same-key external retry refused by the
pre-peer claim lock within its configured wait (ADR-0010) — the external path's mirror of
the local path's concurrent-retry signal.
A runnable handler
This handler counts admissions by result class per resource/action, and records admission
durations into a histogram. Attach it in your application startup (e.g. your app's
start/2), once per VM.
defmodule MyApp.AshOnetimeMetrics do
  @doc """
  Attaches the admission metrics handler. Idempotent — safe to call once at boot.
  """
  def attach do
    :telemetry.attach_many(
      "my-app.ash-onetime.admission",
      [[:ash_onetime, :admission]],
      &__MODULE__.handle_admission/4,
      nil
    )
  end

  def handle_admission(_event, measurements, metadata, _config) do
    # metadata is always %{strategy:, resource:, action:, result_class:} — branch on the atom.
    labels = {metadata.resource, metadata.action, metadata.result_class}

    :telemetry.execute([:my_app, :ash_onetime, :admission_count], %{count: 1}, labels)

    # :duration is present on :admission events. Guard anyway — other events use :count.
    if duration = measurements[:duration] do
      :telemetry.execute([:my_app, :ash_onetime, :admission_duration], %{duration: duration}, labels)
    end
  end
end
Out-of-the-box attach helper
If you want the full closed event surface routed into a single downstream stream without
hand-rolling the event list and the count/duration split, the library ships an opt-in
helper:
# in your application startup, once per VM, after the repo is started
AshOnetime.Telemetry.attach()
attach/0 attaches a handler to every [:ash_onetime, *] event — all 13, no silent drops:
the 12 admission/business events and the :uncertain_exception diagnosis event (its
%{strategy, phase, exception} metadata forwards unchanged, normalized to count: 1, so
the diagnosis stream rides the same single attach point). Each event is re-emitted as a
downstream [:ash_onetime, event, :metric] event carrying the same atoms-only metadata and a
normalized :count or :duration measurement. Attach your own aggregator
(Telemetry.Metrics reporter, a custom handler, an ETS counter) to the :metric events:
:telemetry.attach_many(
  "my-app.ash-onetime.metrics",
  [
    [:ash_onetime, :admission, :metric],
    [:ash_onetime, :store_uncertainty, :metric],
    [:ash_onetime, :uncertain_exception, :metric],
    # ...or the full [:ash_onetime, event, :metric] list
  ],
  &MyApp.Metrics.handle/4,
  nil
)
The handler is a pure router — no state, no new metadata, no dependency on telemetry_metrics
— so the value-free guarantee is preserved. attach/1 accepts a :name to attach alongside
another consumer; detach/1 undoes it. If you already maintain a Telemetry.Metrics reporter
centrally, declare the counter/summary definitions in your own MyApp.Telemetry against the
original events (the example above) rather than using attach/0 — both paths are supported.
Route these onward into your metrics backend (e.g. :telemetry_metrics statsd/prometheus
reporters) by attaching Telemetry.Metrics definitions in your release or MyAppWeb.Telemetry:
summary("my_app.ash_onetime.admission_duration.duration",
  tag: [:resource, :action, :result_class],
  unit: {:native, :millisecond}
)

counter("my_app.ash_onetime.admission_count.total",
  tag: [:resource, :action, :result_class]
)
What to alert on
	[:ash_onetime, :admission] with result_class: :failed rising — admission store errors
(non-application failures). For idempotency these fail closed; for nonces they always fail
closed. A spike means the store, not the client.
	[:ash_onetime, :store_uncertainty] — sent/unknown/disconnected/lock_timeout outcomes. These
are the authoritative-state-unavailable conditions; for idempotency they may be the optional
:execute_untracked path (untracked_execution follows), for nonces they fail closed.
	[:ash_onetime, :external_recovery] with result_class: :outcome_unknown — an external
effect whose result could not be settled. These are the conservative ambiguous-outcome
cases; see External effects and recovery.
	[:ash_onetime, :untracked_execution] — an idempotent action executed without a stored
admission after a checkout failure. It is correct by design but worth visibility.

Events are deliberately low-cardinality: resource/action/result_class are atoms, so a
high-cardinality label (a key value, a payload hash) can never leak through this surface.
Span-style events (start/stop)
ash_onetime emits point events, not span events. There is no
*.start / *.stop / *.exception triple on any event family: every event is a single
:telemetry.execute/3 carrying :duration (latency-bearing events) or :count (count
events) plus the fixed atoms-only metadata described above. This is a deliberate invariant,
not a gap to close.
Why no spans
The value-free metadata guarantee — the four atoms strategy / resource / action /
result_class, and nothing else — is enforced by the telemetry module's validator and
pinned by the forbidden-telemetry mutation fixture in scripts/check_mutations.exs.
:telemetry.span/3 cannot satisfy it:
	span/3 force-injects telemetry_span_context onto every event's metadata
unconditionally (deps/telemetry/src/telemetry.erl:446-448). The closed four-atom
metadata shape would gain a fifth key on every span event by construction.
	span/3 emits :exception with kind / reason / stacktrace merged onto the
metadata, inside the span, before any caller rescue can catch it
(telemetry.erl:378-387). The span's catch fires the :exception event and then
re-raises; the admission entry points' rescue/catch coerce the re-raise to a typed
:failed result, but the event has already been dispatched. An exception reason or
stacktrace can carry secret-bearing terms (an AshOnetime.Error struct, a
Postgrex.Error with query text, a typed-argument mismatch carrying a token), and the
surface exists precisely to keep such terms out of telemetry.

For the latency-bearing event families (:admission, :replay, :verification,
:encoding, :external_recovery), :duration is already on the point event — p99/SLO
measurement does not require spans.
Trace correlation: wrap at the consumer boundary
If you need start/stop pairing for distributed-trace correlation (stitching an admission
into a cross-service trace), apply :telemetry.span/3 at your call site, where you own
both the metadata and the exception handling:
def MyApp.create_safely(input) do
  {result, _} =
    :telemetry.span(
      [:my_app, :ash_onetime, :admission],
      %{strategy: :idempotency, resource: MyResource, action: :create},
      fn ->
        case Ash.create(MyResource, input) do
          {:ok, record} -> {{:ok, record}, %{result_class: :admitted}}
          {:error, error} -> {{:error, error}, %{result_class: :rejected}}
        end
      end
    )

  result
end
You control the start/stop/exception metadata at that boundary, so any values you
emit are your decision, not the library's. The library's point events remain the
authoritative, value-free record of the classified outcome.


  

    Upgrading

Version-to-version migration notes. ash_onetime follows semantic versioning: from 1.0.0,
breaking DSL or contract changes bump the major version (pre-1.0, breaking changes could
land in a minor), and each breaking change lands here with the exact edit to make.
Security-driven dependency floors follow the documented minor-release policy in
ADR 0004;
their required dependency edits appear here too.
This guide targets v1.5.0 (Hex package). Pin the
minor whose public capabilities you use and review this page on each minor bump:
{:ash_onetime, "~> 1.5.0"}
v1.5.0 — Ash and Mint security floors (October 7, 2026)
Raise any direct Ash pin to >= 3.34.3 and < 4.0.0. If your dependency graph includes Mint,
raise its pin to ~> 1.10 and >= 1.10.2, then resolve the graph again:
mix deps.unlock --all
mix deps.get
mix hex.audit
mix deps.audit

The Ash floor closes
EEF-CVE-2026-94201, which affects Ash
>= 3.5.1 and < 3.34.3. Ash 3.33.11 includes the
EEF-CVE-2026-93477 fix but is still in
EEF-CVE-2026-94201's affected range, so it cannot be the package floor. The optional Mint
floor closes the 1.10.x ranges covered by
EEF-CVE-2026-91043,
EEF-CVE-2026-92103, and
EEF-CVE-2026-94194; Mint 1.10.2 contains
the backported fixes for all three. The committed development lock exercises Ash 3.34.4 and
Mint 1.11.0, while the published ranges preserve compatibility with patched Mint 1.10.x
consumers and allow newer Mint 1.x releases.
All other dependency floors are unchanged. This release does not change the ash_onetime DSL,
public API, database schema, persisted response format, or token wire format, and it requires
no migration.
Keeping your current feature line: use
{:ash_onetime, "~> 1.4.2"} (1.4.2) or
{:ash_onetime, "~> 1.3.4"} (1.3.4). Both
patches carry these dependency floors and preserve their feature line's public interfaces
and storage formats.
The Ash and Mint pin updates above apply to those patches too.
v1.4.0 — the pre-peer claim lock and the corrected external-effect contract (2026-09-24)
One behavior change to review. A concurrent same-key retry of an external-effect action
may now return :request_in_progress (409/425) within external_lock_timeout_ms
(default 2000) instead of waiting out the original and replaying. Clients should treat that
code as wait-or-retry — the correct posture for idempotent actions. If you need the old
waiting behavior, raise external_lock_timeout_ms toward its 25000 ceiling (5s of
headroom under the committed-claim worker kill, so the lock timeout — not the worker
kill — decides a contended wait); if you want refusal faster, lower it. Nothing to edit otherwise: the lock is automatic for every
external_effect protection.
Two normative requirements in External effects and recovery were
corrected/tightened after a 2026-09-24 design review — no library schema or API change,
but a peer or adapter that conformed under the previous wording may no longer conform:
	The peer's idempotency-by-operation-key defense remains a MUST; atomic key claims
(insert-on-key, not check-then-act) are now a SHOULD. Before this release an honest
in-flight retry produced two executes under one operation key (observed, overlapping) —
a check-then-act peer double-spends in exactly that window, and the pre-peer lock now
prevents the overlap. If your peer claims keys with a read-then-write sequence, moving
the claim into one INSERT ... ON CONFLICT-style statement keeps you correct under
every retry interleaving. See ADR-0010 and ADR-0001's 2026-09-24 amendments.
	The reaper on external-effect actions requires a reconciliation path. A reaped claim
deletes its operation key with it, so a post-reap retry executes under a new key and no
key-based defense remains at either layer. Enable ash_onetime.reap on an
external-effect action only with a business-level way to settle an outcome-unknown claim
before its abandonment horizon (ADR-0002's amendment, ADR-0009 records why a
reap-surviving derived key was rejected).

Also new: the adapter execution environment is normative (callbacks run inside the
caller's open transaction, unbounded — adapters MUST bound their own peer call; an
ambiguous execute is followed by recover in the same transaction), a :absent vs
:unknown mapping table for real HTTP peers with a worked bounded adapter, and Recipe 4
(external effect via a transactional outbox) in the recipes guide.
v1.3.2 — the Verified constructor (2026-09-20)
AshOnetime.Verified.new/1 is the sanctioned
constructor for the opaque type, for hosts implementing the AshOnetime.Verifier
verify callback or the AshOnetime.KeySource mint callback. Existing struct-literal
construction keeps working at runtime but violates the opacity contract Dialyzer
enforces (contract_with_opaque) — switch verifier/minter callbacks to
Verified.new/1, which validates at mint time and never raises.
This patch also raised the optional Mint floor to ~> 1.10 and >= 1.10.1 for
EEF-CVE-2026-82672. Hosts that carried
Mint through the optional installer HTTP closure needed to resolve Mint 1.10.1 or newer; core
consumers did not gain a Mint runtime dependency.
v1.3.1 — repository-only hardening (2026-09-17)
Nothing to do. No requirement, dependency floor, or public API changed: the release
enforces the project's own build toolchain in-repo (an OTP allowlist in
config/config.exs, which never ships in the package), adds a compose test database
with a per-machine port, makes dependency currency mechanical, and makes the
repository's developer surface tri-platform: macOS, Linux, and Windows, with no
POSIX-only tooling in any gate, proven on a developer machine. CI runs on Linux only.
v1.3.0 — security dependency floors (2026-09-16)
If you pin Ash or AshPostgres yourself, raise those pins to Ash
>= 3.33.4 and < 4.0.0 and AshPostgres ~> 2.13, then refresh:
mix deps.update ash ash_postgres
mix hex.audit
mix deps.audit

No action is needed for AshSql, Igniter, or Mint unless you pin them directly:
ash_onetime's own requirements (ash_sql ~> 0.7 and >= 0.7.1, and — when present
in your graph — igniter ~> 0.8 and >= 0.8.4, mint ~> 1.10) already exclude the
advised versions transitively. If you do pin them, raise those pins to the same
floors.
Ash 3.33 additionally requires a string-length counting config. Ash refuses to
compile resources until your application declares how min_length/max_length
count string length (its remediation for EEF-CVE-2026-82752 — grapheme counting
does not bound value size). Add the recommended codepoints mode to your config:
config :ash, default_string_length_count: :codepoints
:codepoints matches how SQL data layers count, so max_length bounds the size of
stored values; :mixed keeps the pre-3.33 grapheme behavior but does not bound
value size. Individual attributes can override the default with the length_count
constraint. See the
Ash backwards-compatibility config.
These consumer requirements implement the security floors in
ADR 0004.
OBSERVED: the September 15, 2026 Hex audit reported 26 advisories in the previous
development lock; the advisory ranges and release metadata identify the patched
minimums above. The doctor now rejects Ash below 3.33.4. No data migration or
DSL change is required. Mint remains optional, and the optional integrations
remain host-owned runtime applications.
v1.2.3 — runtime application closure fix (no upgrade action)
The package's .app spec no longer lists plug, oban, igniter, or
stream_data as runtime applications — previously they were claimed by
ash_onetime whenever present in your own dependency closure. Nothing to do on
upgrade: the optional integrations (the Plug module, the Oban workers, the
Igniter installer) compile exactly when your own deps() lists the dependency,
and those applications were always started by your own application tree, never
by this extension. A release that carried any of them keeps working; only the
extension's redundant claim on their boot order is gone.
v1.2.2 — additive (no upgrade action)
AshOnetime.Transaction.claim_id/1 — the sanctioned accessor for a fresh admission's
claim UUID. Nothing to do on upgrade; start persisting the UUID wherever you correlate
your own invocation records with the claim or hand it to an external
execute/recover peer.
v1.2.1 — documentation only (no upgrade action)
README assurance signal (mutation-battery badge, coverage statement). No code, DSL, or
contract change; nothing to do on upgrade.
v1.2.0 — operations preflight and hardening (additive, no upgrade action)
v1.2.0 is an additive minor: one new operator capability (mix ash_onetime.doctor --live)
plus documentation and internal hardening. No breaking change, no DSL/contract change, no
migration, no upgrade action for existing consumers.
	mix ash_onetime.doctor --live — an opt-in extension to the install preflight that
connects to the database (read-only, catalog tables) and verifies the schema is current
for the running package: the logical_partition columns (the 1.1 upgrade marker), the
ash_onetime_response_payloads table and its _default partition, the cleanup/reap
functions by exact arity, and the delete-guard triggers. This catches
upgrade-package-without-running-migrations as a named failure at preflight time instead
of a cryptic :store_invariant at the first admission after deploy. Without --live
the doctor stays offline. The schema checked is --prefix when given, else public.
	Backup/restore runbook (operations.md) — the restore-from-backup procedure: what a
database restore rewinds per strategy (nonce windows, idempotent re-execution), how to
scope reconciliation, and the post-restore partition roll-forward.
	PostgreSQL floor statement (README, operations.md) — the SQL surface requires
PostgreSQL 11+; the project's CI exercises 18, and versions below it are unverified.
	Store digest comparisons unified to constant-time — the last two plain-== digest
comparisons in the store (the stored-payload digest check and the caller-digest
completion check) now use a size-guarded :crypto.hash_equals helper, so every digest
comparison site in the library follows one convention. No behavior change: neither site
compares attacker-secret material, and both operands were already 32-byte-constrained.
	Test-lifecycle hardening — the full-suite RollContentionTest flake is eliminated
at the mechanism (same-process connection checkout/checkin through a shared test
helper), and the admission decision functions (resolve/5 arms and the request/claim
sanitizers) carry direct unit coverage naming the failing function. No library code
changed for the test fixes.

v1.1.0 — transaction-owned admission and logical partitions
v1.1.0 adds AshOnetime.Transaction for hosts that already own the authoritative Ecto
transaction. The public boundary admits idempotency and one-time nonce claims without starting
or committing a transaction, and completes exact replay bytes in that same transaction.
Fresh installs already include the bounded logical_partition column in all claim and response
payload tables. Existing 1.0 installs must generate and run the additive upgrade before calling
the new API:
mix ash_onetime.gen.logical_partitions --repo MyApp.Repo
mix ecto.migrate

All existing rows are backfilled to global; existing Ash DSL callers therefore preserve their
locator authority byte-for-byte. The new collision identity is
(logical_partition, operation_hash, scope_hash, key_hash). The generated down migration
refuses while any non-global claim or payload exists because collapsing those rows would merge
distinct authorities. Remove or migrate non-global rows through the owning application before
attempting rollback; never edit the generated refusal guard.
This is an additive minor release. Existing resource DSL call sites require no code changes.
v1.0.0 — the stability contract
From 1.0.0, ash_onetime publishes this compatibility contract:
	The public surface is the published documentation. The stable API is exactly what
the docs show at 1.0.0: the AshOnetime.Resource DSL (pinned by the cheat-sheet
freshness gate), every function with a public @doc in a module with a public
@moduledoc (the hexdocs reference surface), the closed telemetry surface (event
names, measurements, metadata shapes, result_class atoms), the typed-error and
replay-result shapes, the generated install DDL and flow, and the mix tasks' CLI.
@doc false/@moduledoc false seams are internal even where tracked by the
architecture census — the census is the drift guard, not the promise.
	The promise. Code written against the documented 1.0 surface compiles and behaves
compatibly across the whole v1 branch. Breaking changes to the public surface happen
only at 2.0. Additions ship in minors; fixes in patches.
	Deprecations are announced in the CHANGELOG with compile-time warnings where
feasible and removed only at a major.
	Reserved break-rights (incompatible change permitted, each explained in the release
notes): security (the v0.7.0 EEF-CVE floor repair is the operating precedent),
behavior-correcting bug fixes, and new compiler/linter warnings.
	Ash floor raises after 1.0. Security-driven raises ship as a minor immediately
(never held for a major number) with an entry on this page; non-security raises ship as
a minor only when the CI compatibility matrix is proven green on the new floor and this
page documents the operator step. Breaking changes to ash_onetime's own DSL/API remain
major-only; a future Ash 4 is a matrix-extension event first.
	Experimental carve-out. Features explicitly marked experimental in their docs carry
no compatibility guarantee until a release marks them stable (nothing is marked
experimental today).
	Pre-1.0 releases were non-binding. Compatibility was guaranteed only within a 0.x
patch series (each 0.x minor could break — v0.7.0's floor raise did); from 1.0.0,
strict semver.
	Frozen formats. Persisted response payloads (codec tag + contract-digest binding +
digest + encoded bytes — ADR-0007) and the token wire format within its acceptance
window (ADR-0008) are 1.x cross-version compatibility surfaces; see the repository's
docs/adr/ records for the rules.

v0.6.0 — enhancements (no upgrade action)
v0.6.0 is an additive minor bump: two new capabilities (a mix ash_onetime.doctor
upgrade-preflight task and a Phoenix integration guide) plus internal perf/cleanliness gap
closures. No breaking change, no DSL/contract change, no upgrade action for existing consumers.
	mix ash_onetime.doctor --repo MyApp.Repo — a read-only preflight that checks the Ash
security floor, Oban queue configuration (advisory), and prefix validity. Run it after install
and after each upgrade to catch the silent-failure modes (e.g., a missing
:ash_onetime_partitions queue that strands the retention-safety path).
	Phoenix integration guide — a controller integration pattern wiring the
Plug, the replayed?/1 signal, and the error-code → HTTP-status mapping into a complete
controller pattern.
	Cleanup delete-guard probe partition-scoped — the :complete-branch cleanup probe
(install.exs) now constrains partition_date = OLD.response_partition, turning an
O(partitions) scan into a point lookup (the H1 read-path tail). Same property shift as H1:
partition pruning and cross-partition duplicate detection are mutually exclusive; the write
path remains the authoritative guard.
	Dead trusted_context parameter removed from the internal scope/key resolution path
(admission.ex) — cleanliness; no behavior change.

v0.5.1 — internal patch (no upgrade action)
v0.5.1 is a patch: test-only hardening of the v0.5.0 closeout's five documented test
gaps, plus a behavior-identical lint cleanup. No consumer-visible change, no DSL/contract
change, no upgrade action.
	Three internal helpers are now @doc false public callables for deterministic contract
testing (Store.Postgres.roll_advisory_key/1, Cache.key/1,
Resource.Verifier.verify_required_shape/2). They are undocumented test seams, not a
supported API — do not depend on them.

v0.5.0 — security hardening from the independent code review
v0.5.0 lands the sixteen findings (M1–M5, L1–L11) from the v0.4.0 independent code review.
It is a minor bump because four changes are consumer-visible and require action on
upgrade; the rest are internal hardening (no consumer action). Read the four items below
before upgrading.
	CONSUMER-VISIBLE — PartitionWorker moved to a dedicated :ash_onetime_partitions Oban
queue (L4). Forward partition creation is the retention-safety path; it previously shared
:ash_onetime_cleanup with routine cleanup. Add the queue to your Oban config or
PartitionWorker jobs sit unscheduled and bounded retention silently degrades past the
install window:
config :my_app, Oban,
  queues: [ash_onetime_cleanup: 1, ash_onetime_reap: 1, ash_onetime_partitions: 1]
The discard-alert SQL and the partition-discard triage in operations.md now name the new
queue.

	CONSUMER-VISIBLE — protected resources declaring a reserved-named attribute now fail to
compile (M2). A protected resource that declares an attribute named :key, :issued_at,
:expires_at, :verification_state, or :algorithm — even with no accept on any action —
now fails compilation (it previously compiled and was caught only at runtime by
reject_reserved/1). If a protected resource has such an attribute, rename it (e.g.
:idempotency_key instead of :key); reserved names are trusted local facts the
verification path derives itself and may not come from caller input.

	CONSUMER-VISIBLE — the :clock verify-option override is off by default in every build
(M5). The gate changed from Mix.env() == :test (which a MIX_ENV=test mix deps.compile
consumer could accidentally ship live) to Application.compile_env(:ash_onetime, :allow_clock_override, false). The override is now disabled unless explicitly configured,
regardless of MIX_ENV. If your test suite pins verification time via the :clock option,
set it in config/test.exs:
config :ash_onetime, allow_clock_override: true
(set BEFORE compiling ash_onetime — the gate is read at build time).

	CONSUMER-VISIBLE — Oban worker error tuples now carry the inner reason (L5).
{:error, :reap_failed} became {:error, {:reap_failed, reason}} (and likewise for
:roll_partitions_failed, :cleanup_failed). Oban serializes the tuple into job.errors;
the distinguishable store cause (:lock_timeout / :disconnected / :store_invariant / …)
now survives exhaustion. If you pattern-match the old bare atom, update to the 2-tuple
inner shape. Retry/discard semantics are unchanged.


The remaining twelve findings (M1, M3, M4, L1, L2, L3, L6, L7, L8, L9, L10, L11) are internal
hardening with no consumer action — the bounded callback context, the consolidated
constant-time comparator, the per-tenant partition-roll lock, the reap floor, the store
telemetry event, the cache-key framing, the roll-forward namespace scoping, the
change/generic_action dedup, the compile-cycle diagnostic, and the dropped dead spec arm.
See the CHANGELOG for the full list.
v0.4.0 — hardening, ops-readiness, and enhancement
v0.4.0 is a hardening + ops-readiness + enhancement release. No breaking contract change for
existing consumers — the minor bump carries new public observability surfaces (the telemetry
default attach helper, the :worker_timeout result class, the ETS cache reference adapter)
and the span-events-out-of-scope decision (H22). Existing consumers are unchanged; all new
surfaces are opt-in.
	External-recovery adversarial-absence proof + normative doc (H10): a test proving the
re-execution invariant against a lying-:absent adapter, and a normative section in
documentation/external-effects.md stating the adapter MUST prove absence and the peer
MUST enforce idempotency by operation key. No runtime guard — the trust is inherent to the
design (ADR-0001).
	Worker timeout distinguished from disconnect (H11): the committed-claim worker's 30s
timeout now surfaces as a distinct :worker_timeout result_class on
[:ash_onetime, :store_uncertainty], separate from :disconnected and :unknown. All
three fail closed; the distinction is operational triage (pool/lock contention vs network
partition).
	Oban worker backoff + discard alert (H20, ADR-0005): the three maintenance workers
(Cleanup, Partition, Reap) declare a bounded, jittered backoff/1 (30 s × attempt plus
up-to-30 s jitter, capped at 120 s) instead of the default exponential, spacing DDL-class
retries far enough apart that a contending lock holder can finish. A documented
discard-alert SQL names the operational signal for a stranded partition roll.
	Telemetry default attach handler (H21): AshOnetime.Telemetry.attach/0 — an opt-in
helper that routes the closed event surface into a downstream :metric stream for a
consumer's own aggregator. No telemetry_metrics dependency.
	Telemetry span structure (H22): documented that the library emits point events only
(never span events), with the reason (span/3 cannot preserve the value-free invariant)
and a recommended consumer-applied :telemetry.span/3 wrapper.
	Operations runbook (H23): three named procedures (backlog-stuck,
partition-discard-detected, pool-saturated) with exact SQL/telemetry queries.
	ETS cache reference adapter (H30): AshOnetime.Cache.Ets — bounded, TTL-aware,
supervised, no third-party dependency. Makes the cache-degradation path reachable.
	Admission unit tests (H31), key_source/claim property tests (H32): direct test
coverage for the pure decision functions and the security-boundary invariants.
	Runtime security-surface docs (H33): @doc on token.ex, key_source.ex,
fingerprint.ex, telemetry.ex public functions.
	CI-matrix-asserted compatibility documented (H34): CONTRIBUTING names the CI matrix as
the guard against transitive semantic drift (not the dep bounds).

Ash floor raised to 3.31.3 (v0.7.0, security-driven)
v0.7.0 tightens the Ash requirement from >= 3.31.1 and < 4.0.0 to
>= 3.31.3 and < 4.0.0. EEF-CVE-2026-67579 (filter expression injection via a forged
keyset pagination cursor — HIGH, CVSS 7.5, unauthenticated, no application-side
workaround) affects Ash below 3.31.3 and is fixed only in 3.31.3; Hex additionally
retired 3.31.1 ("breaking change"). A security library must not admit a vulnerable
floor. Historical v0.7.0 upgrade instruction: bump Ash to ≥ 3.31.3, then pin that
ash_onetime minor:
{:ash_onetime, "~> 0.7"}
See ADR-0004 (Security-driven Ash floor, amended 2026-08-18). The CI compatibility matrix
moves from [3.31.1, latest] to [3.31.3, latest] (transiently both cells resolve to
3.31.3 until the next Ash release).
Ash floor raised to 3.31.1 (v0.3.0, security-driven)
v0.3.0 tightens the Ash requirement from >= 3.29.3 and < 4.0.0 to
>= 3.31.1 and < 4.0.0. Two Ash advisories published during the v0.2.0 window affect Ash
below 3.31.1, both patched in 3.31.1: EEF-CVE-2026-70395 (predicate injection in
manage_relationship belongs_to lookup disclosing secret lookup keys) and
EEF-CVE-2026-69659 (memory exhaustion via unbounded keyset-cursor deserialization). A security
library must not admit a vulnerable floor. Historical v0.3.0 upgrade instruction:
bump Ash to ≥ 3.31.1, then pin that ash_onetime minor:
{:ash_onetime, "~> 0.3"}
See ADR-0004 (Security-driven Ash floor). The CI compatibility matrix narrows from
[3.29.3, 3.30.1, latest] to [3.31.1, latest].
Forward response-partition maintenance (apply once to existing installs)
Two data-layer fixes shipped for the response store: the response_partition index (cleanup's
partition-empty check was a full scan) and forward monthly partition creation (payloads past
the install window routed to _default and were never dropped, silently defeating bounded
retention). Greenfield installs on the current version get both automatically from the install
migration. Existing installs should generate and run the forward migration once:
mix ash_onetime.gen.roll_forward --repo MyApp.Repo --months 18
mix ecto.migrate

It adds the index, back-fills the elapsed+forward partitions, and drains past-retention
payloads stranded in _default. After that, schedule mix ash_onetime.roll_partitions (or
AshOnetime.Oban.PartitionWorker) on a cadence ahead of your retention horizon — see
Operations. This is additive (no DSL/contract
change) and does not require a dependency version bump.
DPoP replay fence (commit: :independent)
Additive: a new opt-in commit: option on :one_time_nonce protections (default
:with_action). No migration, no schema change, no new error code. Existing nonce consumers are
unchanged. Adopt by adding commit :independent to a nonce protect block whose proof should
survive action-body failure (RFC 9449 §11.1). See ADR-0003 (Independent-commit nonce) and the
operational characteristics for
pool-sizing notes. Declaring commit: on :idempotency is now a compile error (idempotency
commits with its effect).
Single limits surface (shipped in v0.1.0)
The dual limits surface collapsed to one protect-level vocabulary in v0.1.0. Response-size
limits are declared on the protect block, not the response entity:
protect :charge do
  strategy :idempotency
  # ...
  response MyApp.ChargeCodec, fields: [:id, :status], classify: MyApp.ChargeClassifier
  limits max_response_bytes: 8_388_608
end
The protect limits: option accepts the full 11-key union — the key/verification/cache
keys (max_key_bytes, max_token_bytes, max_scope_components, max_fingerprint_bytes,
verifier_timeout_ms, max_cache_entry_bytes) and the response-payload keys
(max_response_bytes, max_response_depth, max_response_nodes, max_response_entries,
max_response_scalar_bytes). All keys are validated at compile time. If you are upgrading
from a pre-v0.1.0 snapshot, move any response ..., limits: [max_response_*: ...] onto
protect ..., limits: [...].
This change is additive in coverage (no limit is lost) and removes a redundant configuration
surface where two places could spell overlapping limits.
Between releases
Non-breaking additions (new optional integrations, new introspection helpers, new guides)
ship in patch or minor releases and need no migration. Check the
CHANGELOG for the full list
per release.
If you depend on a private (non-documented) module or function, it may change in any release
— the public contract is the documented DSL, the modules in the API reference, and the
behaviors (AshOnetime.Codec, the classify/2 contract on AshOnetime.ResponseClassifier,
verification callbacks returning AshOnetime.Verified).


  

    FAQ

Common pitfalls and design questions, with the underlying contract for each. See the linked
guides for the full treatment.
Idempotency or one-time nonce — which do I want?
They are not interchangeable, and the choice is about what you are protecting against, not
performance.
	Idempotency protects an effectful action against duplicate execution when the client
may retry. The first execution runs and stores its result; retries replay the stored
result. Use it for payments, writes, and any create/update where a network retry must not
double-charge or double-write.
	One-time nonce protects a request against replay. The first spend of a verified proof
succeeds; every reuse is rejected, and there is no stored result to replay. Use it for
single-use redemptions, anti-replay of a captured request, or anywhere the action must run
at most once even if the client retries.

The dangerous misuses, called out in usage-rules.md: never use
idempotency's stored-result replay as anti-replay protection (a replayed idempotent result
is a success, not a rejection), and never let a nonce inherit idempotency's optional
untracked failure direction. See Idempotency and
One-time nonces.
How do I design the scope?
Scope is the isolation boundary. Every protect block declares a nonempty scope; missing
scope data is an error, never a global fallback. Include every tenant or principal boundary
needed to prevent cross-scope blocking or replay — without the tenant in the scope, one
tenant's idempotency key could collide with another's.
	On multitenancy strategy :attribute, put the tenant discriminator in the scope
({:attribute, <tenant_attribute>} or a {:tenant, module} resolver). The library rejects
a tenant-less scope at compile time for attribute multitenancy because those tenants share
one set of claim tables.
	Context multitenancy isolates by schema and needs no scope entry for this.
	Add static scope components to namespace distinct operations that share an attribute (e.g.
[{:attribute, :account_id}, {:static, "charge"}] vs [{:static, "webhook"}]).

See Resource DSL for the closed scope-component types.
What should the fingerprint bind?
Everything that changes the effect. The idempotency key identifies the logical operation
("this client's retry of this charge"); the fingerprint binds the request content
("for exactly this amount and account"). A retry with the same key but a different
fingerprint is a terminal conflict (:key_reused_with_different_request) and never executes
again — it is not a replay.
Bind the fingerprint to all arguments and attributes that change what the action does. For a
charge, that is amount (and any fee, currency, or destination). Omitting a varying field
from the fingerprint lets a mutated retry replay a stale result — the silent correctness bug
this library exists to prevent.
Why does my idempotent action fail with :request_in_progress?
Two concurrent requests for the same key raced, and one is mid-flight. This is the
:conflict admission result surfaced as the :request_in_progress code; it is correct
behavior — the unique constraint decides the race, and the loser is told to wait or retry,
not to execute in parallel. A retry of the same key after the first completes will replay
the stored result. On external-effect actions the same code has a second source: the
pre-peer claim lock (ADR-0010) refuses a same-key retry that cannot acquire the claim row
within external_lock_timeout_ms (default 2000) — the client retries.
Why is AshOnetime.replayed?/1 returning nil?
replayed?/1 is tri-state: true (a tracked replay), false (a tracked fresh execution),
or nil (untracked execution, a primitive-return action, or an unprotected action). Treat
nil as "cannot tell," not as "fresh." A one-time nonce action has no replay signal by
design (there is no stored result), so nil is its normal success value. See
Replay.
My response codec/classifier is rejected at compile time. What's wrong?
The compile-time validator checks the codec and classifier are loaded modules exporting the
right functions before the resource loads. The response codec must implement
AshOnetime.Codec (format_tag/0, encode/3, decode/4 with the documented shapes), and
the classifier must export classify/2 returning {:store | :reject | :rollback, value}.
The format_tag/0 value must be 1..81 bytes of [A-Za-z0-9._-]+. See Recipes
for runnable module shapes.
Can I use this without AshPostgres?
No. Protection is declared on AshPostgres resources whose actions run transaction? true,
because PostgreSQL is the authoritative admission store — the unique constraint on the claim
table decides concurrent races, and the effect, claim, and encoded response commit or roll
back together in the action's existing transaction. There is no fallback admission store.
Is this exactly-once delivery?
No. The guarantee is a PostgreSQL-authoritative, once-per-key local effect and typed replay
within the declared retention boundary. Delivery to an external system (a downstream HTTP
call, a message publish) is a separate concern handled by the idempotent
execute/recover protocol for external effects — see External effects and recovery.
Describing this as exactly-once delivery conflates local admission with end-to-end
delivery, which this library deliberately does not claim.


  

    Idempotency — store-and-replay

Mix.install(
  [
    {:ash_onetime, "~> 1.5.0"},
    {:ash_postgres, "~> 2.13"}
  ],
  consolidate_protocols: false
)
What this notebook covers
Idempotency is for safe retries of an effectful action. The first execution runs the effect
and stores its result; a retry with the same key replays the stored result without re-executing.
A retry with the same key but a changed request is a terminal conflict, never a replay.
This notebook walks through fresh execution, replay, and the fingerprint conflict — against a
real PostgreSQL. Run each cell top to bottom.
Requires Elixir 1.20+, Ash 3.34.3+, and PostgreSQL 18 reachable at
DATABASE_URL. Use a development database where you can create and remove
schemas. Each run creates its own schema and removes it in the final cell.

Connect to PostgreSQL
database_url = System.fetch_env!("DATABASE_URL")
Logger.configure(level: :warning)

:ok = Application.put_env(:ash, :disable_async?, true)
# Ash >= 3.33 requires an explicit string-length counting mode; codepoints
# matches how the SQL data layer counts (EEF-CVE-2026-82752 remediation).
:ok = Application.put_env(:ash, :default_string_length_count, :codepoints)
:ok = Application.put_env(:ash_onetime_demo, AshOnetimeDemo.Repo, url: database_url, pool_size: 10)
Define the Repo, codec, classifier, and resource
defmodule AshOnetimeDemo.Repo do
  use AshPostgres.Repo, otp_app: :ash_onetime_demo

  @impl AshPostgres.Repo
  def installed_extensions, do: ["ash-functions"]

  @impl AshPostgres.Repo
  def min_pg_version, do: %Version{major: 18, minor: 0, patch: 0}
end

{:ok, _} = AshOnetimeDemo.Repo.start_link()
defmodule AshOnetimeDemo.ChargeCodec do
  @behaviour AshOnetime.Codec

  @impl true
  def format_tag, do: "charge-v1"

  @impl true
  def encode(value, _contract, _opts),
    do: {:ok, format_tag(), :erlang.term_to_binary(value)}

  @impl true
  def decode("charge-v1", payload, _contract, _opts),
    do: {:ok, :erlang.binary_to_term(payload, [:safe])}
end

defmodule AshOnetimeDemo.ChargeClassifier do
  def classify(value, _context), do: {:store, value}
end

defmodule AshOnetimeDemo.Domain do
  use Ash.Domain, validate_config_inclusion?: false

  resources do
    resource AshOnetimeDemo.Charge
  end
end

defmodule AshOnetimeDemo.Charge do
  use Ash.Resource,
    domain: AshOnetimeDemo.Domain,
    data_layer: AshPostgres.DataLayer,
    extensions: [AshOnetime.Resource]

  postgres do
    table "demo_charges"
    repo AshOnetimeDemo.Repo
  end

  multitenancy do
    strategy :context
  end

  attributes do
    uuid_primary_key :id
    attribute :account_id, :uuid, allow_nil?: false, public?: true
    attribute :amount, :integer, allow_nil?: false, public?: true
  end

  actions do
    defaults [:read]

    create :charge do
      transaction? true
      argument :idempotency_key, :string, allow_nil?: false
      accept [:account_id, :amount]
    end
  end

  onetime do
    protect :charge do
      strategy :idempotency
      scope([{:static, "charge"}, {:attribute, :account_id}])
      key({:client, :idempotency_key})
      fingerprint(attributes: [:account_id, :amount])
      response(AshOnetimeDemo.ChargeCodec,
        fields: [:id, :account_id, :amount],
        classify: AshOnetimeDemo.ChargeClassifier
      )
      retention({1, :hour})
    end
  end
end

:ok
Install the admission store
alias AshOnetimeDemo.Repo
alias Ecto.Adapters.SQL

unique = Ecto.UUID.generate() |> String.replace("-", "")
schema = "ash_onetime_demo_#{unique}"
temp = Path.join(System.tmp_dir!(), "ash_onetime_demo_#{unique}")
File.mkdir_p!(temp)

{schema, temp}

source =
  Mix.Tasks.AshOnetime.Gen.Migrations.render(Repo,
    hash_partitions: nil,
    partition_start: Date.utc_today() |> Date.beginning_of_month()
  )

timestamp = "20260101000000"
path = Path.join(temp, "#{timestamp}_install_ash_onetime.exs")
File.write!(path, source)
[{module, _}] = Code.compile_file(path)
version = String.to_integer(timestamp)

SQL.query!(Repo, ~s{CREATE SCHEMA "#{schema}"}, [])
:ok = Ecto.Migrator.up(Repo, version, module, prefix: schema, log: false)

SQL.query!(
  Repo,
  """
  CREATE TABLE IF NOT EXISTS "#{schema}"."demo_charges" (
    id uuid PRIMARY KEY,
    account_id uuid NOT NULL,
    amount bigint NOT NULL
  )
  """,
  []
)

{schema, version, module}
Fresh execution
The first :charge runs the effect and stores its result. replayed?/1 is false.
account_id = "00000000-0000-0000-0000-000000000001"

{:ok, fresh} =
  AshOnetimeDemo.Charge
  |> Ash.Changeset.for_create(:charge, %{account_id: account_id, amount: 10, idempotency_key: "key-1"})
  |> Ash.Changeset.set_tenant(schema)
  |> Ash.create()

%{amount: fresh.amount, replayed?: AshOnetime.replayed?(fresh)}
%{amount: 10, replayed?: false}
The claim's durable address
AshOnetime.Transaction.claim_id/1 is the one sanctioned read of a fresh admission's
claim UUID — Admission stays opaque. On the transaction boundary (see
Transaction-owned admission),
persist the UUID wherever you correlate your own invocation records with the claim.
The following cell reserves a separate key inside a transaction you own, stores the
current charge count as exact replay bytes, and reads the resulting claim UUID:
{:ok, claim_uuid} =
  Repo.transaction(fn ->
    options = [
      operation: {AshOnetimeDemo.Charge, :receipt},
      partition: "notebook",
      prefix: schema,
      scope: "charge-count",
      key: "receipt-1",
      fingerprint: :crypto.hash(:sha256, "charge-count"),
      retention_seconds: 3600,
      codec: "charge-count"
    ]

    {:execute, admission} = AshOnetime.Transaction.idempotency(Repo, options)
    [[count]] = SQL.query!(Repo, ~s{SELECT count(*) FROM "#{schema}"."demo_charges"}, []).rows
    :ok = AshOnetime.Transaction.complete(admission, Integer.to_string(count))
    AshOnetime.Transaction.claim_id(admission)
  end)

{:ok, ^claim_uuid} = Ecto.UUID.cast(claim_uuid)
%{valid_claim_uuid: true}
%{valid_claim_uuid: true}
claim_id/1 itself is a pure read. Reserving and completing admission still
requires the caller's open PostgreSQL transaction.
Retry replays the stored result
The same idempotency_key with the same content returns the stored record. replayed?/1
flips to true, and only one row exists — the effect ran once.
{:ok, replayed} =
  AshOnetimeDemo.Charge
  |> Ash.Changeset.for_create(:charge, %{account_id: account_id, amount: 10, idempotency_key: "key-1"})
  |> Ash.Changeset.set_tenant(schema)
  |> Ash.create()

%{
  same_record: replayed.id == fresh.id,
  replayed?: AshOnetime.replayed?(replayed),
  rows: SQL.query!(Repo, ~s{SELECT count(*) FROM "#{schema}"."demo_charges"}, []).rows |> hd() |> hd()
}
%{replayed?: true, rows: 1, same_record: true}
Same key, different request → terminal conflict
Reusing idempotency_key with a changed amount is rejected as
:key_reused_with_different_request. The effect does not run again.
{:error, error} =
  AshOnetimeDemo.Charge
  |> Ash.Changeset.for_create(:charge, %{account_id: account_id, amount: 99, idempotency_key: "key-1"})
  |> Ash.Changeset.set_tenant(schema)
  |> Ash.create()

AshOnetime.Error.code(error)
:key_reused_with_different_request
Clean up
:ok = Ecto.Migrator.down(Repo, version, module, prefix: schema, log: false)
SQL.query!(Repo, ~s{DROP SCHEMA IF EXISTS "#{schema}" CASCADE}, [])
File.rm_rf!(temp)
:ok
Where to next
	One-time nonces — at-most-once admission, not replay.
	External effects and recovery — committing side effects safely.
	Idempotency guide.
	Transaction-owned admission — compose admission inside a host-owned transaction.



  

    One-time nonces — at-most-once admission

Mix.install(
  [
    {:ash_onetime, "~> 1.5.0"},
    {:ash_postgres, "~> 2.13"}
  ],
  consolidate_protocols: false
)
What this notebook covers
A one-time nonce protects a request against replay. The first spend of a verified proof
succeeds; every reuse is rejected. There is no stored result to replay — only a fail-closed
spend. Use this when an action must run at most once even if the client retries (single-use
redemptions, anti-replay of a captured request).
This notebook walks through the spend and the reuse rejection — against a real PostgreSQL.
Requires Elixir 1.20+, Ash 3.34.3+, and PostgreSQL 18 reachable at
DATABASE_URL. Use a development database where you can create and remove
schemas. This notebook signs and verifies real Ed25519 proofs; its simple
proof format illustrates nonce admission and is not a DPoP implementation.

Connect to PostgreSQL
database_url = System.fetch_env!("DATABASE_URL")
Logger.configure(level: :warning)

:ok = Application.put_env(:ash, :disable_async?, true)
# Ash >= 3.33 requires an explicit string-length counting mode; codepoints
# matches how the SQL data layer counts (EEF-CVE-2026-82752 remediation).
:ok = Application.put_env(:ash, :default_string_length_count, :codepoints)
:ok = Application.put_env(:ash_onetime_demo, AshOnetimeDemo.Repo, url: database_url, pool_size: 10)
Define the Repo, verifier, and resource
defmodule AshOnetimeDemo.Repo do
  use AshPostgres.Repo, otp_app: :ash_onetime_demo

  @impl AshPostgres.Repo
  def installed_extensions, do: ["ash-functions"]

  @impl AshPostgres.Repo
  def min_pg_version, do: %Version{major: 18, minor: 0, patch: 0}
end

{:ok, _} = AshOnetimeDemo.Repo.start_link()
# Only the public key enters server-side verification configuration. The signing
# key remains with the issuer in this notebook's binding.
{public_key, private_key} = :crypto.generate_key(:eddsa, :ed25519)
:ok = Application.put_env(:ash_onetime_demo, :proof_public_key, public_key)

sign_proof = fn nonce ->
  payload = Jason.encode!(%{nonce: nonce, issued_at: DateTime.to_unix(DateTime.utc_now())})
  signature = :crypto.sign(:eddsa, :none, payload, [private_key, :ed25519])
  Base.url_encode64(payload, padding: false) <> "." <> Base.url_encode64(signature, padding: false)
end

defmodule AshOnetimeDemo.ProofVerifier do
  @behaviour AshOnetime.Verifier

  @impl true
  def verify(proof, _context) when is_binary(proof) do
    public_key = Application.fetch_env!(:ash_onetime_demo, :proof_public_key)

    with [encoded_payload, encoded_signature] <- String.split(proof, "."),
         {:ok, payload} <- Base.url_decode64(encoded_payload, padding: false),
         {:ok, signature} <- Base.url_decode64(encoded_signature, padding: false),
         true <- :crypto.verify(:eddsa, :none, payload, signature, [public_key, :ed25519]),
         {:ok, %{"nonce" => nonce, "issued_at" => issued_at}} <- Jason.decode(payload),
         true <- is_binary(nonce) and is_integer(issued_at),
         {:ok, timestamp} <- DateTime.from_unix(issued_at) do
      AshOnetime.Verified.new(key: nonce, issued_at: timestamp, verifier_id: "notebook-issuer")
    else
      _ -> {:error, :invalid_signature}
    end
  end

  @impl true
  def algorithm, do: :ed25519
  @impl true
  def trust_model, do: :separated
end

defmodule AshOnetimeDemo.FailRun do
  use Ash.Resource.Actions.Implementation

  @impl true
  def run(_input, _opts, _context),
    do: {:error, RuntimeError.exception("the action body failed")}
end

# A protected generic action's `run` must be a module-based implementation.
defmodule AshOnetimeDemo.RedeemRun do
  use Ash.Resource.Actions.Implementation

  @impl true
  def run(input, _opts, _context), do: {:ok, Ash.ActionInput.get_argument(input, :value)}
end

defmodule AshOnetimeDemo.Domain do
  use Ash.Domain, validate_config_inclusion?: false

  resources do
    resource AshOnetimeDemo.Redeemable
  end
end

defmodule AshOnetimeDemo.Redeemable do
  use Ash.Resource,
    domain: AshOnetimeDemo.Domain,
    data_layer: AshPostgres.DataLayer,
    extensions: [AshOnetime.Resource]

  postgres do
    table "demo_redeemables"
    repo AshOnetimeDemo.Repo
  end

  multitenancy do
    strategy :context
  end

  attributes do
    uuid_primary_key :id
  end

  actions do
    defaults [:read]

    action :redeem, :integer do
      transaction? true
      argument :value, :integer, allow_nil?: false
      argument :proof, :string, allow_nil?: false
      run {AshOnetimeDemo.RedeemRun, []}
    end
  end

  onetime do
    protect :redeem do
      strategy :one_time_nonce
      scope([{:static, "redeem"}])
      key({:verified, :proof, AshOnetimeDemo.ProofVerifier})
      window(max_age: {1, :hour}, clock_skew: {5, :second})
    end
  end
end

:ok
Install the admission store
alias AshOnetimeDemo.Repo
alias Ecto.Adapters.SQL

unique = Ecto.UUID.generate() |> String.replace("-", "")
schema = "ash_onetime_demo_#{unique}"
temp = Path.join(System.tmp_dir!(), "ash_onetime_demo_#{unique}")
File.mkdir_p!(temp)

{schema, temp}

source =
  Mix.Tasks.AshOnetime.Gen.Migrations.render(Repo,
    hash_partitions: nil,
    partition_start: Date.utc_today() |> Date.beginning_of_month()
  )

timestamp = "20260101000000"
path = Path.join(temp, "#{timestamp}_install_ash_onetime.exs")
File.write!(path, source)
[{module, _}] = Code.compile_file(path)
version = String.to_integer(timestamp)

SQL.query!(Repo, ~s{CREATE SCHEMA "#{schema}"}, [])
:ok = Ecto.Migrator.up(Repo, version, module, prefix: schema, log: false)

# The business resource table (the redeemable has only an id; the nonce action is a generic
# action with no row, but the resource still needs its table for read defaults).
SQL.query!(
  Repo,
  """
  CREATE TABLE IF NOT EXISTS "#{schema}"."demo_redeemables" (
    id uuid PRIMARY KEY
  )
  """,
  []
)

{schema, version, module}
Spend once
The first :redeem spends the proof and runs the action body.
proof = sign_proof.("proof-once")

{:ok, value} =
  AshOnetimeDemo.Redeemable
  |> Ash.ActionInput.for_action(:redeem, %{value: 7, proof: proof})
  |> Ash.ActionInput.set_tenant(schema)
  |> Ash.run_action()

value
7
Reuse is rejected
Reusing the same proof is rejected as :nonce_already_used. The action body does not run.
{:error, error} =
  AshOnetimeDemo.Redeemable
  |> Ash.ActionInput.for_action(:redeem, %{value: 7, proof: proof})
  |> Ash.ActionInput.set_tenant(schema)
  |> Ash.run_action()

AshOnetime.Error.code(error)
:nonce_already_used
A changed proof is not trusted
Changing a signed payload without issuing a new signature fails verification.
It cannot supply trusted nonce or timestamp facts:
[encoded_payload, encoded_signature] = String.split(proof, ".")
{:ok, payload} = Base.url_decode64(encoded_payload, padding: false)
changed_payload = String.replace(payload, "proof-once", "other-nonce")
tampered = Base.url_encode64(changed_payload, padding: false) <> "." <> encoded_signature

{:error, :invalid_signature} = AshOnetimeDemo.ProofVerifier.verify(tampered, %{})
:tampered_proof_rejected
:tampered_proof_rejected
Keep the spend after body failure (commit: :independent)
By default the nonce spend commits inside the action's transaction, so an action-body
failure rolls the spend back — correct when a retry will bear a fresh proof. For
RFC 9449 (DPoP) §11.1 replay
protection, declare commit: :independent so the claim commits in its own transaction before
the body runs. A DPoP verifier must separately validate the complete RFC proof; this
cell demonstrates the transaction rule with the signed nonce format above. A body
failure leaves that nonce spent for the acceptance window:
defmodule AshOnetimeDemo.FailureDomain do
  use Ash.Domain, validate_config_inclusion?: false

  resources do
    resource AshOnetimeDemo.RedeemableFail
  end
end

defmodule AshOnetimeDemo.RedeemableFail do
  use Ash.Resource,
    domain: AshOnetimeDemo.FailureDomain,
    data_layer: AshPostgres.DataLayer,
    extensions: [AshOnetime.Resource]

  postgres do
    table "demo_redeemable_fail"
    repo AshOnetimeDemo.Repo
  end

  multitenancy do
    strategy :context
  end

  attributes do
    uuid_primary_key :id
  end

  actions do
    defaults [:read]

    action :redeem_fail, :integer do
      transaction? true
      argument :value, :integer, allow_nil?: false
      argument :proof, :string, allow_nil?: false
      run {AshOnetimeDemo.FailRun, []}
    end
  end

  onetime do
    protect :redeem_fail do
      strategy :one_time_nonce
      scope([{:static, "redeem_fail"}])
      key({:verified, :proof, AshOnetimeDemo.ProofVerifier})
      window(max_age: {1, :hour}, clock_skew: {5, :second})
      commit :independent
    end
  end
end
The body fails, but the spend survived — a retry with the same proof is rejected:
failing_proof = sign_proof.("independent-proof")

{:error, failure} =
  AshOnetimeDemo.RedeemableFail
  |> Ash.ActionInput.for_action(:redeem_fail, %{value: 1, proof: failing_proof})
  |> Ash.ActionInput.set_tenant(schema)
  |> Ash.run_action()

true = Exception.message(failure) =~ "the action body failed"

{:error, retry} =
  AshOnetimeDemo.RedeemableFail
  |> Ash.ActionInput.for_action(:redeem_fail, %{value: 1, proof: failing_proof})
  |> Ash.ActionInput.set_tenant(schema)
  |> Ash.run_action()

AshOnetime.Error.code(retry)
:nonce_already_used
See ADR-0003 (Independent-commit nonce) for the contract and the
operations guide for
pool-sizing notes.
Clean up
:ok = Ecto.Migrator.down(Repo, version, module, prefix: schema, log: false)
SQL.query!(Repo, ~s{DROP SCHEMA IF EXISTS "#{schema}" CASCADE}, [])
File.rm_rf!(temp)
:ok
Where to next
	Idempotency — safe retries with stored-result replay.
	External effects and recovery — committing side effects safely.
	One-time nonces guide.
	Transaction-owned admission — spend nonces inside a host-owned transaction.



  

    External effects and recovery

Mix.install(
  [
    {:ash_onetime, "~> 1.5.0"},
    {:ash_postgres, "~> 2.13"}
  ],
  consolidate_protocols: false
)
A result can outlive the caller's transaction
An external effect can commit while the transaction recording its response rolls back.
Retrying blindly would duplicate it. ash_onetime reserves a durable operation key
before execution; a retry uses that same key to recover the accepted result.
This notebook's effect is a durable PostgreSQL receipt ledger. A separate Repo and
connection pool commit the receipt independently of the protected action's transaction.
You will observe fresh execution, stored replay, recovery after a real rollback, and a
concurrent retry refused while the peer is blocked on a real database lock.
This is an executable database adapter example. An HTTP or payment adapter needs its
own peer's documented idempotency and authoritative recovery API; see the
external-effects guide.
Requires Elixir 1.20+, Ash 3.34.3+, and PostgreSQL 18 at DATABASE_URL.
Use a development database where you can create and remove schemas. The final cell
removes this run's admission objects, receipt ledger, and invocation log.

Connect the action and ledger independently
database_url = System.fetch_env!("DATABASE_URL")
Logger.configure(level: :warning)
:ok = Application.put_env(:ash, :disable_async?, true)
:ok = Application.put_env(:ash, :default_string_length_count, :codepoints)

for repo <- [AshOnetimeDemo.Repo, AshOnetimeDemo.PeerRepo] do
  :ok = Application.put_env(:ash_onetime_demo, repo, url: database_url, pool_size: 10)
end

defmodule AshOnetimeDemo.Repo do
  use AshPostgres.Repo, otp_app: :ash_onetime_demo
  @impl AshPostgres.Repo
  def installed_extensions, do: ["ash-functions"]
  @impl AshPostgres.Repo
  def min_pg_version, do: %Version{major: 18, minor: 0, patch: 0}
end

defmodule AshOnetimeDemo.PeerRepo do
  use Ecto.Repo, otp_app: :ash_onetime_demo, adapter: Ecto.Adapters.Postgres
end

{:ok, _} = AshOnetimeDemo.Repo.start_link()
{:ok, _} = AshOnetimeDemo.PeerRepo.start_link()
Implement the ledger's execute and recover operations
The operation key is the claim UUID supplied by the library. The ledger's primary key
admits one receipt per operation; its append-only invocation log records each callback.
Each log insert commits before the receipt transaction, so a failed receipt write cannot
erase its invocation. The log exposes repeated executions even if receipt deduplication
hides their effect.
recover/3 returns :absent only after a successful authoritative lookup finds no receipt.
A failed lookup returns :unknown.
defmodule AshOnetimeDemo.PeerAdapter do
  @behaviour AshOnetime.ExternalEffect
  alias AshOnetimeDemo.PeerRepo
  alias Ecto.Adapters.SQL

  @impl true
  def execute(operation_key, input, _context) do
    schema = schema!(input)
    value = Ash.ActionInput.get_argument(input, :value)

    log_call!(schema, operation_key, "execute")

    PeerRepo.transaction(fn ->
      %{rows: [[stored]]} = SQL.query!(PeerRepo, """
      INSERT INTO "#{schema}".external_receipts (operation_key, value)
      VALUES ($1::text::uuid, $2)
      ON CONFLICT (operation_key) DO UPDATE SET operation_key = EXCLUDED.operation_key
      RETURNING value
      """, [operation_key, value], timeout: 10_000)
      stored
    end, timeout: 15_000)
  rescue
    _ -> {:error, :outcome_unknown}
  end

  @impl true
  def recover(operation_key, input, _context) do
    schema = schema!(input)
    log_call!(schema, operation_key, "recover")

    case SQL.query!(PeerRepo, """
         SELECT value FROM "#{schema}".external_receipts
         WHERE operation_key = $1::text::uuid
         """, [operation_key], timeout: 5_000).rows do
      [[value]] -> {:ok, value}
      [] -> :absent
    end
  rescue
    _ -> :unknown
  end

  defp log_call!(schema, operation_key, kind) do
    SQL.query!(PeerRepo, """
    INSERT INTO "#{schema}".external_invocations (operation_key, kind)
    VALUES ($1::text::uuid, $2)
    """, [operation_key, kind], timeout: 5_000)
  end

  defp schema!(input) do
    schema = input.tenant
    true = is_binary(schema) and Regex.match?(~r/^ash_onetime_demo_[a-z0-9_]+$/, schema)
    schema
  end
end

defmodule AshOnetimeDemo.ChargeCodec do
  @behaviour AshOnetime.Codec
  @impl true
  def format_tag, do: "charge-v1"
  @impl true
  def encode(value, _contract, _opts), do: {:ok, format_tag(), :erlang.term_to_binary(value)}
  @impl true
  def decode("charge-v1", payload, _contract, _opts), do: {:ok, :erlang.binary_to_term(payload, [:safe])}
end

defmodule AshOnetimeDemo.ChargeClassifier do
  def classify(value, _context), do: {:store, value}
end

defmodule AshOnetimeDemo.RedeemRun do
  use Ash.Resource.Actions.Implementation
  @impl true
  def run(input, _opts, _context), do: AshOnetime.ExternalEffect.result(input)
end
Protect the action
The action returns the accepted ledger result through ExternalEffect.result/1.
It does not reconstruct a result from request input.
defmodule AshOnetimeDemo.Domain do
  use Ash.Domain, validate_config_inclusion?: false
  resources do
    resource AshOnetimeDemo.ExternalRedeem
  end
end

defmodule AshOnetimeDemo.ExternalRedeem do
  use Ash.Resource,
    domain: AshOnetimeDemo.Domain,
    data_layer: AshPostgres.DataLayer,
    extensions: [AshOnetime.Resource]

  postgres do
    table "demo_external_redeem"
    repo AshOnetimeDemo.Repo
  end
  multitenancy do
    strategy :context
  end
  attributes do
    uuid_primary_key :id
  end
  actions do
    defaults [:read]
    action :redeem, :integer do
      transaction? true
      argument :value, :integer, allow_nil?: false
      argument :request_key, :string, allow_nil?: false
      run {AshOnetimeDemo.RedeemRun, []}
    end
  end
  onetime do
    protect :redeem do
      strategy :idempotency
      scope([{:static, "external"}])
      key({:client, :request_key})
      fingerprint(arguments: [:value])
      response(AshOnetimeDemo.ChargeCodec, fields: [], classify: AshOnetimeDemo.ChargeClassifier)
      retention({1, :hour})
      external_effect(AshOnetimeDemo.PeerAdapter)
    end
  end
end

:ok
Create this run's store and ledger
alias AshOnetimeDemo.{Repo, PeerRepo}
alias Ecto.Adapters.SQL
unique = Ecto.UUID.generate() |> String.replace("-", "")
schema = "ash_onetime_demo_external_#{unique}"
temp = Path.join(System.tmp_dir!(), schema)
File.mkdir_p!(temp)
schema
source = Mix.Tasks.AshOnetime.Gen.Migrations.render(Repo,
  hash_partitions: nil,
  partition_start: Date.utc_today() |> Date.beginning_of_month())
timestamp = "20260101000000"
path = Path.join(temp, "#{timestamp}_install_ash_onetime.exs")
File.write!(path, source)
[{module, _}] = Code.compile_file(path)
version = String.to_integer(timestamp)
SQL.query!(Repo, ~s{CREATE SCHEMA "#{schema}"}, [])
:ok = Ecto.Migrator.up(Repo, version, module, prefix: schema, log: false)
SQL.query!(Repo, ~s{CREATE TABLE "#{schema}".demo_external_redeem (id uuid PRIMARY KEY)}, [])
SQL.query!(PeerRepo, """
CREATE TABLE "#{schema}".external_receipts (operation_key uuid PRIMARY KEY, value bigint NOT NULL CHECK (value >= 0))
""", [])
SQL.query!(PeerRepo, """
CREATE TABLE "#{schema}".external_invocations (
  id bigint GENERATED ALWAYS AS IDENTITY PRIMARY KEY,
  operation_key uuid NOT NULL,
  kind text NOT NULL CHECK (kind IN ('execute', 'recover'))
)
""", [])

run = fn key, value ->
  AshOnetimeDemo.ExternalRedeem
  |> Ash.ActionInput.for_action(:redeem, %{value: value, request_key: key})
  |> Ash.ActionInput.set_tenant(schema)
  |> Ash.run_action()
end
call_count = fn kind ->
  [[count]] = SQL.query!(PeerRepo,
    ~s{SELECT count(*) FROM "#{schema}".external_invocations WHERE kind = $1}, [kind]).rows
  count
end
:ok
Execute once, then replay the stored result
The first call commits one receipt. A successful retry replays the locally stored result:
it needs neither a second execute nor recovery lookup. Primitive-return actions do not
carry a record replay marker, so we observe the actual callback log instead.
{:ok, 42} = run.("ext-1", 42)
{:ok, 42} = run.("ext-1", 42)
1 = call_count.("execute")
0 = call_count.("recover")
%{value: 42, execute_calls: 1, recover_calls: 0}
%{execute_calls: 1, recover_calls: 0, value: 42}
Roll back the caller after the ledger commits
The caller rolls back its actual transaction after the protected action returns.
The independently committed receipt survives; the admission claim survives as
processing, without a completed local replay response.
{:error, :caller_abort} = Repo.transaction(fn ->
  {:ok, 99} = run.("ext-recovery-1", 99)
  Repo.rollback(:caller_abort)
end)
[[operation_key]] = SQL.query!(PeerRepo,
  ~s{SELECT operation_key::text FROM "#{schema}".external_receipts WHERE value = 99}, []).rows
[["processing"]] = SQL.query!(Repo,
  ~s{SELECT state FROM "#{schema}".ash_onetime_idempotency_claims WHERE id = $1::text::uuid},
  [operation_key]).rows
%{caller_rolled_back: true, durable_peer_value: 99, claim_state: "processing"}
%{caller_rolled_back: true, claim_state: "processing", durable_peer_value: 99}
Recover the result under the same operation key
Retrying this incomplete claim invokes recover/3. The ledger returns the existing receipt
and the action completes, without another execution. The append-only callback log proves
both decisions for this exact operation key.
{:ok, 99} = run.("ext-recovery-1", 99)
[[1, 1]] = SQL.query!(PeerRepo, """
SELECT count(*) FILTER (WHERE kind = 'execute'), count(*) FILTER (WHERE kind = 'recover')
FROM "#{schema}".external_invocations WHERE operation_key = $1::text::uuid
""", [operation_key]).rows
[[1]] = SQL.query!(PeerRepo,
  ~s{SELECT count(*) FROM "#{schema}".external_receipts WHERE operation_key = $1::text::uuid},
  [operation_key]).rows
%{value: 99, execute_calls: 1, recover_calls: 1, receipts: 1}
%{execute_calls: 1, receipts: 1, recover_calls: 1, value: 99}
Observe a real blocked peer, then retry concurrently
A separate PostgreSQL session takes a table lock on the ledger. The original's receipt
insert blocks on that real lock. We confirm the wait in pg_locks before issuing a retry:
the retry cannot acquire the pre-peer claim lock and returns :request_in_progress
within external_lock_timeout_ms (default 2000).
The lock holder releases on completion or after a bounded wait. It affects only this
notebook's unique schema.
parent = self()
locker = Task.async(fn ->
  PeerRepo.transaction(fn ->
    SQL.query!(PeerRepo, ~s{LOCK TABLE "#{schema}".external_receipts IN ACCESS EXCLUSIVE MODE}, [])
    send(parent, :ledger_locked)
    receive do
      :release -> :ok
    after
      15_000 -> PeerRepo.rollback(:lock_holder_deadline)
    end
  end, timeout: 20_000)
end)
receive do
  :ledger_locked -> :ok
after
  5_000 -> raise "ledger lock was not acquired"
end
original = Task.async(fn -> run.("ext-lock-1", 7) end)

retry_code = try do
  blocked = Enum.reduce_while(1..200, false, fn _, _ ->
    [[count]] = SQL.query!(Repo, """
    SELECT count(*) FROM pg_locks l JOIN pg_stat_activity a ON a.pid = l.pid
    WHERE l.relation = $1::text::regclass AND NOT l.granted
      AND a.wait_event_type = 'Lock' AND a.query LIKE 'INSERT INTO%external_receipts%'
    """, [~s{"#{schema}".external_receipts}]).rows
    if count == 1 do
      {:halt, true}
    else
      Process.sleep(20)
      {:cont, false}
    end
  end)
  true = blocked
  {:error, refusal} = run.("ext-lock-1", 7)
  :request_in_progress = AshOnetime.Error.code(refusal)
after
  send(locker.pid, :release)
end

{:ok, :ok} = Task.await(locker, 10_000)
{:ok, 7} = Task.await(original, 10_000)
3 = call_count.("execute")
1 = call_count.("recover")
%{concurrent_retry: retry_code, total_execute_calls: 3}
%{concurrent_retry: :request_in_progress, total_execute_calls: 3}
The concurrent retry never called the peer. Once the original completes, a later retry
can replay its stored result. For an unreachable peer, :unknown means the library cannot
authorize another execution. Adapters must bound calls and preserve that distinction.
See operations for abandoned-claim
reconciliation and the reaper's boundary.
Observe a failed receipt write
The ledger rejects negative values with a real PostgreSQL constraint. After the failed
execute, an authoritative recovery lookup confirms that no receipt exists; the action
returns :external_effect_unavailable. Its separately committed invocation remains visible:
before_failed_execute = call_count.("execute")
{:error, failed_receipt} = run.("negative-receipt", -1)
:external_effect_unavailable = AshOnetime.Error.code(failed_receipt)
true = call_count.("execute") == before_failed_execute + 1
[[0]] = SQL.query!(PeerRepo,
  ~s{SELECT count(*) FROM "#{schema}".external_receipts WHERE value = -1}, []).rows
%{failed_execute_logged: true, receipt_count: 0}
%{failed_execute_logged: true, receipt_count: 0}
Clean up
:ok = Ecto.Migrator.down(Repo, version, module, prefix: schema, log: false)
SQL.query!(Repo, ~s{DROP SCHEMA "#{schema}" CASCADE}, [])
File.rm_rf!(temp)
:ok
Continue
	Idempotency — local effects and exact replay.
	One-time nonces — proof verification and collision rejection.
	External effects — adapter and peer requirements.
	Transaction-owned admission — compose admission in your transaction.



  

    AshOnetime.Resource

Spark resource extension for explicit idempotency and one-time nonce protection.
A protected action must choose a strategy and a nonempty scope. Nonce protection has no
stored-response or external-effect surface and always fails closed.
onetime
Protect effectful Ash actions with explicit keyed-effect semantics.
Nested DSLs
	protect	response



onetime.protect
protect action
Protects one effectful action with explicit keyed-effect semantics.
Nested DSLs
	response

Arguments
	Name	Type	Default	Docs
	action	atom		The name of the Ash action to protect (a create, update, destroy, or action).

Options
	Name	Type	Default	Docs
	strategy	atom		The keyed-effect strategy: :idempotency (replay-safe, stores a response) or :one_time_nonce (single-use, no stored response). Every protection must declare one.
	scope	list(any)		The nonempty identity scope that partitions keyed effects. Components are static strings, tenant/attribute references, or resolver modules; missing scope is an error.
	key	any		The key source that names a single keyed effect within the scope: a client idempotency argument, a verified proof, or a minted token.
	fingerprint	keyword		Optional content fingerprint (arguments: / attributes: lists) that distinguishes distinct effects under the same key.
	retention	any		How long a stored idempotent response is retained before it may be re-executed, as a {count, unit} tuple (e.g. {24, :hour}).
	window	keyword		Nonce replay window bounds: max_age: and clock_skew: as {count, unit} tuples. Applies to :one_time_nonce strategies.
	commit	:with_action | :independent	:with_action	Nonce commit boundary. :with_action (default) commits the nonce claim inside the protected action's transaction, so an action-body failure rolls the spend back (correct for a single-use authenticator whose retry bears a fresh proof). :independent commits the claim in its own transaction before the action body runs, so a body failure leaves the proof spent for the acceptance window — RFC 9449 §11.1 request-attempt scope (the DPoP replay fence). Applies to :one_time_nonce only; rejected for :idempotency.
	external_effect	module		Optional module exporting the external-effect contract for idempotent actions that must observe or reverse a side effect. Not available for nonce strategies.
	external_lock_timeout_ms	integer		How long a same-key concurrent retry waits on the pre-peer claim lock before failing with :request_in_progress (milliseconds; default 2000, ceiling 25000). The lock serializes same-key external retries through the peer call so two executes can never overlap under one operation key (ADR-0010). Requires external_effect.
	on_definite_store_failure	:fail_closed | :execute_untracked	:fail_closed	What to do when the authoritative store is definitively unavailable: :fail_closed (reject) or :execute_untracked (run once with telemetry, no replay safety).
	limits	keyword	[]	The single, unified vocabulary of size bounds for this protection. Valid keys: max_key_bytes, max_token_bytes, max_scope_components, max_fingerprint_bytes, verifier_timeout_ms, and max_cache_entry_bytes bound the key/verification/cache paths; max_response_bytes, max_response_depth, max_response_nodes, max_response_entries, and max_response_scalar_bytes bound the response payload (structural limits). Each is a positive integer at or below its package ceiling. Unknown keys are rejected at compile time. Response bounds apply only to idempotent strategies (which store a payload); nonce strategies accept the keys but do not encode a response.

onetime.protect.response
response codec
Declares the response codec, field allowlist, and result classifier.
Arguments
	Name	Type	Default	Docs
	codec	module		The module implementing the response codec. Must export format_tag/0, encode/3, and decode/4 and yield a tag the store accepts.

Options
	Name	Type	Default	Docs
	fields	list(atom)	[]	The resource attributes projected into the stored/replayed response payload. Acts as the field allowlist; attributes not named here never enter the response.
	classify	module		The module exporting classify/2 that decides whether a result is stored, rejected, or rolled back. Required for idempotency strategies.
	codec_opts	keyword	[]	Codec-specific options forwarded to the codec: the third argument to encode/3 and the fourth argument to decode/4.

Introspection
Target: AshOnetime.Resource.Response
Introspection
Target: AshOnetime.Resource.Protection


  

    Contributing

Work directly from a clean checkout and keep changes focused on one behavior. New
behavior starts with a test that fails for the intended reason.
The test suite requires a dedicated PostgreSQL 18 database on 127.0.0.1. The suite
fails closed unless DATABASE_URL targets exactly that dedicated database under the
postgres user on a non-default port; the port is per-machine, so the dedicated instance
never collides with another local listener. A shared local PostgreSQL 18 server may host
the same ash_onetime_test database instead, under an ash_onetime role (with CREATEDB)
that can reach only its own ash_onetime_* databases; the guard accepts that role too.
The repository ships no database container. Point .env at a PostgreSQL 18 you
already run (a native install or a shared local server): copy .env.example to .env,
set PGPORT to that server's non-standard port and keep the port inside DATABASE_URL
in sync; .env also carries HEX_API_KEY when publishing. If the server is
unreachable, fix or report it; do not start a second database on another port.
cp .env.example .env   # then set PGPORT and DATABASE_URL's port to your server's port
set -a && . ./.env && set +a
mix deps.get
mix test

The developer platforms are macOS and Linux: the same clone and the same gate
battery must work on both. Windows developers use WSL2 (clone inside the WSL
filesystem, not under /mnt/c), which is the Linux path; no native-Windows developer
path is maintained. This is a developer-setup property, proven on a developer machine;
CI runs on Linux only.
Before reporting a change complete, run:
mix format --check-formatted
mix compile --warnings-as-errors
mix test
mix credo --strict
mix dialyzer
MIX_ENV=test mix dialyzer
mix deps.audit
mix hex.audit
mix run --no-start scripts/check_deps_currency.exs
mix spark.cheat_sheets --check --extensions AshOnetime.Resource
mix docs --warnings-as-errors
MIX_ENV=test mix run scripts/check_mutations.exs -- all   # with DATABASE_URL exported as in your .env
elixir scripts/check_livebooks.exs --local                # executes source cells against PostgreSQL
mix hex.build
mix run scripts/check_package.exs
mix run scripts/check_optional_matrix.exs

Inspect the Hex archive by exact file allowlist and compile/test an unpacked archive consumer;
building an archive alone is not package proof. Remove the generated tar after verification.
The optional-integration matrix compiles a consumer per dependency set (none/plug/oban/
igniter/all/mint-pin/mint-floor/core-floors), asserts none of the optional deps leak into the package's
runtime application closure, and proves the security floors bind in resolution. The
core-floors case compiles Ash 3.34.3, AshPostgres 2.13.0, and AshSql 0.7.1 together. The
mint-floor case executes the exact patched minimum, Mint 1.10.2; exact advised pins
(Igniter 0.8.3 and Mint 1.10.1) must fail to resolve next to this package.
The notebook gate honors MIX_INSTALL_DIR; its default cache is _build/livebook-install.
Remove that directory when you want a fresh install. Every notebook uses its own UUID-named
schema and removes it after verification.
After publishing, run elixir scripts/check_livebooks.exs --published with the same
DATABASE_URL. The published mode starts from Hex rather than the checkout, then executes all
notebook cells against PostgreSQL; it is the executable consumer check for the artifact users
will install.
Run the gate battery on the runtime pinned in .tool-versions (Elixir 1.20.4 on
Erlang/OTP 29.0.3) — the primary CI runtime. Development on OTP 28 is equally
supported: config/config.exs refuses any OTP release outside the supported set
(28, 29) before anything compiles, and CI's dedicated otp-28 job proves that
end. The set grows only in the same commit that adds the CI leg.
Every mutation row must name one exact source edit, one owned test and assertion, demonstrate
RED, restore the exact source bytes, and demonstrate GREEN. New public modules or dependencies
must update the exact architecture census. Public documentation changes must regenerate the
Spark reference and pass warnings as errors.
Never commit secrets, provider-specific signature implementations, reference-project
dependencies, or project-owned version suffixes in durable identifiers.
Dependency compatibility
The consumer mix.exs bounds (ash_postgres ~> 2.13, spark ~> 2.7, and the Ash floor
>= 3.34.3) allow forward drift within their major lines. AshSql additionally requires
~> 0.7 and >= 0.7.1; optional Igniter and Mint require ~> 0.8 and >= 0.8.4 and
~> 1.10 and >= 1.10.2. These security floors follow ADR 0004. They are NOT the primary guard
against a transitive semantic shift — a future ash_postgres 2.x or spark 2.x minor that
changes transaction-visibility semantics the fail-closed logic depends on would still satisfy
the bound. The real guard is the CI compatibility matrix in .github/workflows/ci.yml:
	the declared Ash floor (3.34.3, CVE-justified per ADR-0004);
	a floating latest cell that resolves the newest published Ash 3.x on every run via
mix deps.unlock --all / mix deps.get and re-runs the per-cell gate battery against it
(format, compile warnings-as-errors, hex.audit, deps.audit, test, credo --strict,
dialyzer, docs --warnings-as-errors, hex.build).

The release battery (mutation matrix, source Livebook execution, unpacked-package check, DSL
cheat-sheet freshness) is deliberately lock-pinned: it runs once in the release-checks job
against the committed lock, not per matrix cell.
Forward drift that breaks the fail-closed surface surfaces as a red latest cell, not as a
bound violation. When updating a dependency bound, ensure the matrix still covers the new
range; tightening a bound without matrix coverage is a regression in the guard. A breaking
major bump of ash_postgres or spark (3.x for either) is a matrix-extension event first —
add the cell, confirm green, then update the bound.
Dependency currency is mechanical, not remembered: scripts/check_deps_currency.exs exits
nonzero whenever mix hex.outdated shows resolver-updatable drift ("Update possible") and
prints blocked packages with the requirement chains that hold them. Anything deliberately
not at latest carries an inline reason in mix.exs; "we never bumped it" is not a reason.
After every dependency move, rerun mix hex.audit — Hex advisories lag public disclosures
by hours, so after a fresh disclosure also check the advisory's affected range (OSV/GHSA)
for each directly-consumed package in the affected family.
Never commit secrets, provider-specific signature implementations, reference-project
dependencies, or project-owned version suffixes in durable identifiers.


  

    Security policy

Please report suspected vulnerabilities privately to the maintainers through GitHub's
private vulnerability reporting for baselabs/ash_onetime. Do not open a public issue
until a maintainer confirms disclosure is safe.
Supported versions
	Release line	Bug fixes	Security fixes
	Pre-1.0: latest published minor (the 0.7.x line — superseded by 1.0.0; upgrade)	No	No — upgrade to 1.x
	Pre-1.0: older minors	No	No — upgrade to the latest minor
	From 1.0.0: latest minor	Yes	Yes
	From 1.0.0: previous minor	Security-driven only	Yes — backported patch releases

From 1.0.0 the security window covers the latest two minors. The window may widen
(announced as a docs change) and never silently narrows — a narrowing is announced one
minor ahead in the release notes.
Support is fixed at advisory intake, not recalculated to discard work when a new minor ships.
If the latest and previous lines are supported when an advisory arrives, both retain their
patch obligations even when the latest-line fix is released as a new security-driven minor.
For the October 6, 2026 dependency-floor intake, 1.4.x and 1.3.x were those two lines;
their dependency-floor patches are
1.4.2 and
1.3.4. Applications staying on either feature
line can update its patch version rather than move to 1.5.0.
Fix and disclosure policy
	Security fixes ship as patch releases on the supported minors. A fix that takes the
form of a dependency-floor raise (the v0.7.0 class) follows the floor policy: a minor
on the latest line, plus — once 1.0.0 splits the window — a patch backport carrying
only the floor raise on the second supported minor. Fix development happens in the
advisory's private collaboration space; the advisory is published when the patches are
out.
	A vulnerable dependency floor is a security issue of this package. The published
requirement range is part of ash_onetime's security surface — a security library must
not resolve to a vulnerable floor. Dependency advisories that affect a supported
minor's resolvable range get the same intake, severity, and backport handling as
direct defects.
	Advisories publish as GitHub Security Advisories (GHSA; CVE IDs via GitHub's CNA) and
are linked from the CHANGELOG entry of the fixing release. Reporters are credited by
name unless they decline.
	No hard SLA and no automatic disclosure deadline: private reports are acknowledged
within 7 days, receive status updates at least weekly while open, and publish
cooperatively with the reporter. Mitigations and workarounds are published first when
a fix needs longer.

Reports should include the affected commit or release, a minimal reproduction, impact,
and whether the issue concerns scope isolation, admission uncertainty, replay,
cryptography, response persistence, or cleanup.
Security invariants include mandatory explicit scope, PostgreSQL-only admission authority,
fail-closed nonce uncertainty, digest- and contract-bound response replay, trusted-local-only
verification facts, strict post-horizon cleanup, and conservative external recovery. Optional
caches, Plug extraction, and Oban scheduling cannot grant admission.
Do not include production keys, tokens, signatures, response payloads, tenant data, or database
credentials in a report. Use synthetic evidence and coordinate encrypted transfer if a secret
is essential to reproduction. See the security model for trust
boundaries and named misuses.


  

    ash_onetime usage rules

	Choose exactly one strategy for every protected action. Idempotency replays a classified
stored result; one-time nonce protection rejects reuse. They are not interchangeable.
	Give equal weight to the two dangerous misuses: never use idempotency response replay as
anti-replay protection, and never let nonce admission inherit idempotency's optional
untracked failure direction.
	Declare a nonempty scope. Missing scope data is an error, never a global fallback. Include
every tenant or principal boundary needed to prevent cross-scope blocking or replay.
	On a resource using multitenancy strategy :attribute, put the tenant discriminator in the
scope ({:attribute, <tenant_attribute>} or a {:tenant, module} resolver). Those tenants
share one set of claim tables, so the library rejects a tenant-less scope at compile time.
Context multitenancy isolates by schema and needs no scope entry for this.
	Let the library derive operation identity from the protected resource and action. Do not
substitute a caller-controlled operation name.
	Bind idempotency keys to all request arguments and attributes that change the effect.
A conflicting fingerprint is an error, not a replay.
	PostgreSQL is authoritative. A cache may reduce response-payload reads after authoritative
admission, but cannot grant or reject admission.
	One-time nonce admission fails closed whenever authoritative state is unavailable or
uncertain. It has no stored-response, external-effect, or configurable failure surface.
	Idempotency may execute without a stored admission only when the store proves its statement
was never dispatched and the DSL explicitly enables that branch. Ambiguity rejects.
	Treat verification callbacks as trusted local code. Action input may carry raw token
material but cannot assert verified keys, timestamps, algorithms, or verification state.
	Use package-owned HMAC only when the same trust domain signs and verifies. Use Ed25519 or a
verifier callback when signing and verification are separated.
	Application-specific signature schemes belong behind verifier callbacks; do not implement
them in this package.
	Database effects use the protected resource's current AshPostgres repository and transaction.
External effects require the idempotent execute/recover protocol and are forbidden for nonces.
	Cleanup occurs only after the strategy-safe horizon. Caches and cleanup jobs never decide
correctness; processing external effects are not ordinary expiry candidates.
	A protected action's failure carries a typed :code that survives the Ash pipeline. Read it
with AshOnetime.Error.code/1 to drive HTTP status; do not assume a blanket class→status
mapping, because a family of server-fault and transport codes (e.g. :store_invariant,
:outcome_unknown, :checkout_unavailable, :lock_timeout) are 500/503, not client input.
See Errors and HTTP mapping for the full code→status table.
	A protected action's success carries a replayed-vs-fresh signal. AshOnetime.replayed?/1
returns true (stored replay), false (fresh execution), or nil (untracked execution,
primitive-return action, or unprotected). Treat nil as "cannot tell," not as "fresh." See
Replay.

See the DSL guide, idempotency guide,
nonce guide, errors guide,
replay guide, and security model
for examples and the complete contract.


  

    Changelog

All notable changes to this project are documented in this file.
Unreleased
v1.5.0 — October 7, 2026
Security dependency release. The package DSL, public API, database schema, persisted
response format, and token wire format are unchanged; no migration is required.
Breaking dependency change: consumers pinned below Ash 3.34.3 or Mint 1.10.2
must update those dependencies. See Upgrading for the steps.
Security
	Ash floor raised to >= 3.34.3 and < 4.0.0.
EEF-CVE-2026-94201 affects Ash
>= 3.5.1 and < 3.34.3 through unsafe atom-attribute filters that can exhaust the BEAM
atom table. Ash 3.33.11 includes the
EEF-CVE-2026-93477 fix but remains
affected by EEF-CVE-2026-94201, so 3.33.11 cannot be the package floor.
	Optional Mint floor raised to ~> 1.10 and >= 1.10.2. Mint 1.10.2 backports the fixes
for EEF-CVE-2026-91043,
EEF-CVE-2026-92103, and
EEF-CVE-2026-94194. Mint remains
optional and runtime-excluded; the requirement binds only dependency graphs that already
carry the installer HTTP closure.
	Security patches for existing feature lines:
1.4.2 and
1.3.4 carry the same dependency floors.
Applications staying on those lines can take the patch without adopting a newer
feature line. Neither patch changes its line's DSL, API, schema, or wire format.

Changed
	Result-handling examples preserve unhandled typed errors for the application’s handler;
release checks exercise every documented code against all four introductory expressions.

	Lock: ash 3.33.11 → 3.34.4, ash_postgres 2.13.1 → 2.14.3,
ash_sql 0.7.6 → 0.8.1, spark 2.7.3 → 2.7.6, mint 1.10.1 → 1.11.0, with
ex_ast 0.16.0, finch 0.24.0, and req 0.7.5 riding the resolution, for the
dependency-currency gate. The development lock exercises current releases while the
published ranges retain the patched Ash 3.x and Mint 1.x compatibility lines.

	Actual Livebook source execution is now a release gate.
elixir scripts/check_livebooks.exs --local evaluates every Elixir cell and persisted
output in all three .livemd files against PostgreSQL before packaging; the
--published mode repeats the same notebooks from the Hex dependency after publication.
The existing LivebookWalkthroughTest remains a supplemental mirror test for selected
idempotency and nonce shapes. The v0.1.1 entry below records the historical claim that this
mirror regression-pinned the notebooks; it did not read or execute notebook source, and
this release corrects that verification boundary.

	Developer database setup follows the current repository policy. The repository no
longer ships docker-compose.yml; contributors point .env at PostgreSQL 18 and source
it before the gate battery. macOS and Linux are the supported developer platforms;
Windows developers use WSL2, and CI runs on Linux only. This current guidance supersedes
the v1.3.1 historical repository description without rewriting that release record.


v1.4.0 — 2026-09-24
Breaking behavior change (the reason this is a minor, not a patch): a concurrent
same-key retry of an external-effect action that previously waited out the original and
replayed may now return :request_in_progress within the configured wait. Clients already
treat that code as wait-or-retry; consumers running check-then-act peers are the direct
beneficiaries.
Added
	Pre-peer claim lock for external effects (ADR-0010). Before any peer call, the
package takes the claim row FOR UPDATE in the caller's open transaction with a bounded
wait — the new per-protection external_lock_timeout_ms option (default 2000,
validated 1..25_000 — 5s of headroom under the committed-claim worker kill, requires
external_effect). The same-key retry's committed-claim
worker arms the same bound. A lock timeout maps to :request_in_progress (the local
path's existing concurrent-retry semantic) and is terminal. The lock is
generation-safe: it binds the claim id alongside the logical key, so a reaped-and-
reinserted row fails closed (:store_invariant) instead of being adopted. Motivation,
observed on live PostgreSQL: without the lock, an honest in-flight retry truthfully
recovered :absent and executed under the same operation key while the original's
execute was still in flight — and a check-then-act peer (conforming to the contract as
published at v1.3.2) double-spends in exactly that window. With the lock, two executes
under one key cannot overlap at the peer; dead-caller recovery is unchanged
(test/ash_onetime/external_contention_test.exs, test/ash_onetime/store/contention_test.exs).
The mutation battery pins the lock twice: effect-lock-generation (id bind defeated while
kept, reds on generation adoption) and pre-peer-lock-removed (the lock call removed,
reds on the unlocked race — B's red-proof). The lock_timeout GUC is scoped to the
lock: captured before, restored after — it never caps the adapter's own writes.
The internal AshOnetime.Store grows lock_for_effect/3 and an options-taking claim_committed/3
(the 2-arity facade is unchanged).

Decisions (ADRs 0009-0011, each adversarially reviewed and judged)
	ADR-0009 (Rejected): reap-surviving derived operation key. A stateless derivation
survives retention too — a post-retention retry would replay the prior generation's
peer result instead of executing (a disclosed duplicate traded for an undisclosed
no-op); a stateful one is correct only under an unknowable peer key-retention horizon;
and the operation key is published callback API, so a derived key breaks every
conforming adapter's claim join. The operator-side defense stays: business-level
reconciliation before enabling the reaper on external-effect actions.
	ADR-0011 (Rejected for wall-clock): library-side callback bounding. The only
in-package bounding mechanism (timed_callback/4's Task) runs the callback outside the
caller's transaction, silently breaking transactional adapter writes. The DB-resource
bound (opt-in idle_in_transaction_session_timeout) and a configurable immediate
post-ambiguous recover/3 are recorded as candidates with named decision criteria.

Documentation
	External-effect contract corrected (design review 2026-09-24; decision records under
.kimosabe/specs/):	ADR 0001's claim that a duplicate side effect requires BOTH a lying adapter AND a
failing peer is corrected by a dated amendment: an honest in-flight retry alone
produced concurrent same-key executes (now prevented by the lock; the peer-side
residue — a sequential lying :absent — keeps key idempotency a MUST, with atomic
key claims a SHOULD).
	The adapter execution environment is normative: both effect callbacks run inside the
caller's open PostgreSQL transaction (observed per callback, including the caller's
backend idle in transaction on pg_stat_activity) and the package applies no
timeout to them; adapters MUST bound their own peer call, and an ambiguous execute is
followed by recover in the same transaction (up to two adapter timeouts of hold).
	Reaping an external-effect claim documented honestly: the operation key is the claim
UUID, so a post-reap retry runs under a new key and no key-based defense remains at
either layer (external-effects guide, operations guide, ADR 0002 amendment).
	New :absent vs :unknown mapping table for real HTTP peers (the
404-under-replica-lag double-spend trap) plus a worked bounded HTTP adapter in the
external-effects guide.
	New Recipe 4 — external effect via a transactional outbox (the outbox row as the
ExternalEffect peer, keyed by the operation key, committing with the action), including
the acceptance-receipt classifier rule, the race-absorbing on_conflict key claim, and
the receiver-side cross-generation deduplication boundary.
	:request_in_progress documented on the external path; the previously unlisted
:worker_timeout added to the error table.



v1.3.2 — 2026-09-20
Security
	Optional Mint floor raised to ~> 1.10 and >= 1.10.1 following ADR 0004:
mix hex.audit flagged EEF-CVE-2026-82672 against the locked 1.10.0 — an
unvalidated chunk-size line tail in Mint's HTTP/1 client enabled response
smuggling against strict intermediaries on pooled connections. 1.10.1
(2026-09-19) carries the fix. Mint stays optional: true and
runtime-excluded: the floor binds only hosts that already carry the
installer closure, and no core consumer pulls it. The package check,
optional-integration matrix, and dependency-security tripwires move
together. OBSERVED: mix hex.audit clean after the raise.

	Lock: ash 3.33.4 → 3.33.8 and ash_sql 0.7.5 → 0.7.6, riding the
dependency-currency gate (resolver-updatable drift). The published non-Mint floors
are unchanged — >= 3.33.4 and < 4.0.0 for Ash remains the CVE-derived
minimum; mix hex.audit reports no advisories against the new lock.


Added
	AshOnetime.Verified.new/1 — the sanctioned constructor for the opaque
Verified type. t stays opaque — a Dialyzer-enforced construction
convention: consumer code that builds the struct literal violates the
opacity contract (contract_with_opaque, OBSERVED at 1.2.3 in a consumer
sweep; suppressed there pending this release). Opacity is not the runtime
anti-forgery boundary — that remains the admission path (DSL-configured
verifier/minter callbacks under a bounded context, reserved-input
rejection). new/1 validates at mint time what every internal consumer
holds a Verified to: key and verifier_id non-empty binaries
(verifier_id at most 128 bytes), issued_at and the optional expires_at
well-formed DateTimes with expires_at at or after issued_at; unknown,
duplicate, and missing keys are rejected, and the constructor never raises.
Purely additive: no existing export changed (the export census grew
new: 1), the Elixir requirement and non-Mint dependency floors are unchanged. The
nonce livebook, its walkthrough mirror, and the transaction-owned admission
guide now demonstrate the constructor; CI gained a test-env dialyzer leg so
the consumer-shaped opacity fixture stays analyzed.

v1.3.1 — 2026-09-17
No consumer-facing changes: the published Elixir requirement (~> 1.20), every
dependency floor, and the public API are identical to v1.3.0. This release hardens
how the project itself builds and verifies — on every platform it supports.
Changed
	Toolchain identity is enforced in-repo, before anything compiles. The Elixir
support window stays ~> 1.20; config/config.exs now refuses any Erlang/OTP
build outside the supported set (28, 29). System.version/0 does not encode
the OTP build, so a same-Elixir foreign build previously compiled silently and
poisoned shared _build/PLT state. The guard never ships — config/ is excluded
from the package — and its set grows only in the same commit that adds a CI leg:
a dedicated otp-28 CI job now proves the 28 end, while .tool-versions
(Elixir 1.20.4 on OTP 29.0.3) and the primary CI runtime hold the 29 end.
	macOS/Linux/Windows capability is a hard requirement, not a preference. Every
POSIX-only tool in the developer surface is gone: the dependency-currency gate
moved from a bash script to scripts/check_deps_currency.exs (same exit-code
contract; all four outcomes proven — green, resolvable drift, deliberate pin,
unparsable table), every System.cmd("mix", ...) call site in tests and battery
scripts spawns through AshOnetime.Portable (cmd /c wrapping for Windows'
.cmd shims), and .gitattributes (* text=auto eol=lf) keeps a Windows checkout
byte-exact for mix format --check-formatted. CI proves the weakest platform
continuously: a windows-build lane (clone, deps, format, compile, audits,
credo, currency gate, hex.build) and a windows-db-battery lane that installs
PostgreSQL 18 natively via chocolatey (service containers are a Linux-only
feature) and runs the full mix test. The heavier release gates (mutation
battery, unpacked-package check, optional-integration matrix) remain
ubuntu-proven and are named as such in the workflow.
	Test database substrate: docker compose up -d provisions the exact
PostgreSQL 18 the harness requires, with the host port taken from .env
(PGPORT, default 18841 — the same port CI pins) so the dedicated instance
never collides with another local listener; .env.example documents the
PG* variables, the fail-closed DATABASE_URL, and HEX_API_KEY. The harness
still fails closed — on the dedicated shape rather than one string: ecto
scheme, postgres user, loopback host, ash_onetime_test name, any port
except the shared default 5432.
	Dependency currency is mechanical: scripts/check_deps_currency.exs exits
nonzero on resolver-updatable drift (mix hex.outdated "Update possible") and
prints blocked packages with the requirement chains holding them. OBSERVED:
dialyxir 1.4.7 → 1.4.8, ex_doc 0.40.3 → 0.40.4, and oban 2.23.1 → 2.24.1 moved
to latest; mix hex.audit reported "No retired or security advisory packages
found" before and after the move.

v1.3.0 — 2026-09-16
Security
	Breaking dependency change: raise the consumer floors to Ash 3.33.4,
AshPostgres ~> 2.13, AshSql 0.7.1, Igniter 0.8.4, and Mint 1.10.0, following
ADR 0004. OBSERVED: mix hex.audit on September 15, 2026 reported 26
advisories against the previous lock; the OSV ranges and Hex release metadata
identify these patched minimums. EEF-CVE-2026-86338 (published September 16,
fixed only in Ash 3.33.4) moved the Ash floor above the initial 3.33.0 choice
before release — CI's floor-cell audit caught it. The doctor, CI floor, and
package check move
together. Mint is optional and excluded from this package's runtime application
list; existing optional integrations retain their startup boundaries. Ash 3.33
additionally requires the consumer config config :ash, default_string_length_count: :codepoints (or :mixed) — without it an application's own resources fail to
compile; see the upgrading guide for the full consumer steps, including this one.
	Lock: ash 3.32.0 → 3.33.4, ash_postgres 2.11.0 → 2.13.1,
ash_sql 0.6.6 → 0.7.5, igniter 0.8.3 → 0.8.4, mint 1.9.3 → 1.10.0, with
req 0.7.4, spark 2.7.3, and spitfire 0.4.1 riding the resolution.

Changed
	Test harness: Ash 3.33's mandatory string-length counting mode is set to the
recommended :codepoints (config/config.exs), and the compile-fixture
subprocess runners start Mix and mirror the mode (the fresh VMs read no config).
The dynamic-repo transaction test's readiness receives and the test pool's
checkout queue were widened to bounded patient windows — the default 100ms/6s
ceilings flaked under scheduler and host load; no fail-closed semantics changed.
The optional-integration matrix script now also observes the resolved Igniter
and Mint versions against the security floors, gains conflict proofs (exact
advised pins must fail to resolve), and joins the release-gate battery.

v1.2.3 — 2026-08-27
Changed
	Runtime application closure of the package's .app spec — plug, oban,
igniter, and stream_data now carry runtime: false, so none of them appear in
the generated applications list anymore. Before this release, every host that
carried one of the optional integrations in its own dependency closure inherited
it as a runtime application of ash_onetime (the extension's app spec claimed its
boot and release closure), and every host inherited stream_data unconditionally.
The opt-in contract is unchanged: the Plug module, the Oban workers, and the
Igniter installer compile exactly when the host itself lists the dependency
(the optional-dependency matrix passes unchanged), and the published Hex
requirements still mark the three integrations optional: true. stream_data
remains a published requirement because Ash itself requires it transitively in
every environment — Mix rejects an only: :test restriction alongside Ash's
unrestricted entry — but it no longer contributes to this package's runtime
applications. Dev-side, the dialyzer PLT now names :oban, :plug, and
:igniter explicitly, since runtime: false deps are no longer seeded into the
PLT automatically while the guarded integration modules still analyze against
them.

v1.2.2 — 2026-08-25
Added
	AshOnetime.Transaction.claim_id/1 — the one sanctioned accessor for a
fresh admission's claim UUID (Admission stays opaque by contract). The
UUID is the durable address of the claim inside the store: persisting it
lets a host correlate its own invocation records with the claim and hand
the unchanged UUID to an external execute/recover peer. A pure read (no
process/transaction/store interaction); test-pinned against the stored
claim row, and the architecture export inventory is updated.

v1.2.1 — 2026-08-22
Changed
	README: a mutation-battery badge (130 sentinels, each proven RED under its own
mutation before it is trusted) and an explicit test-assurance statement — every
library module at 100% line coverage, with the mutation battery as the assurance
bar. Documentation only; no code, DSL, or contract change.

v1.2.0 — 2026-08-22
Additive operations-preflight and hardening release. No breaking change, no DSL/contract
change, no migration.
Added
	mix ash_onetime.doctor --live — opt-in schema-currency preflight: connects to the
database read-only and fails when the installed schema is not current for the running
package (missing logical_partition columns, response-payloads table or its _default
partition, cleanup/reap functions by exact arity, or delete-guard triggers) — the
upgrade-without-migrating failure mode, caught at preflight instead of at the first
admission after deploy.
	Backup/restore runbook (documentation/operations.md) — the restore-from-backup
procedure: per-strategy exposure of a rewound admission store (bounded nonce windows,
fresh re-execution of post-restore-point idempotent effects), reconciliation scoping,
and the post-restore partition roll-forward.
	PostgreSQL floor documentation (README, operations.md) — the SQL surface requires
PostgreSQL 11+ (declarative hash/range partitioning with default partitions,
SKIP LOCKED, pg_advisory_xact_lock(bigint)); CI exercises PostgreSQL 18 and versions
below it are unverified.

Fixed
	Store digest comparisons unified to constant-time — the last two plain-== digest
comparisons in the store (the stored-payload digest check on replay load and the
caller-digest check at completion) now use a size-guarded :crypto.hash_equals helper,
one convention for every digest comparison site in the library. No behavior change:
neither site compares attacker-secret material, and both operands were already
32-byte-constrained.
	Test suite: the RollContentionTest full-suite flake (~10%/run) is eliminated at
the mechanism — Sandbox.start_owner!/2's asynchronous teardown could leave the
caller's ownership allowance in place long enough for a back-to-back second owner in
the same process to crash with {:already, :allowed}. Same-process sequential owner
sites now use an in-process checkout/checkin helper
(AshOnetime.Test.RealConnection), with a 100-cycle tripwire pinning the class; the
timing-dependent telemetry-flush and ETS-TTL sleeps are deterministic. No library code
changed.
	Test suite: direct unit coverage for the admission decision functions — every
resolve/5 arm (all execution_class/2 mappings, transaction-mode/locator/identity/
claim-state invariant rejects, :complete replay and fingerprint mismatch,
:processing per mode, :collision match/malformed, the exact-shape
:execute_untracked escape with a fail-closed test per guard dimension, the
store_error fallthrough) plus the request/claim sanitizers, exposed as @doc false
test seams and pinned by the architecture census. The dev-build seam-absence tripwire
was also de-vacuated: its subprocess probe now loads the module before
function_exported?/3 (an unloaded module probes false unconditionally).

v1.1.0 — 2026-08-20
Additive transaction-owned admission for applications whose effect boundary is an existing
Ecto transaction rather than an Ash action.
Added
	AshOnetime.Transaction — public idempotency/2, nonce/2, and complete/2
operations that require an existing PostgreSQL READ COMMITTED transaction and never start
or commit one. Idempotency replays exact response bytes; nonce collisions reject; typed errors
and all claims remain bound to the caller transaction.
	Logical partitions — a bounded UTF-8 authority component included in every claim,
collision identity, response payload locator, cleanup path, and cache key. Identical
operation/scope/key triples in distinct partitions are independent without importing a host
application's tenant types.
	mix ash_onetime.gen.logical_partitions — reversible upgrade migration for 1.0 installs.
Existing rows backfill to global; rollback refuses while non-global authority exists.

Compatibility
	Existing Ash resource protections continue in the global logical partition and retain
their existing public behavior.
	Fresh generated installs include logical partitions. Existing installs run the new upgrade
task once before admitting non-global transaction-owned work.

Documentation
	Updated Getting Started, Upgrading, README status, and every runnable Livebook to select the
1.1 package line. All three notebooks now link the transaction-owned admission guide, and a
documentation-currency tripwire keeps their install requirements aligned with mix.exs.

v1.0.0 — 2026-08-19
The 1.0 stability release: the surface contract is frozen (published in full in
upgrading.md — docs are the contract; breaking changes to
the documented surface now happen only at 2.0, with reserved break-rights for security,
behavior-correcting bug fixes, and new compiler/linter warnings). Pre-1.0 (0.x) releases
were explicitly non-binding; 1.0.0 is the compatibility baseline. The persisted response
format (ADR-0007) and the token wire format (ADR-0008, window-bounded) are frozen
compatibility surfaces.
Fixed
	Ash requirement pin validation (release tooling): ASH_ONETIME_ASH_VERSION is now
compile-time validated — it must parse as a version AND lie within the published
requirement range; pre-release and build suffixes are rejected; a release exported with
the variable unset is asserted by the package gate to carry the floating requirement in
the archive metadata.
	Telemetry contract (AshOnetime.Telemetry): the default attach/0 router now
covers the full closed surface — all 13 events including the :uncertain_exception
diagnosis event (previously silently dropped); the moduledoc was rewritten to the router
reality (the phantom metrics/0 reference is gone); the diagnosis event's closed
atoms-only metadata shape (%{strategy, phase, exception}) is validated before
emission.
	Admission test seam: the Process-dictionary test-store redirect in the internal
Admission module is no longer compiled under Mix.env() == :test — it is gated on
Application.compile_env(:ash_onetime, :allow_admission_override, false), default-off
in every build environment (mirroring the token verify-clock gate). A consumer building
deps with MIX_ENV=test no longer ships the redirect; calling the seam without the
explicit opt-in now raises a named error.

Documentation
	ADR-0008 records the token wire-format compatibility rule (window-bounded: a 1.x
reader verifies tokens minted by any earlier 1.x writer while inside their acceptance
window; no permanent freeze) alongside the persisted response-format rules (ADR-0007).
	The operations runbooks' diagnostics are all executable (each snippet verified against
a live database): the vacuous default-partition count became a stranded-row count, the
non-runnable IEx backlog snippet was replaced by its SQL path, and the pool diagnostic
is a checkout-queue watch on the repo query event.
	Worker-backoff records corrected (ADR-0005 and every prose carrier): Oban's default is
~36–40 s at three attempts, not hours; the custom backoff's rationale is re-derived
honestly (spaced DDL-class retries, wide jitter, 120 s cap).
	ADR batch: ADR-0001 (external-recovery :absent trust boundary), ADR-0003 (live
committed-claim failure taxonomy), ADR-0004 (forward-compatible floor posture) amended;
ADR-0006 (point-events observability) and ADR-0007 (persisted response-format
compatibility for 1.x) added.
	SECURITY.md publishes the support and disclosure policy (supported-versions table,
7-day ack / weekly updates / coordinated disclosure); CI battery claims name the
per-cell battery precisely; the ROADMAP is reconciled (portable status column, all
eleven rows verified).

v0.7.0 — 2026-08-18
Security release: raises the Ash floor to 3.31.3 after EEF-CVE-2026-67579. Breaking
dependency change — consumers on Ash 3.29.3–3.31.2 must bump Ash to ≥ 3.31.3 (the
library is pre-1.0, so the minor version carries the break per the documented convention).
	Ash floor raised to 3.31.3 (from 3.31.1). EEF-CVE-2026-67579 (filter expression
injection via a forged keyset pagination cursor — HIGH, CVSS 7.5, unauthenticated, no
application-side workaround) affects Ash below 3.31.3 and is fixed only in 3.31.3; Hex
additionally retired 3.31.1. The published >= 3.31.1 requirement let consumers resolve
a retired or advised Ash, and mix hex.audit — a required gate — failed on the 3.31.2
lock. The floor was derived from the complete OSV advisory inventory for hex ash
(11 advisories; maximum fixed-version 3.31.3; 3.31.3 not retired), not from the absence
of a Hex label. See ADR-0004 (Security-driven Ash floor, amended). The CI matrix moves
from [3.31.1, latest] to [3.31.3, latest] — transiently both cells resolve to 3.31.3
until the next Ash release.
	Doctor floor guard directly tested: the doctor's Ash-floor verdict is extracted as a
pure floor_status/1 seam with reject tests for the retired 3.31.1 and the advised
3.31.2 (red-proven before the floor bump), plus a mutation-battery entry
(doctor-ash-floor) that re-proves the guard red-capable on every release run. The Oban
queue advisory verdict is likewise a pure seam (oban_queue_status/2) with both arms —
Oban loaded and not loaded — covered. Doctor output is unchanged; the three strict-Credo
findings that red-barred the latest-Ash CI cell are fixed.
	Lock: ash 3.31.2 → 3.31.3 (with ecto 3.14.2 and reactor 1.0.6 riding the
resolution).

v0.6.0 — 2026-08-10
Minor bump: two additive enhancements (new Mix task + Phoenix guide) plus internal
perf/cleanliness gap closures. No breaking change, no consumer upgrade action.
	mix ash_onetime.doctor — a read-only upgrade-preflight that checks the Ash security
floor (fatal if below 3.31.1), Oban queue configuration (advisory — warns on a missing
:ash_onetime_partitions queue that strands the retention-safety path), and prefix validity.
Mirrors the runtime Mix task family; run after install and on each upgrade.
	Phoenix integration guide (documentation/phoenix.md) — a runnable Phoenix controller
recipe wiring the Plug, the replayed?/1 → 200/201 + Idempotent-Replayed header signal,
and the error-code → HTTP-status mapping into a complete controller pattern. Closes the gap
where every existing recipe stopped at plain Elixir tuples.
	Cleanup delete-guard probe partition-scoped — the :complete-branch probe in the install
migration now constrains partition_date = OLD.response_partition (the H1 read-path tail),
turning an O(partitions) scan into a point lookup on every completed-claim delete. Same
property shift as H1 (partition pruning vs cross-partition detection are mutually exclusive);
the write path remains the authoritative guard.
	Dead trusted_context parameter removed from the internal scope/key resolution path
(admission.ex prepare_resolved/scope_hash/scope_component/key_hash/key_component).
No behavior change — the parameter was threaded but never read after M1's collapse.
	L4 monitoring blind spot closed — a stuck-available PartitionWorker query added to
operations.md (the discard-alert watched discarded only; an unconfigured queue leaves jobs
in available forever with no signal).

v0.5.1 — 2026-08-10
Patch: test-only hardening. No consumer-visible change; no upgrade action required.
	Invariant tripwire hardening (test-only): the five test-coverage residuals the v0.5.0
closeout accepted as documented gaps are closed. Each tripwire now observes the production
function it claims to pin, and every one is proven RED-capable by mutation (mutate the
production line, watch the test fail). The Oban worker error-tuple tests force a REAL
:lock_timeout through database lock contention rather than reading source text. No
production behavior change.
	Internal test seams: three pure helpers are now @doc false public callables so their
contracts can be pinned directly — Store.Postgres.roll_advisory_key/1, Cache.key/1,
Resource.Verifier.verify_required_shape/2. Undocumented, not a supported API.
	Lint: mix credo --strict now passes clean (implicit-try and cond→if refactors in
the ETS cache adapter and the telemetry default handler — behavior-identical).
	Dependency: bumped ash from the retired 3.31.1 to 3.31.2 (within the existing
>= 3.31.1 and < 4.0.0 pin). 3.31.1 was retired upstream for a breaking bug.

v0.5.0 — 2026-08-10
Minor bump: sixteen findings (M1–M5, L1–L11) from the v0.4.0 independent code review. Four
are CONSUMER-VISIBLE (read documentation/upgrading.md before upgrading); the rest are
internal hardening.
	Independent code-review fixes (M1–M5, L1–L11): sixteen findings from the v0.4.0
independent code review, landed in four surface-cohesive clusters:
	M1 — bounded callback context: verifier/mint/scope callbacks now receive exactly
%{resource:, action:} (the prior code ran a dead Map.take(trusted_context, [:keys, :now]) and threaded caller actor/tenant that no callback read; both dead paths removed).
Least-privilege contract pinned by an admission test.
	M2 — reserved-input compile check now matches the runtime guard (CONSUMER-VISIBLE): a protected
resource declaring a reserved-named attribute (:key/:issued_at/...) with no accept
now fails to compile (previously caught only at runtime by reject_reserved/1). Rename
any such attribute (e.g. :idempotency_key).
	M3 — @reserved single-source: the reserved-input list is now
AshOnetime.reserved_verification_inputs/0, shared by the transformer (compile-time) and
Admission.reject_reserved/1 (runtime); the two copies can no longer drift.
	M4 — verifier defense-in-depth: the Spark verifier now re-asserts strategy in
[:idempotency, :one_time_nonce], non-nil scope, non-nil key (mirroring the transformer),
catching a transformer regression before runtime.
	M5 — clock override gate: @allow_test_clock_override (Mix.env() == :test,
deployment-fragile) replaced by Application.compile_env(:ash_onetime, :allow_clock_override, false) — the verify-side :clock override is off by default in
every build; the test suite opts in via config/test.exs.
	L1 — constant-time comparator consolidated onto :crypto.hash_equals/2 (the
hand-rolled XOR-reduce is gone); the verify/3 rescue is documented as load-bearing for
wrong-length signatures (hash_equals/2 raises on unequal length — verified empirically).
	L2 — reap floor enforced at the guard: reap/3 rejects sub-86_400 callers with
:invalid_request (no DB round-trip) instead of the migration's 22023 misclassified as
:store_invariant.
	L3 — per-tenant advisory lock: the partition-roll lock key is derived per-prefix, so
distinct tenants roll concurrently (within-tenant serialization preserved). Cannot
reintroduce a CREATE PARTITION OF race (per-schema partitions, distinct OIDs).
	L4 — dedicated :ash_onetime_partitions Oban queue (CONSUMER-VISIBLE):
PartitionWorker moves off the shared cleanup queue so forward partition creation
(retention-safety) does not compete with routine cleanup under saturation. Operators must
configure the queue. documentation/operations.md updated.
	L5 — worker error tuples carry the inner reason (CONSUMER-VISIBLE): {:error, :tag} →
{:error, {:tag, reason}} so the distinguishable store cause survives Oban exhaustion.
Consumers pattern-matching the old bare atom must update to the 2-tuple inner shape.
	L6 — store-transaction exception telemetry: committed_claim_transaction rescue
emits [:ash_onetime, :uncertain_exception] with the exception class before collapsing
to :dispatched_unknown. Telemetry-only posture preserved (no Logger).
	L7 — cache key length-prefix: defense-in-depth framing for the cache key (today's
fixed-32-byte components have no ambiguity; the framing future-proofs against a
variable-length change).
	L8 — roll_forward OID scoping: the _default partition OID subquery is now
namespace-scoped (pg_namespace), matching the schema-scoped existence checks.
	L9 — change/generic_action dedup: dispatch_reservation/trusted_context/
unavailable_error hoisted to Admission (the near-verbatim duplicates removed).
	L10 — ensure_callbacks cycle diagnostic: Code.ensure_compiled now distinguishes the
:unavailable/:module_unavailable cycle case with clear ordering guidance.
	L11 — prepare/3 spec dead arm removed (the Result.t() arm never matched);
dialyzer confirmed the downstream store_error/1 was dead code and it was removed.


	Replay read prunes to the claim's payload partition (H1): the idempotency replay
read path (load_payload/2) now constrains its ash_onetime_response_payloads query by
partition_date as well as claim_id, turning a replay of a completed claim into a
primary-key point lookup on the single monthly child partition instead of a scan of every
monthly partition. The cost of a replay no longer grows with partition count (retention
age). No behavior change on the authoritative path — the returned payload and the
digest/partition-mismatch failure arms are unchanged. One incidental property changes: the
read no longer detects a stray payload row in a different partition from the claim's
authoritative one (this is necessarily dropped by partition pruning); cross-partition
cardinality remains enforced at write time (update_complete) and re-asserted by the
cleanup delete guard. ADR-0001 gains a read-path performance subsection. The production
predicate is pinned by a registered mutation test; an EXPLAIN-based mechanism proof
documents the pruning directly.


v0.4.0 — 2026-08-09
Hardening, ops-readiness, and enhancement release. No breaking contract change for existing
consumers — the minor bump carries new public observability surfaces (the telemetry default
attach helper, the :worker_timeout result class, the ETS cache reference adapter) and the
span-events-out-of-scope decision. Existing consumers are unchanged; all new surfaces are
opt-in.
	External-recovery adversarial-absence proof (H10): a test proving the re-execution
invariant against a lying-:absent adapter, plus a normative section in
documentation/external-effects.md stating the adapter MUST prove absence and the peer
MUST enforce idempotency by operation key. No runtime guard — the trust is inherent to the
design (ADR-0001). The library's :absent trust is safe against a correct peer.
	Worker timeout distinguished from disconnect (H11): the committed-claim worker's 30s
timeout now surfaces as a distinct :worker_timeout result_class on
[:ash_onetime, :store_uncertainty], separate from :disconnected and :unknown. All
three fail closed; the distinction is operational triage (pool/lock contention vs network
partition).
	Oban worker backoff + discard alert (H20, ADR-0005): the three maintenance workers
(Cleanup, Partition, Reap) declare a bounded, jittered backoff/1 (30–120 s) instead of
the default exponential, so transient failures retry within the retention window. A
documented discard-alert SQL names the operational signal for a stranded partition roll.
	Telemetry default attach handler (H21): AshOnetime.Telemetry.attach/0 — an opt-in
helper routing the closed event surface into a downstream :metric stream for a
consumer's own aggregator. No telemetry_metrics dependency; the value-free invariant is
preserved.
	Telemetry span structure (H22): documented that the library emits point events only
(never span events), with the reason (:telemetry.span/3 cannot preserve the value-free
invariant — it force-injects telemetry_span_context and fires :exception inside the
span before any caller rescue) and a recommended consumer-applied :telemetry.span/3
wrapper.
	Operations runbook (H23): three named procedures (backlog-stuck,
partition-discard-detected, pool-saturated) with exact SQL/telemetry queries.
	ETS cache reference adapter (H30): AshOnetime.Cache.Ets — bounded, TTL-aware,
supervised, no third-party dependency. Makes the cache-degradation path reachable without
a Redis dependency.
	Admission unit tests (H31), key_source/claim property tests (H32): direct test
coverage for the pure decision functions and the security-boundary invariants (the
suite grows from 500 to 553 tests).
	Runtime security-surface docs (H33): @doc on token.ex, key_source.ex,
fingerprint.ex, telemetry.ex public functions.
	CI-matrix-asserted compatibility documented (H34): CONTRIBUTING names the CI matrix
as the guard against transitive semantic drift (not the dep bounds).

v0.3.0 — 2026-08-09
Security release: raises the Ash floor to the CVE-patched 3.31.1 and makes the architecture
census robust to dependency framework-injection drift. Breaking dependency change —
consumers on Ash 3.29.3–3.31.0 must bump Ash to ≥ 3.31.1 (the library is pre-1.0, so the
minor version carries the break per the documented convention).
	Ash floor raised to 3.31.1 (from 3.29.3). EEF-CVE-2026-70395 (predicate injection in
manage_relationship belongs_to lookup disclosing secret lookup keys) and
EEF-CVE-2026-69659 (memory exhaustion via unbounded keyset-cursor deserialization) affect
Ash below 3.31.1; both are patched in 3.31.1. mix hex.audit — a required gate — now fails
on the 3.29.3 lock. Consumers pinned to Ash 3.29.3–3.31.0 must bump Ash to ≥ 3.31.1. See
ADR-0004 (Security-driven Ash floor). The CI matrix narrows from
[3.29.3, 3.30.1, latest] to [3.31.1, latest].
	Export census version-tolerance (test harness): the documented public-export census no
longer breaks on Splode/Ash framework-injection drift. It derives each module's
project-authored exports from its own source AST, so framework-injected functions (e.g.
Splode 0.3.2's keyword_list_options?/0) are auto-classified rather than hand-maintained,
and the census guards exactly the project-owned public surface. This fixed a CI failure
present since v0.1.0 across all Ash-matrix cells. Also fixes a seed-dependent flake in the
ARCH-1 Splode-membership assertion (force-loads the module before the check).

v0.2.0 — 2026-08-09
Feature release: the DPoP replay fence, forward response-partition maintenance (SEC-5/6), and
notebook-per-concern docs. New user-facing capabilities (minor bump); no contract break since
v0.1.1 — existing consumers are unchanged, all new surfaces are opt-in.
	DPoP replay fence (admission): add commit: :independent (default :with_action) on
:one_time_nonce protections. When set, the nonce claim commits in its own transaction before
the action body runs (via the existing claim_committed worker), so a body failure cannot make
the proof reusable — RFC 9449 §11.1 request-attempt scope. A reused proof within the acceptance
window is rejected with :nonce_already_used via the existing collision path. Opt-in: existing
nonce consumers are byte-for-byte unchanged. Rejected (compile error) on :idempotency. No new
table, migration, error code, or telemetry event. See ADR-0003 (Independent-commit nonce).
Operational note: the claim_committed
worker uses a +1 connection checkout per in-flight protected request and a 30s timeout (fails
closed); size the pool accordingly.
	SEC-5 (data-layer): add forward monthly response_payloads partition creation
(Store.roll_partitions/2, mix ash_onetime.roll_partitions,
AshOnetime.Oban.PartitionWorker) plus a one-time forward migration
(mix ash_onetime.gen.roll_forward). The install migration generates a fixed 13-month window;
once retention exceeds it, payloads routed to _default and were never dropped (the drop path
excludes _default), silently defeating bounded retention (ADR-0001:65 "reuse after retention
is a new execution"). The roll keeps the window ahead of retention; the forward migration
back-fills elapsed partitions, adds the index, and drains past-retention payloads stranded in
_default via a claim-scoped delete. The roll is idempotent and concurrency-safe
(advisory-locked, bounded lock_timeout). Existing installs run the forward migration once.
	SEC-6 (data-layer): add an index on ash_onetime_idempotency_claims(response_partition).
Cleanup's partition-empty check was a full scan per partition per cycle.
	Telemetry: add :partitions_created to the [:ash_onetime, :cleanup] event's result-class
enum (closed-schema extension, pinned by a mutation fixture). See
Telemetry.

v0.1.1 — 2026-08-08
Adoption polish: a runnable Livebook walkthrough, richer Igniter installer, and adoption docs.
No contract change; safe minor bump from v0.1.0.
	Add runnable Livebook notebooks — one per
concern (idempotency, one-time nonces, external recovery) — covering fresh execution, replay,
fingerprint conflict, nonce spend/reuse, and the external-effect protocol end-to-end against a
real PostgreSQL. Each notebook's code is regression-pinned by test/ash_onetime/livebook_walkthrough_test.exs.
	Extend the Igniter installer with a repeatable --resource MyApp.MyResource flag that wires
AshOnetime.Resource into a resource and scaffolds a starter onetime block. Non-resource
targets and missing modules are rejected loudly instead of silently no-op'ing.
	Add adoption docs: Recipes,
Telemetry, Upgrading, and
FAQ. Add a README "When to use this vs. hand-rolled idempotency"
section and a "Try it" livebook pointer.
	Reorder Getting started to lead with the consumer
quickstart (install → protect → handle the result); move the test-DB harness to
CONTRIBUTING. Fix the stale "not published yet" line (the package is live on Hex).

v0.1.0 — 2026-08-08
	Breaking (DSL): collapse the dual limits surface into a single protect-level
vocabulary. Response-size limits can no longer be declared on the response entity
(response ..., limits: [...]); declare them on protect instead. The protect limits:
option now accepts the full 11-key union vocabulary: max_key_bytes, max_token_bytes,
max_scope_components, max_fingerprint_bytes, verifier_timeout_ms,
max_cache_entry_bytes (key/verification/cache paths), and max_response_bytes,
max_response_depth, max_response_nodes, max_response_entries,
max_response_scalar_bytes (response payload). All keys are validated at compile time.
To migrate, move any response ..., limits: [max_response_*: ...] keys onto
protect ..., limits: [...].
	Make AshOnetime.Error a Splode error of class :invalid so Ash recognizes it and
preserves the typed :code through the action pipeline. Before, a protected-action
failure was wrapped as Ash.Error.Unknown.UnknownError and the code (e.g.
:nonce_already_used, :key_reused_with_different_request) was lost before it could
reach the caller. Add AshOnetime.Error.code/1 to recover the code from a leaf or class
wrapper. See documentation/errors.md for the code→HTTP table.
	Add a caller-visible replayed-vs-fresh signal. After Ash.create/2 / Ash.run_action/2
returns, AshOnetime.replayed?/1 reports whether the result was a stored replay (true),
a fresh execution (false), or carries no signal (nil — untracked execution,
primitive-return action, or unprotected). The signal rides __metadata__[:ash_onetime]
for tracked admission classes; :untracked is deliberately not stamped to preserve
untracked transparency. See documentation/replay.md.
	Broaden the Ash dependency requirement from ~> 3.29.0 (only 3.29.x) to
>= 3.29.3 and < 4.0.0, so the package installs across the whole Ash 3.x line.
The floor is 3.29.3, not 3.29.0: EEF-CVE-2026-55736 (private action arguments
settable by user input) affects Ash 3.29.0–3.29.2 and is fixed in 3.29.3.
	Add a CI compatibility matrix (.github/workflows/ci.yml), configured to run
the full gate battery — including mix hex.audit — against the 3.29.3 floor,
each intermediate minor, and a floating latest Ash 3.x cell on every push
and pull request once the repository is pushed to a GitHub remote.
	Establish the standalone Mix package, PostgreSQL 18 test harness, package boundary
checks, accepted architecture decision, and project documentation.
	Add the per-action Spark resource DSL, normalized introspection, precompile rejection
boundary, fail-closed runtime stubs, compile-fixture battery, and mutation proofs.
	Add PostgreSQL-authoritative idempotency and one-time nonce admission with exact operation,
scope, key, fingerprint, transaction, and failure-direction invariants.
	Add transactional CRUD and generic-action execution, classified typed response persistence,
digest-bound replay, and replay-safe lifecycle enforcement. The response contract digest binds
the codec options, so stored bytes cannot be reinterpreted under changed options; replayed
results carry the same selected/tenant metadata as a first execution.
	Enforce the configurable max_scope_components, max_fingerprint_bytes, and
max_response_bytes limit overrides at their declared values, not only their package ceilings.
	Add bounded canonical encoding, HMAC-SHA-256 and Ed25519 signing, trusted verification facts,
self-identifying tokens, and inclusive nonce windows.
	Add committed external-effect recovery points, stable peer operation keys, conservative
ambiguous-outcome handling, and crash recovery.
	Add unpartitioned and operation-hash-partitioned claim layouts, date-partitioned response
payloads, strict bounded cleanup, deletion guards, the prune task, and optional Oban cleanup.
	Add PostgreSQL-gated cache degradation, optional Plug header extraction, closed value-free
telemetry, deterministic Igniter installation, and migration generation.
	Add system, architecture, mutation, documentation, exact Hex archive, unpacked consumer,
and dependency audit release gates, run on the pinned Elixir 1.20.2 / Erlang/OTP 29 runtime.
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Explicit keyed-effect semantics for Ash actions.
ash_onetime separates replay-safe idempotency from collision-rejecting one-time
nonces. Protected actions must declare a strategy and an explicit scope.
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        replayed?(arg1)

      


        Reports whether a protected-action result was a stored replay or a fresh execution.



    


    
      
        reserved_verification_inputs()

      


        The reserved verification-input names a protected action must never accept from caller
input — :key, :issued_at, :expires_at, :verification_state, :algorithm. These
are trusted local facts the verification path derives itself; accepting them as action
arguments, accepted attributes, or declared attributes would let caller input supply
pre-verified facts (AGENTS.md: "verification callbacks return trusted local facts;
action input cannot supply pre-verified facts").
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          @spec replayed?(term()) :: boolean() | nil


      


Reports whether a protected-action result was a stored replay or a fresh execution.
Returns:
	true — the result was a tracked replay: a stored response was returned without
re-executing the effect (map to HTTP 200 with an Idempotent-Replayed header, or
suppress a duplicate side effect).
	false — the result was a tracked fresh execution: the effect ran and its
response was stored (map to HTTP 201).
	nil — the carrier is absent. This covers three cases the caller cannot distinguish
by this signal alone: an untracked execution (which intentionally carries no
ash_onetime metadata, per ADR 0001's untracked-transparency goal), a
primitive-return action whose result is not a record (e.g. a generic action
returning an integer), or a result that was never protected by ash_onetime.

For record-returning actions (create/update, generic actions returning a struct, destroy
with return_destroyed?), the signal is true/false. For primitive returns and
untracked executions it is nil — use a record-returning action, or observe replay inside
the action via an after_action hook reading the admission state, if you need replay
observability on a primitive return. See documentation/replay.md.
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The reserved verification-input names a protected action must never accept from caller
input — :key, :issued_at, :expires_at, :verification_state, :algorithm. These
are trusted local facts the verification path derives itself; accepting them as action
arguments, accepted attributes, or declared attributes would let caller input supply
pre-verified facts (AGENTS.md: "verification callbacks return trusted local facts;
action input cannot supply pre-verified facts").
Single source for the compile-time transformer check (Resource.Transformer) and the
runtime guard (Admission.reject_reserved/1) so the two cannot drift.

  


        

      


  

    
AshOnetime.Cache behaviour
    



      
Optional cache behavior contract for completed idempotency responses.
Cache data is never admission authority. PostgreSQL is consulted first on every request,
and a hit is usable only after its claim id, fingerprint, codec, digest, size, and payload
digest match the authoritative claim.
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          @callback delete(cache_key :: binary()) :: :ok | {:error, term()}
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          @callback get(cache_key :: binary()) ::
  :miss | {:ok, AshOnetime.Cache.Entry.t()} | {:error, term()}


      



  



  
    
      
    
    
      put(cache_key, t, ttl_seconds)



        
          
        

    

  


  

      

          @callback put(
  cache_key :: binary(),
  AshOnetime.Cache.Entry.t(),
  ttl_seconds :: pos_integer()
) ::
  :ok | {:error, term()}


      



  


        

      


  

    
AshOnetime.Cache.Entry 
    



      
A completed-response cache entry bound to an authoritative PostgreSQL claim.
Callers must treat every entry as untrusted. AshOnetime validates every field against
the authoritative claim before using the payload.
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          @type t() :: %AshOnetime.Cache.Entry{
  claim_id: Ecto.UUID.t() | nil,
  codec: binary() | nil,
  digest: binary() | nil,
  fingerprint: binary() | nil,
  payload: binary() | nil
}


      



  


        

      


  

    
AshOnetime.Cache.Ets 
    



      
A reference ETS adapter for the optional completed-response cache.
Bounded and TTL-aware. :ets has no native TTL, so each entry carries an expiry
monotonic-time deadline and get/1 rejects expired entries (and lazily deletes them). A
max-entries cap bounds steady-state memory; when the cap is reached put/3 evicts the
single oldest-by-deadline entry before inserting, which keeps the hot set resident under
churn without a background sweeper.
The adapter is NOT admission authority — AshOnetime validates every field of a returned
entry against the authoritative PostgreSQL claim before using the payload (see
AshOnetime.Cache). Treat every entry as untrusted.
Supervision
The ETS table is owned by a GenServer started via start_link/1. Add it to your supervision
tree (it owns the table; if it terminates the table is destroyed, which is safe — the cache
is optional and a miss falls through to PostgreSQL):
children = [
  # ...your repo...
  {AshOnetime.Cache.Ets, max_entries: 10_000}
]
Then configure it as the cache module:
config :ash_onetime, cache: AshOnetime.Cache.Ets
The table is named __MODULE__ (one ETS cache per VM). A multi-instance deployment (e.g.
one cache per tenant prefix) wraps this module behind a per-instance module so each gets its
own __MODULE__-named table; the reference adapter is single-instance by design.
Options
	:max_entries — the bounded cap; put/3 evicts the oldest-by-deadline entry when the
cap is reached before inserting (default 10_000). The cap bounds entry COUNT only — the
per-entry byte ceiling is enforced upstream by AshOnetime.Cache (max_entry_bytes).

Limitations
This is a reference adapter tuned for simplicity and correctness, not throughput: the
eviction is a single oldest-by-deadline scan, and expired entries are reaped lazily on
get/1 rather than by a background sweeper. A high-throughput deployment should reach for
Redis or a dedicated cache with sampled-LRU eviction and active expiry; this adapter exists
so the cache-degradation path in AshOnetime.Cache is reachable without a third-party
dependency.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(opts)

      


        A supervisor child specification for the owning GenServer.



    


    
      
        clear()

      


        Drops every entry from the cache (the table and config are retained).



    


    
      
        max_entries()

      


        Returns the configured max-entries cap.



    


    
      
        start_link(opts \\ [])

      


        Starts the owning GenServer for the ETS table.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(opts)



        
          
        

    

  


  

      

          @spec child_spec(keyword()) :: Supervisor.child_spec()


      


A supervisor child specification for the owning GenServer.
Options
	:max_entries — the bounded entry cap (default 10_000).

Add it to your supervision tree:
children = [
  {AshOnetime.Cache.Ets, max_entries: 10_000}
]

  



  
    
      
    
    
      clear()



        
          
        

    

  


  

      

          @spec clear() :: :ok


      


Drops every entry from the cache (the table and config are retained).
Safe to call while the cache is serving; get/1 calls during a wipe may race with the
delete and return :miss, which is always safe (a miss falls through to PostgreSQL).

  



  
    
      
    
    
      max_entries()



        
          
        

    

  


  

      

          @spec max_entries() :: non_neg_integer()


      


Returns the configured max-entries cap.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts the owning GenServer for the ETS table.
Options
	:max_entries — the bounded entry cap (default 10_000).

Returns {:ok, pid} or {:error, {:already_started, pid}}.

  


        

      


  

    
AshOnetime.Cache.None 
    



      
No-op cache used when no optional completed-response cache is configured.

      




  

    
AshOnetime.Canonical 
    



      
Bounded, deterministic encoding for an explicit closed value algebra.
Accepted values are nil, booleans, bounded integers, bounded binaries,
atoms, proper lists, and non-struct maps recursively containing only those
values. Floats, tuples, structs, improper lists, PIDs, ports, references, and
functions are deliberately outside the algebra and return a typed error.
Every value has a pinned domain tag and a 32-bit byte length. Containers also
carry a 32-bit item count. Map entries are ordered by the complete encoded key
bytes, making construction order irrelevant.

      


      
        Summary


  
    Types
  


    
      
        result(value)

      


    


    
      
        value()

      


    





  
    Functions
  


    
      
        encode(value)

      


    





      


      
        Types


        


  
    
      
    
    
      result(value)



        
          
        

    

  


  

      

          @type result(value) :: {:ok, value} | {:error, AshOnetime.Error.t()}


      



  



  
    
      
    
    
      value()



        
          
        

    

  


  

      

          @type value() ::
  nil
  | boolean()
  | integer()
  | binary()
  | atom()
  | [value()]
  | %{optional(value()) => value()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      encode(value)



        
          
        

    

  


  

      

          @spec encode(term()) :: result(binary())


      



  


        

      


  

    
AshOnetime.Clock behaviour
    



      
Trusted clock boundary used when minting and verifying tokens.

      


      
        Summary


  
    Callbacks
  


    
      
        now()

      


    





  
    Functions
  


    
      
        now()

      


    





      


      
        Callbacks


        


  
    
      
    
    
      now()



        
          
        

    

  


  

      

          @callback now() :: DateTime.t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      now()



        
          
        

    

  


  

      

          @spec now() :: DateTime.t()


      



  


        

      


  

    
AshOnetime.Codec behaviour
    



      
Contract for response codecs and shared boundary validation.

      


      
        Summary


  
    Callbacks
  


    
      
        decode(binary, binary, map, keyword)

      


    


    
      
        encode(term, map, keyword)

      


    


    
      
        format_tag()

      


    





  
    Functions
  


    
      
        ash_resource?(arg1)

      


    


    
      
        hard_limits()

      


    


    
      
        max_bytes(contract)

      


    


    
      
        protect_only_ceilings()

      


        The protect-only limit keys with their package ceilings (the half of the limit vocabulary
that bounds the key/verification/cache paths, not the response codec). Single source shared
with Response.response_limit/1's typo-discrimination set.



    


    
      
        structural_limits(contract)

      


        Returns the response structural limits for contract, merging the contract's declared
limits over the package hard limits. Only the hard-limit keys are honored (max_response_*);
any other keys in contract.limits are ignored, so this is safe to call on an un-normalized
map. Values are taken as-is — callers building a %AshOnetime.Response.Contract{} must
validate values (the Response.contract/4 path does so via normalize_response_limits/1,
which selects + validates the response-relevant subset before delegating to normalize_limits/1).



    


    
      
        validate_tag(tag)

      


    


    
      
        validate_value(value, contract, phase \\ :value)

      


    





      


      
        Callbacks


        


  
    
      
    
    
      decode(binary, binary, map, keyword)



        
          
        

    

  


  

      

          @callback decode(binary(), binary(), map(), keyword()) ::
  {:ok, term()} | {:error, AshOnetime.Error.t()}


      



  



  
    
      
    
    
      encode(term, map, keyword)



        
          
        

    

  


  

      

          @callback encode(term(), map(), keyword()) ::
  {:ok, binary(), binary()} | {:error, AshOnetime.Error.t()}


      



  



  
    
      
    
    
      format_tag()



        
          
        

    

  


  

      

          @callback format_tag() :: binary()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      ash_resource?(arg1)



        
          
        

    

  


  

      

          @spec ash_resource?(term()) :: boolean()


      



  



  
    
      
    
    
      hard_limits()



        
          
        

    

  


  

      

          @spec hard_limits() :: map()


      



  



  
    
      
    
    
      max_bytes(contract)



        
          
        

    

  


  

      

          @spec max_bytes(map()) :: pos_integer()


      



  



  
    
      
    
    
      protect_only_ceilings()



        
          
        

    

  


  

      

          @spec protect_only_ceilings() :: keyword()


      


The protect-only limit keys with their package ceilings (the half of the limit vocabulary
that bounds the key/verification/cache paths, not the response codec). Single source shared
with Response.response_limit/1's typo-discrimination set.

  



  
    
      
    
    
      structural_limits(contract)



        
          
        

    

  


  

      

          @spec structural_limits(map()) :: map()


      


Returns the response structural limits for contract, merging the contract's declared
limits over the package hard limits. Only the hard-limit keys are honored (max_response_*);
any other keys in contract.limits are ignored, so this is safe to call on an un-normalized
map. Values are taken as-is — callers building a %AshOnetime.Response.Contract{} must
validate values (the Response.contract/4 path does so via normalize_response_limits/1,
which selects + validates the response-relevant subset before delegating to normalize_limits/1).

  



  
    
      
    
    
      validate_tag(tag)



        
          
        

    

  


  

      

          @spec validate_tag(term()) :: :ok | {:error, AshOnetime.Error.t()}


      



  



    

  
    
      
    
    
      validate_value(value, contract, phase \\ :value)



        
          
        

    

  


  

      

          @spec validate_value(term(), map(), atom()) :: :ok | {:error, AshOnetime.Error.t()}


      



  


        

      


  

    
AshOnetime.Codec.ActionResult 
    



      
JSON codec for declared generic action return values.

      




  

    
AshOnetime.Codec.JSON 
    



      
Typed JSON response codec.

      




  

    
AshOnetime.Codec.Resource 
    



      
JSON codec for allowlisted fields of Ash resource action results.

      




  

    
AshOnetime.ExternalEffect behaviour
    



      
Contract for a peer effect that is idempotent and recoverable by operation key.
The first argument to both callbacks is the authoritative committed claim UUID.
An adapter must pass it unchanged to the peer's idempotency and recovery surfaces.
:absent is authoritative proof that no peer operation exists; every uncertain,
exceptional, or malformed outcome is ambiguity and must not permit a new key.

      


      
        Summary


  
    Types
  


    
      
        operation_key()

      


    


    
      
        peer_result()

      


    


    
      
        subject()

      


    


    
      
        trusted_context()

      


    





  
    Callbacks
  


    
      
        execute(operation_key, subject, trusted_context)

      


    


    
      
        recover(operation_key, subject, trusted_context)

      


    





  
    Functions
  


    
      
        operation_key(arg1)

      


    


    
      
        result(arg1)

      


    





      


      
        Types


        


  
    
      
    
    
      operation_key()



        
          
        

    

  


  

      

          @type operation_key() :: Ecto.UUID.t()


      



  



  
    
      
    
    
      peer_result()



        
          
        

    

  


  

      

          @type peer_result() :: term()


      



  



  
    
      
    
    
      subject()



        
          
        

    

  


  

      

          @type subject() :: Ash.Changeset.t() | Ash.ActionInput.t()


      



  



  
    
      
    
    
      trusted_context()



        
          
        

    

  


  

      

          @type trusted_context() :: map()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      execute(operation_key, subject, trusted_context)



        
          
        

    

  


  

      

          @callback execute(operation_key(), subject(), trusted_context()) ::
  {:ok, peer_result()} | {:error, :outcome_unknown}


      



  



  
    
      
    
    
      recover(operation_key, subject, trusted_context)



        
          
        

    

  


  

      

          @callback recover(operation_key(), subject(), trusted_context()) ::
  {:ok, peer_result()} | :absent | :unknown


      



  


        

      

      
        Functions


        


  
    
      
    
    
      operation_key(arg1)



        
          
        

    

  


  

      

          @spec operation_key(subject()) :: {:ok, operation_key()} | :error


      



  



  
    
      
    
    
      result(arg1)



        
          
        

    

  


  

      

          @spec result(subject()) :: {:ok, peer_result()} | :error


      



  


        

      


  

    
AshOnetime.Fingerprint 
    



      
Computes SHA-256 fingerprints over exact canonical bytes.

      


      
        Summary


  
    Functions
  


    
      
        compute(value, max_bytes \\ :infinity)

      


        Computes the SHA-256 fingerprint over the exact canonical encoding of value.



    





      


      
        Functions


        


    

  
    
      
    
    
      compute(value, max_bytes \\ :infinity)



        
          
        

    

  


  

      

          @spec compute(term(), pos_integer() | :infinity) ::
  {:ok, <<_::256>>} | {:error, AshOnetime.Error.t()}


      


Computes the SHA-256 fingerprint over the exact canonical encoding of value.
The fingerprint is the replay-binding digest: two admissions with the same logical key but
different request bodies produce different fingerprints, so a stale response cannot replay
against a mutated request. max_bytes (default :infinity) bounds the canonical encoding
size; an oversized value returns {:error, :fingerprint_too_large} without hashing.
Returns {:ok, <<32-byte digest>>}.

  


        

      


  

    
AshOnetime.KeyResolver behaviour
    



      
Resolves purpose-specific signing or verification material.
A resolver must keep :sign and :verify lookups distinct. Material is passed
unchanged to the selected signer, which validates its trust and role tags.

      


      
        Summary


  
    Types
  


    
      
        algorithm()

      


    


    
      
        purpose()

      


    





  
    Callbacks
  


    
      
        resolve(purpose, t, algorithm, term)

      


    





      


      
        Types


        


  
    
      
    
    
      algorithm()



        
          
        

    

  


  

      

          @type algorithm() :: :hmac_sha256 | :ed25519


      



  



  
    
      
    
    
      purpose()



        
          
        

    

  


  

      

          @type purpose() :: :sign | :verify


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      resolve(purpose, t, algorithm, term)



        
          
        

    

  


  

      

          @callback resolve(purpose(), String.t(), algorithm(), term()) ::
  {:ok, term()} | {:error, term()}


      



  


        

      


  

    
AshOnetime.KeySource behaviour
    



      
Closed key-source algebra used by protected actions.

      


      
        Summary


  
    Types
  


    
      
        source()

      


    





  
    Callbacks
  


    
      
        algorithm()

      


    


    
      
        mint(context)

      


    


    
      
        trust_model()

      


    





  
    Functions
  


    
      
        normalize(value)

      


        Normalizes a key source or list of sources into a validated list.



    


    
      
        references(sources)

      


        Extracts the argument and attribute names a list of sources binds, for reference-checking
against declared action inputs.



    





      


      
        Types


        


  
    
      
    
    
      source()



        
          
        

    

  


  

      

          @type source() ::
  {:client, atom()}
  | {:argument, atom()}
  | {:attribute, atom()}
  | {:external, atom()}
  | {:verified, atom(), module()}
  | {:minted, module()}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      algorithm()



        
          
        

    

  


  

      

          @callback algorithm() :: :hmac_sha256 | :ed25519


      



  



  
    
      
    
    
      mint(context)



        
          
        

    

  


  

      

          @callback mint(context :: map()) :: {:ok, AshOnetime.Verified.t()} | {:error, term()}


      



  



  
    
      
    
    
      trust_model()



        
          
        

    

  


  

      

          @callback trust_model() :: :same_service | :separated


      



  


        

      

      
        Functions


        


  
    
      
    
    
      normalize(value)



        
          
        

    

  


  

      

          @spec normalize(source() | [source()]) :: {:ok, [source()]} | {:error, String.t()}


      


Normalizes a key source or list of sources into a validated list.
Enforces five invariants: non-empty (at least one source), at most 16 sources, no nested
composites (a source cannot itself be a list), all sources unique, and every source a valid
tag (:client/:argument/:attribute/:external/:verified/:minted). A single source
is wrapped in a one-element list. Returns {:ok, list} verbatim on success, or
{:error, message} naming the violated invariant.

  



  
    
      
    
    
      references(sources)



        
          
        

    

  


  

      

          @spec references([source()]) :: %{arguments: [atom()], attributes: [atom()]}


      


Extracts the argument and attribute names a list of sources binds, for reference-checking
against declared action inputs.
:client, :argument, :external, and :verified sources bind argument names;
:attribute sources bind attribute names; :minted binds neither (it is a freshly-minted
trusted source, not an action input). Returns %{arguments: [atom], attributes: [atom]}.

  


        

      


  

    
AshOnetime.Oban.CleanupWorker 
    



      
Optional Oban entry point for the same bounded cleanup operation as mix ash_onetime.prune.

      




  

    
AshOnetime.Oban.PartitionWorker 
    



      
Optional Oban entry point for forward response-partition creation, mirroring
mix ash_onetime.roll_partitions. Schedule it ahead of the retention horizon (e.g. daily or
weekly) so payloads never route to the _default partition; without it, bounded retention
silently degrades past the install window.
Runs on a dedicated :ash_onetime_partitions queue (separate from CleanupWorker's
:ash_onetime_cleanup) so forward partition creation — the retention-safety path — does
not compete with routine cleanup for queue slots under saturation. Configure the queue in
your Oban config (queues: [ash_onetime_partitions: N]) or jobs sit unscheduled.

      




  

    
AshOnetime.Oban.ReapWorker 
    



      
Optional Oban entry point for the same bounded reap operation as mix ash_onetime.reap.
Deletes abandoned processing idempotency recovery points past an abandonment horizon.
Schedule it far less frequently than AshOnetime.Oban.CleanupWorker.

      




  

    
AshOnetime.Plug 
    



      
Copies configured request headers into conn.private.ash_onetime.untrusted.
Values remain raw and untrusted. Verification and construction of trusted nonce facts happen
only inside the protected action.

      




  

    
AshOnetime.ReplaySafety behaviour
    



      
Declaration for lifecycle callbacks that are safe during stored-result replay.

      


      
        Summary


  
    Types
  


    
      
        capabilities()

      


    


    
      
        mode()

      


    





  
    Callbacks
  


    
      
        replay_capabilities(opts)

      


    


    
      
        replay_safety(opts)

      


    





      


      
        Types


        


  
    
      
    
    
      capabilities()



        
          
        

    

  


  

      

          @type capabilities() :: %{
  notifications: boolean(),
  effects: boolean(),
  around_action: boolean(),
  marker: :unused | :consumed
}


      



  



  
    
      
    
    
      mode()



        
          
        

    

  


  

      

          @type mode() :: :pure | :replay_aware


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      replay_capabilities(opts)



        
          
        

    

  


  

      

          @callback replay_capabilities(opts :: Keyword.t()) :: capabilities()


      



  



  
    
      
    
    
      replay_safety(opts)



        
          
        

    

  


  

      

          @callback replay_safety(opts :: Keyword.t()) :: mode()


      



  


        

      


  

    
AshOnetime.Resource 
    



      
Spark resource extension for explicit idempotency and one-time nonce protection.
A protected action must choose a strategy and a nonempty scope. Nonce protection has no
stored-response or external-effect surface and always fails closed.

      


      
        Summary


  
    Functions
  


    
      
        onetime(body)

      


    





      


      
        Functions


        


  
    
      
    
    
      onetime(body)


        (macro)


        
          
        

    

  


  


  


        

      


  

    
AshOnetime.Resource.Info 
    



      
Read-only introspection for the normalized per-action protections a resource declares under
onetime.
Each protected action is normalized at compile time into an
AshOnetime.Resource.Protection struct carrying its strategy, scope, key, response contract,
and lifecycle configuration. The functions here read that normalized index back without
re-running the DSL.

      


      
        Summary


  
    Types
  


    
      
        protection()

      


    





  
    Functions
  


    
      
        protected?(resource, action_name)

      


        Returns true if action_name on resource is protected by an onetime declaration.



    


    
      
        protection(resource, action_name)

      


        Returns the protection for action_name on resource, or nil if the action is unprotected.



    


    
      
        protections(resource)

      


        Returns all protections declared on resource, in declaration order.



    


    
      
        strategy(resource, action_name)

      


        Returns the keyed-effect strategy for action_name (:idempotency or :one_time_nonce),
or nil if the action is unprotected.



    





      


      
        Types


        


  
    
      
    
    
      protection()



        
          
        

    

  


  

      

          @type protection() :: AshOnetime.Resource.Protection.t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      protected?(resource, action_name)



        
          
        

    

  


  

      

          @spec protected?(Ash.Resource.t(), atom()) :: boolean()


      


Returns true if action_name on resource is protected by an onetime declaration.

  



  
    
      
    
    
      protection(resource, action_name)



        
          
        

    

  


  

      

          @spec protection(Ash.Resource.t(), atom()) :: protection() | nil


      


Returns the protection for action_name on resource, or nil if the action is unprotected.

  



  
    
      
    
    
      protections(resource)



        
          
        

    

  


  

      

          @spec protections(Ash.Resource.t()) :: [protection()]


      


Returns all protections declared on resource, in declaration order.
Returns an empty list when the resource declares no onetime protections.

  



  
    
      
    
    
      strategy(resource, action_name)



        
          
        

    

  


  

      

          @spec strategy(Ash.Resource.t(), atom()) :: :idempotency | :one_time_nonce | nil


      


Returns the keyed-effect strategy for action_name (:idempotency or :one_time_nonce),
or nil if the action is unprotected.

  


        

      


  

    
AshOnetime.Resource.Protection 
    



      
The normalized, per-action keyed-effect declaration produced by an onetime protect block.
One Protection exists per protected action, carrying its strategy (:idempotency or
:one_time_nonce), identity scope, key source, fingerprint, response contract, retention,
replay window, external-effect module, store-failure policy, and limits. The struct is the
return type of AshOnetime.Resource.Info.protection/2 and protections/1; read its fields
directly for introspection.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AshOnetime.Resource.Protection{
  __spark_metadata__: Spark.Dsl.Entity.spark_meta(),
  action: atom(),
  commit: :with_action | :independent,
  external_effect: module() | nil,
  external_lock_timeout_ms: pos_integer() | nil,
  fingerprint: Keyword.t() | nil,
  key: [AshOnetime.KeySource.source()],
  limits: Keyword.t(),
  on_definite_store_failure: :fail_closed | :execute_untracked,
  response: AshOnetime.Resource.Response.t() | nil,
  retention: non_neg_integer() | nil,
  scope: [AshOnetime.Scope.component()],
  strategy: :idempotency | :one_time_nonce,
  window: Keyword.t() | nil
}


      



  


        

      


  

    
AshOnetime.Resource.Response 
    



      
The normalized response contract for a protected action: the codec, the projected field
allowlist, the result classifier, and codec options.
Returned as the :response field of an AshOnetime.Resource.Protection. Built by the DSL
from the response entity on a protect block; read with AshOnetime.Resource.Info.
Response-size limits are declared on the protect block's limits option (the single,
unified vocabulary), not on the response entity.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AshOnetime.Resource.Response{
  __spark_metadata__: Spark.Dsl.Entity.spark_meta(),
  classify: module() | nil,
  codec: module(),
  codec_opts: Keyword.t(),
  fields: [atom()]
}


      



  


        

      


  

    
AshOnetime.ResponseClassifier behaviour
    



      
Normalizes application response classification at the persistence boundary.

      


      
        Summary


  
    Callbacks
  


    
      
        classify(term, map)

      


    





  
    Functions
  


    
      
        classify(classifier, value, context)

      


    





      


      
        Callbacks


        


  
    
      
    
    
      classify(term, map)



        
          
        

    

  


  

      

          @callback classify(term(), map()) ::
  {:store, term()} | {:reject, term()} | {:rollback, term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      classify(classifier, value, context)



        
          
        

    

  


  

      

          @spec classify(module(), term(), map()) ::
  {:store, term()}
  | {:reject, term()}
  | {:rollback, term()}
  | {:error, AshOnetime.Error.t()}


      



  


        

      


  

    
AshOnetime.Scope behaviour
    



      
Closed, explicit scope algebra for collision isolation.
The context map passed to the resolve/2 callback is the BOUNDED callback context:
%{resource:, action:} — the trusted local facts the admission path derives itself
(AGENTS.md: "verification callbacks return trusted local facts"). Caller-supplied context
(actor, tenant, etc.) is NOT forwarded; see AshOnetime.Verifier for the same contract.

      


      
        Summary


  
    Types
  


    
      
        component()

      


    





  
    Callbacks
  


    
      
        resolve(arg1, map)

      


    





  
    Functions
  


    
      
        normalize(components)

      


    


    
      
        references(components)

      


    





      


      
        Types


        


  
    
      
    
    
      component()



        
          
        

    

  


  

      

          @type component() ::
  {:tenant, module()}
  | {:argument, atom()}
  | {:attribute, atom()}
  | {:static, binary()}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      resolve(arg1, map)



        
          
        

    

  


  

      

          @callback resolve(Ash.Changeset.t() | Ash.ActionInput.t(), map()) ::
  {:ok, AshOnetime.Canonical.value()} | {:error, term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      normalize(components)



        
          
        

    

  


  

      

          @spec normalize(term()) :: {:ok, [component()]} | {:error, String.t()}


      



  



  
    
      
    
    
      references(components)



        
          
        

    

  


  

      

          @spec references([component()]) :: %{arguments: [atom()], attributes: [atom()]}


      



  


        

      


  

    
AshOnetime.Signer behaviour
    



      
Behavior contract implemented by bounded token signers.

      


      
        Summary


  
    Types
  


    
      
        algorithm()

      


    


    
      
        result(value)

      


    





  
    Callbacks
  


    
      
        algorithm()

      


    


    
      
        sign(binary, term)

      


    


    
      
        verify(binary, binary, term)

      


    





      


      
        Types


        


  
    
      
    
    
      algorithm()



        
          
        

    

  


  

      

          @type algorithm() :: :hmac_sha256 | :ed25519


      



  



  
    
      
    
    
      result(value)



        
          
        

    

  


  

      

          @type result(value) :: {:ok, value} | {:error, AshOnetime.Error.t()}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      algorithm()



        
          
        

    

  


  

      

          @callback algorithm() :: algorithm()


      



  



  
    
      
    
    
      sign(binary, term)



        
          
        

    

  


  

      

          @callback sign(binary(), term()) :: result(binary())


      



  



  
    
      
    
    
      verify(binary, binary, term)



        
          
        

    

  


  

      

          @callback verify(binary(), binary(), term()) :: :ok | {:error, AshOnetime.Error.t()}


      



  


        

      


  

    
AshOnetime.Signer.Ed25519 
    



      
Ed25519 signing with private material and verification with public material.

      




  

    
AshOnetime.Signer.HMAC 
    



      
HMAC-SHA-256 signer restricted to explicitly same-service key material.
Raw bytes are never sufficient authorization for HMAC. Both signing and
verification require %{key: key, trust: :same_service} from the resolver.

      




  

    
AshOnetime.Telemetry 
    



      
Emits the closed, value-free telemetry surface for keyed-effect admission.
Out-of-the-box metrics attachment
The library emits events but does NOT attach a handler — a fresh application sees nothing
until it attaches one. Call attach/0 (or attach/1 with options) from your application
startup (e.g. your start/2 callback's supervised children, after the repo is started) to
attach the default handler. The handler is a pure router: it re-emits every closed event —
the 12 admission/business events and the :uncertain_exception diagnosis event — as a
downstream [:ash_onetime, event, :metric] event carrying the same atoms-only metadata and
a normalized :count or :duration measurement. It does NOT depend on telemetry_metrics;
attach your own Telemetry.Metrics reporter or custom aggregator to the :metric stream —
documentation/telemetry.md carries the runnable example.
# in your application startup, once per VM
AshOnetime.Telemetry.attach()

      


      
        Summary


  
    Functions
  


    
      
        admission(duration, strategy, resource, action, result_class)

      


        Emits [:ash_onetime, :admission] with :duration and result_class in
[:admitted, :rejected, :failed]. The classified outcome of an admission attempt.



    


    
      
        attach(opts \\ [])

      


        Attaches the default metrics handler to the closed [:ash_onetime, *] event surface —
all 13 events, no silent drops: the 12 admission/business events and the
:uncertain_exception diagnosis event (its %{strategy:, phase:, exception:} metadata
forwards unchanged, normalized to count: 1).



    


    
      
        cache(strategy, resource, action, result_class)

      


        Emits [:ash_onetime, :cache] with result_class in
[:hit, :miss, :stale, :corrupt, :failure, :timeout, :stored, :expired, :oversized, :disabled].
The optional completed-response cache outcome for an idempotency admission.



    


    
      
        cleanup(strategy, resource, action, count, result_class)

      


        Emits [:ash_onetime, :cleanup] with :count and result_class in
[:claims_deleted, :partitions_dropped, :partitions_created]. A bounded cleanup run.



    


    
      
        conflict(strategy, resource, action, result_class)

      


        Emits [:ash_onetime, :conflict] with result_class in
[:complete, :processing, :nonce_used, :malformed]. A collision on an in-flight or
completed claim under the same logical key.



    


    
      
        detach(opts \\ [])

      


        Undoes attach/1 by detaching the handler.



    


    
      
        encoding(duration, strategy, resource, action, result_class)

      


        Emits [:ash_onetime, :encoding] with :duration and result_class in
[:stored, :rejected, :rollback, :failed]. The outcome of encoding a response payload
for storage/replay.



    


    
      
        external_recovery(duration, strategy, resource, action, result_class)

      


        Emits [:ash_onetime, :external_recovery] with :duration and result_class in
[:processing_committed, :execute_succeeded, :recover_succeeded, :absence_proven, :outcome_unknown, :external_effect_unavailable, :finalize_locked, :replayed]. The stage
outcomes of the committed external-effect recovery protocol.



    


    
      
        fingerprint_mismatch(strategy, resource, action)

      


        Emits [:ash_onetime, :fingerprint_mismatch] with result_class: :rejected. A stored
response whose fingerprint does not match the incoming request is rejected (no replay).



    


    
      
        handler_id(name \\ nil)

      


        The unique id used to attach the default metrics handler.



    


    
      
        reap(strategy, resource, action, count, result_class)

      


        Emits [:ash_onetime, :reap] with :count and result_class: :claims_reaped. The count
of abandoned processing recovery points reaped by a bounded reaper run.



    


    
      
        replay(duration, strategy, resource, action, result_class)

      


        Emits [:ash_onetime, :replay] with :duration and result_class in
[:returned, :rejected]. The replayed-vs-rejected decision on a stored response.



    


    
      
        store_uncertainty(strategy, resource, action, result_class)

      


        Emits [:ash_onetime, :store_uncertainty] with result_class in
[:sent, :unknown, :disconnected, :lock_timeout, :worker_timeout]. The authoritative-state-
unavailable conditions on the committed-claim path; all fail closed (see operations.md).



    


    
      
        uncertain_exception(strategy, opts)

      


        Emits [:ash_onetime, :uncertain_exception] — a store-internal exception (a raise inside a
committed-claim transaction) before it is collapsed to :dispatched_unknown. This is a
diagnosis surface, NOT an admission/business event: it bypasses emit/6 (which is shaped for
admission events with strategy/resource/action/result_class and validates a result-class
allowlist) and calls :telemetry.execute/3 directly with a %{strategy:, phase:, exception:}
metadata map. The exception is the exception STRUCT MODULE (e.g. Postgrex.Error), not the
full struct — to avoid leaking request material that may be embedded in an exception message.



    


    
      
        untracked_execution(strategy, resource, action)

      


        Emits [:ash_onetime, :untracked_execution] with result_class: :checkout_unavailable.
An idempotent action executed without a stored admission after a checkout failure — correct
by design but worth visibility (the optional :execute_untracked path).



    


    
      
        verification(duration, strategy, resource, action, result_class)

      


        Emits [:ash_onetime, :verification] with :duration and result_class in
[:verified, :rejected, :timeout]. The outcome of a token/proof verification.



    





      


      
        Functions


        


  
    
      
    
    
      admission(duration, strategy, resource, action, result_class)



        
          
        

    

  


  

      

          @spec admission(non_neg_integer(), atom(), module(), atom(), atom()) ::
  :ok | {:error, AshOnetime.Error.t()}


      


Emits [:ash_onetime, :admission] with :duration and result_class in
[:admitted, :rejected, :failed]. The classified outcome of an admission attempt.

  



    

  
    
      
    
    
      attach(opts \\ [])



        
          
        

    

  


  

      

          @spec attach(keyword()) :: :ok | {:error, :already_exists}


      


Attaches the default metrics handler to the closed [:ash_onetime, *] event surface —
all 13 events, no silent drops: the 12 admission/business events and the
:uncertain_exception diagnosis event (its %{strategy:, phase:, exception:} metadata
forwards unchanged, normalized to count: 1).
The handler re-emits each event as a downstream [:ash_onetime, event, :metric] event
carrying the same atoms-only metadata and a normalized :count or :duration measurement.
This gives a consumer a single attach point to consume via their own Telemetry.Metrics
reporter or custom aggregation, without hand-rolling the event list and the count/duration
split.
The handler is a pure router — it adds no state and emits nothing the upstream validator did
not already permit, so the value-free guarantee is preserved. It does NOT depend on
telemetry_metrics; a consumer running a Telemetry.Metrics reporter declares the metric
definitions in their own MyApp.Telemetry (see the documentation/telemetry.md runnable
example for the canonical counter/summary definitions).
Idempotent per name — safe to call once at boot; a second attach with the same name
returns {:error, :already_exists} without detaching the first.
Options
	:name — scope the handler to a unique id (default nil, one handler per VM). Use a
distinct name to attach alongside another consumer's handler.

Examples
# once at boot, in your app's start/2 after the repo starts
AshOnetime.Telemetry.attach()

# attach a second, separately-scoped handler
AshOnetime.Telemetry.attach(name: :edge)

  



  
    
      
    
    
      cache(strategy, resource, action, result_class)



        
          
        

    

  


  

      

          @spec cache(atom(), module(), atom(), atom()) :: :ok | {:error, AshOnetime.Error.t()}


      


Emits [:ash_onetime, :cache] with result_class in
[:hit, :miss, :stale, :corrupt, :failure, :timeout, :stored, :expired, :oversized, :disabled].
The optional completed-response cache outcome for an idempotency admission.

  



  
    
      
    
    
      cleanup(strategy, resource, action, count, result_class)



        
          
        

    

  


  

      

          @spec cleanup(atom(), module(), atom(), non_neg_integer(), atom()) ::
  :ok | {:error, AshOnetime.Error.t()}


      


Emits [:ash_onetime, :cleanup] with :count and result_class in
[:claims_deleted, :partitions_dropped, :partitions_created]. A bounded cleanup run.

  



  
    
      
    
    
      conflict(strategy, resource, action, result_class)



        
          
        

    

  


  

      

          @spec conflict(atom(), module(), atom(), atom()) ::
  :ok | {:error, AshOnetime.Error.t()}


      


Emits [:ash_onetime, :conflict] with result_class in
[:complete, :processing, :nonce_used, :malformed]. A collision on an in-flight or
completed claim under the same logical key.

  



    

  
    
      
    
    
      detach(opts \\ [])



        
          
        

    

  


  

      

          @spec detach(keyword()) :: :ok | {:error, :not_found}


      


Undoes attach/1 by detaching the handler.
Pass the same :name used when attaching to detach a scoped handler.
Examples
:ok = AshOnetime.Telemetry.attach()
:ok = AshOnetime.Telemetry.detach()

:ok = AshOnetime.Telemetry.attach(name: :edge)
:ok = AshOnetime.Telemetry.detach(name: :edge)

  



  
    
      
    
    
      encoding(duration, strategy, resource, action, result_class)



        
          
        

    

  


  

      

          @spec encoding(non_neg_integer(), atom(), module(), atom(), atom()) ::
  :ok | {:error, AshOnetime.Error.t()}


      


Emits [:ash_onetime, :encoding] with :duration and result_class in
[:stored, :rejected, :rollback, :failed]. The outcome of encoding a response payload
for storage/replay.

  



  
    
      
    
    
      external_recovery(duration, strategy, resource, action, result_class)



        
          
        

    

  


  

      

          @spec external_recovery(non_neg_integer(), atom(), module(), atom(), atom()) ::
  :ok | {:error, AshOnetime.Error.t()}


      


Emits [:ash_onetime, :external_recovery] with :duration and result_class in
[:processing_committed, :execute_succeeded, :recover_succeeded, :absence_proven, :outcome_unknown, :external_effect_unavailable, :finalize_locked, :replayed]. The stage
outcomes of the committed external-effect recovery protocol.

  



  
    
      
    
    
      fingerprint_mismatch(strategy, resource, action)



        
          
        

    

  


  

      

          @spec fingerprint_mismatch(atom(), module(), atom()) ::
  :ok | {:error, AshOnetime.Error.t()}


      


Emits [:ash_onetime, :fingerprint_mismatch] with result_class: :rejected. A stored
response whose fingerprint does not match the incoming request is rejected (no replay).

  



    

  
    
      
    
    
      handler_id(name \\ nil)



        
          
        

    

  


  

      

          @spec handler_id(term()) :: binary()


      


The unique id used to attach the default metrics handler.
Without an argument the id is the constant "ash-onetime-default-metrics". When a name
is provided the id is suffixed with the inspected name, which allows multiple scoped
handlers (e.g. one per OTP node in a multi-node setup) to coexist.

  



  
    
      
    
    
      reap(strategy, resource, action, count, result_class)



        
          
        

    

  


  

      

          @spec reap(atom(), module(), atom(), non_neg_integer(), atom()) ::
  :ok | {:error, AshOnetime.Error.t()}


      


Emits [:ash_onetime, :reap] with :count and result_class: :claims_reaped. The count
of abandoned processing recovery points reaped by a bounded reaper run.

  



  
    
      
    
    
      replay(duration, strategy, resource, action, result_class)



        
          
        

    

  


  

      

          @spec replay(non_neg_integer(), atom(), module(), atom(), atom()) ::
  :ok | {:error, AshOnetime.Error.t()}


      


Emits [:ash_onetime, :replay] with :duration and result_class in
[:returned, :rejected]. The replayed-vs-rejected decision on a stored response.

  



  
    
      
    
    
      store_uncertainty(strategy, resource, action, result_class)



        
          
        

    

  


  

      

          @spec store_uncertainty(atom(), module(), atom(), atom()) ::
  :ok | {:error, AshOnetime.Error.t()}


      


Emits [:ash_onetime, :store_uncertainty] with result_class in
[:sent, :unknown, :disconnected, :lock_timeout, :worker_timeout]. The authoritative-state-
unavailable conditions on the committed-claim path; all fail closed (see operations.md).

  



  
    
      
    
    
      uncertain_exception(strategy, opts)



        
          
        

    

  


  

      

          @spec uncertain_exception(atom(), keyword()) :: :ok | {:error, AshOnetime.Error.t()}


      


Emits [:ash_onetime, :uncertain_exception] — a store-internal exception (a raise inside a
committed-claim transaction) before it is collapsed to :dispatched_unknown. This is a
diagnosis surface, NOT an admission/business event: it bypasses emit/6 (which is shaped for
admission events with strategy/resource/action/result_class and validates a result-class
allowlist) and calls :telemetry.execute/3 directly with a %{strategy:, phase:, exception:}
metadata map. The exception is the exception STRUCT MODULE (e.g. Postgrex.Error), not the
full struct — to avoid leaking request material that may be embedded in an exception message.
The closed metadata shape is validated, not conventional: strategy must be one of the two
strategies and opts must carry exactly :phase and :exception, both atoms — anything else
(extra keys, non-atom values) returns {:error, :telemetry_invalid} without emitting. This is
what keeps the value-free guarantee true for every downstream consumer, direct subscribers
and the default :metric router alike: an atom cannot carry request material.
A fresh application sees nothing unless it attaches a handler (the lib's telemetry-only
posture). Consumers wanting store-transaction diagnosis attach to this event.

  



  
    
      
    
    
      untracked_execution(strategy, resource, action)



        
          
        

    

  


  

      

          @spec untracked_execution(atom(), module(), atom()) ::
  :ok | {:error, AshOnetime.Error.t()}


      


Emits [:ash_onetime, :untracked_execution] with result_class: :checkout_unavailable.
An idempotent action executed without a stored admission after a checkout failure — correct
by design but worth visibility (the optional :execute_untracked path).

  



  
    
      
    
    
      verification(duration, strategy, resource, action, result_class)



        
          
        

    

  


  

      

          @spec verification(non_neg_integer(), atom(), module(), atom(), atom()) ::
  :ok | {:error, AshOnetime.Error.t()}


      


Emits [:ash_onetime, :verification] with :duration and result_class in
[:verified, :rejected, :timeout]. The outcome of a token/proof verification.

  


        

      


  

    
AshOnetime.Token 
    



      
Mints, signs, and verifies bounded self-identifying canonical tokens.
The signed body binds the algorithm, key identifier, namespace, keyed-effect
key, issuance instant, and optional expiry instant. Verification requires an
expected algorithm and namespace supplied outside the token.
1.x compatibility (window-bounded)
Within 1.x, a reader verifies tokens minted by any earlier 1.x writer while those
tokens remain inside their acceptance window (max_age + the skew: option) — the
obligation expires with each token's own window, nothing is frozen forever. New
envelope forms are additive; a breaking format change waits out the longest
configured window (or verifies both forms through the transition). The rule is
recorded as ADR-0008 in the repository's docs/adr/ directory.

      


      
        Summary


  
    Types
  


    
      
        algorithm()

      


    


    
      
        result(value)

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        mint(key, options)

      


        Mints a token struct from a key and a keyword of binding options.



    


    
      
        sign(token, resolver, resolver_context)

      


        Signs a minted token into a self-identifying wire string under the resolved key material.



    


    
      
        verify(encoded, resolver, options)

      


        Verifies a wire token against expected algorithm and namespace, returning the bound token.



    





      


      
        Types


        


  
    
      
    
    
      algorithm()



        
          
        

    

  


  

      

          @type algorithm() :: :hmac_sha256 | :ed25519


      



  



  
    
      
    
    
      result(value)



        
          
        

    

  


  

      

          @type result(value) :: {:ok, value} | {:error, AshOnetime.Error.t()}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AshOnetime.Token{
  algorithm: algorithm(),
  expires_at: DateTime.t() | nil,
  issued_at: DateTime.t(),
  key: binary(),
  key_id: binary(),
  namespace: binary()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      mint(key, options)



        
          
        

    

  


  

      

          @spec mint(binary(), keyword()) :: result(t())


      


Mints a token struct from a key and a keyword of binding options.
The options carry the security-relevant fields the signed body will bind: :algorithm
(:hmac_sha256 or :ed25519), :key_id (the resolver-scoped key identifier, ≤128 bytes),
:namespace (the caller-supplied namespace, ≤128 bytes), :issued_at (a DateTime,
defaulting to Clock.now/0), and optional :expires_at (a DateTime strictly after
issued_at). Every field is validated before the struct is built; an invalid option or a
non-binary key returns {:error, %AshOnetime.Error{}} without minting.

  



  
    
      
    
    
      sign(token, resolver, resolver_context)



        
          
        

    

  


  

      

          @spec sign(t(), module(), term()) :: result(binary())


      


Signs a minted token into a self-identifying wire string under the resolved key material.
resolver is a module implementing the key-resolution callback (resolve/4 for :sign),
invoked as resolver.resolve(:sign, token, resolver_context) to obtain the signing
material. The body is canonical-encoded, signed by the token's algorithm (HMAC or
Ed25519), and wrapped in a base64url envelope prefixed ash_onetime.. The signature
binds exactly the canonical body bytes — the algorithm, key identifier, namespace, key,
issuance instant, and expiry.

  



  
    
      
    
    
      verify(encoded, resolver, options)



        
          
        

    

  


  

      

          @spec verify(binary(), module(), keyword()) :: result(t())


      


Verifies a wire token against expected algorithm and namespace, returning the bound token.
options MUST supply :algorithm, :namespace, and :max_age from outside the token
(:algorithm and :namespace are replay-binding expectations, not token-supplied facts),
and MAY supply :skew (acceptance-window clock skew, default 0) and :resolver_context. The body is re-derived, the expected algorithm and
namespace are bound against the token's, the window is validated, and the signature is
verified under the resolved key material (resolver.resolve(:verify, token, context)).
Every field of the decoded body is re-validated before the signature check, so a tampered
body cannot reach verification. Returns {:ok, token} or {:error, %AshOnetime.Error{}}.

  


        

      


  

    
AshOnetime.Transaction 
    



      
Transaction-owned idempotency and one-time nonce admission.
This boundary is for hosts that already own one authoritative Ecto transaction and need
ash_onetime admission to commit or roll back with the host's effect. It never starts or
commits a transaction. The repository must already be inside a PostgreSQL READ COMMITTED
transaction.
:operation is a local-code {module, action} pair. :partition, :scope, and :key are
exact bounded UTF-8 binaries. A logical partition isolates otherwise identical locators in one
store installation without importing a host application's tenant or actor types.

      


      
        Summary


  
    Types
  


    
      
        admission()

      


        Opaque fresh idempotency admission returned by idempotency/2.



    





  
    Functions
  


    
      
        claim_id(admission)

      


        Returns the claim UUID of a fresh admission.



    


    
      
        complete(admission, payload)

      


        Completes a fresh idempotency admission with exact response bytes.



    


    
      
        idempotency(repo, options)

      


        Reserves an idempotency key inside the caller's current transaction.



    


    
      
        nonce(repo, options)

      


        Reserves a one-time nonce inside the caller's current transaction.



    





      


      
        Types


        


  
    
      
    
    
      admission()



        
          
        

    

  


  

      

          @opaque admission()


      


Opaque fresh idempotency admission returned by idempotency/2.

  


        

      

      
        Functions


        


  
    
      
    
    
      claim_id(admission)



        
          
        

    

  


  

      

          @spec claim_id(admission()) :: Ecto.UUID.t()


      


Returns the claim UUID of a fresh admission.
Admission is opaque by contract; this is the one sanctioned accessor. The
UUID is the durable address of the claim inside the store — persisting it
lets a host correlate its own invocation records with the claim (and hand
the unchanged UUID to an external execute/recover peer). A pure read: no
process, transaction, or store interaction.

  



  
    
      
    
    
      complete(admission, payload)



        
          
        

    

  


  

      

          @spec complete(admission(), binary()) :: :ok | {:error, AshOnetime.Error.t()}


      


Completes a fresh idempotency admission with exact response bytes.
Completion must run in the same process and caller-owned transaction as idempotency/2.
The codec selected during admission, the SHA-256 digest, and the exact bytes are bound
atomically to the claim.

  



  
    
      
    
    
      idempotency(repo, options)



        
          
        

    

  


  

      

          @spec idempotency(Ecto.Repo.t(), keyword()) ::
  {:execute, admission()} | {:replay, binary()} | {:error, AshOnetime.Error.t()}


      


Reserves an idempotency key inside the caller's current transaction.
Returns {:execute, admission} for a new request, {:replay, exact_bytes} for a completed
matching request, or a typed AshOnetime.Error. Reusing the locator with a different
fingerprint returns :key_reused_with_different_request; an incomplete matching request
returns :request_in_progress.

  



  
    
      
    
    
      nonce(repo, options)



        
          
        

    

  


  

      

          @spec nonce(Ecto.Repo.t(), keyword()) :: :ok | {:error, AshOnetime.Error.t()}


      


Reserves a one-time nonce inside the caller's current transaction.
:verified must contain trusted AshOnetime.Verified facts whose exact key equals :key.
A collision returns the typed :nonce_already_used error. No response payload is created.

  


        

      


  

    
AshOnetime.Verified 
    



      
Trusted local facts returned by a configured token verifier or minter.
t is opaque: new/1 is the sanctioned constructor, and consumer code that
builds the struct literally violates the opacity contract Dialyzer enforces
(contract_with_opaque). Opacity is a construction convention, not a
runtime seal — the anti-forgery boundary is the admission path itself:
verified facts enter only through DSL-configured verifier/minter callbacks
under a bounded context, and reserved action-input names cannot pose as
them (see AshOnetime.Verifier for the callback contract).

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(fields)

      


        Mints Verified facts — the sanctioned constructor for the opaque t.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @opaque t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(fields)



        
          
        

    

  


  

      

          @spec new(keyword()) :: {:ok, t()} | {:error, String.t()}


      


Mints Verified facts — the sanctioned constructor for the opaque t.
Accepts a keyword list with key (non-empty binary, no length cap — the
key bound is per-action configuration), issued_at (DateTime), verifier_id
(non-empty binary of at most 128 bytes), and the
optional expires_at (DateTime at or after issued_at; defaults to nil).
Unknown, duplicate, and missing keys are rejected, as are DateTimes whose
calendar fields are forged — new/1 never raises.
Returns {:ok, verified} or {:error, reason} naming the violated
invariant. The bar is the one every internal consumer already holds a
Verified to (admission's bounded binaries, the store's verifier-id
bound, the window's expiry ordering and datetime probing), checked at
mint time so a host minter learns of a bad fact before it reaches
admission.

  


        

      


  

    
AshOnetime.Verifier behaviour
    



      
Behavior contract for trusted local verification callbacks.
The context map passed to verify/2 is the BOUNDED callback context: %{resource:, action:} — exactly the trusted local facts the admission path derives itself. Caller-
supplied context (actor, tenant, etc.) is NOT forwarded (AGENTS.md: "verification
callbacks return trusted local facts; action input cannot supply pre-verified facts"). If
a future callback needs actor-binding, that is a deliberate, separately-approved decision,
not a latent affordance shipped by the bounded context.

      


      
        Summary


  
    Callbacks
  


    
      
        algorithm()

      


    


    
      
        trust_model()

      


    


    
      
        verify(raw_token, context)

      


    





      


      
        Callbacks


        


  
    
      
    
    
      algorithm()



        
          
        

    

  


  

      

          @callback algorithm() :: :hmac_sha256 | :ed25519


      



  



  
    
      
    
    
      trust_model()



        
          
        

    

  


  

      

          @callback trust_model() :: :same_service | :separated


      



  



  
    
      
    
    
      verify(raw_token, context)



        
          
        

    

  


  

      

          @callback verify(raw_token :: binary(), context :: map()) ::
  {:ok, AshOnetime.Verified.t()} | {:error, term()}


      



  


        

      


  

    
AshOnetime.Window 
    



      
Inclusive replay and expiry window validation.

      


      
        Summary


  
    Functions
  


    
      
        cleanup_after(issued_at, max_age, skew)

      


    


    
      
        cleanup_skew_margin_seconds()

      


        Retention safety margin, in seconds, added beyond a nonce's acceptance window
before the spent nonce becomes eligible for cleanup.



    


    
      
        validate(issued_at, expires_at, evaluated_at, max_age, skew)

      


    





      


      
        Functions


        


  
    
      
    
    
      cleanup_after(issued_at, max_age, skew)



        
          
        

    

  


  

      

          @spec cleanup_after(DateTime.t(), non_neg_integer(), non_neg_integer()) ::
  DateTime.t() | {:error, :invalid}


      



  



  
    
      
    
    
      cleanup_skew_margin_seconds()



        
          
        

    

  


  

      

          @spec cleanup_skew_margin_seconds() :: pos_integer()


      


Retention safety margin, in seconds, added beyond a nonce's acceptance window
before the spent nonce becomes eligible for cleanup.
The acceptance window is evaluated against the application clock, while cleanup
eligibility is evaluated against the PostgreSQL clock. This margin guarantees a
spent nonce stays retained until strictly after its acceptance window has
closed — and therefore cannot be deleted and re-admitted (double-spent) — as
long as the PostgreSQL clock is not ahead of the application clock by more than
this margin. Keep both clocks synchronized (e.g. via NTP); operators with looser
synchronization should raise it. Configure with
config :ash_onetime, :cleanup_clock_skew_margin_seconds, integer_seconds
(default 1).

  



  
    
      
    
    
      validate(issued_at, expires_at, evaluated_at, max_age, skew)



        
          
        

    

  


  

      

          @spec validate(
  DateTime.t(),
  DateTime.t() | nil,
  DateTime.t(),
  non_neg_integer(),
  non_neg_integer()
) :: :ok | {:error, :invalid}


      



  


        

      


  

    
AshOnetime.Error exception
    



      
Typed failure returned by AshOnetime boundary modules.
AshOnetime.Error is a Splode error of class :invalid,
so Ash recognizes it and preserves it through the action pipeline instead of wrapping it
as an unknown error. The typed :code therefore reaches the caller inside
Ash.Error.Invalid{errors: [%AshOnetime.Error{code: ...}]}, where it can drive HTTP
status mapping (AshOnetime.Error.code/1) — see documentation/errors.md for the
code→HTTP table.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        code(arg1)

      


        Returns the typed :code from an AshOnetime.Error, or the single leaf
AshOnetime.Error inside an Ash.Error.Invalid/Ash.Error.Unknown class wrapper.



    


    
      
        exception(msg)

      


        Create an Elixir.AshOnetime.Error without raising it.



    


    
      
        new(code, message, details \\ %{})

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AshOnetime.Error{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  code: atom(),
  details: map(),
  message: String.t(),
  path: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      code(arg1)



        
          
        

    

  


  

      

          @spec code(t() | Exception.t() | term()) :: atom() | nil


      


Returns the typed :code from an AshOnetime.Error, or the single leaf
AshOnetime.Error inside an Ash.Error.Invalid/Ash.Error.Unknown class wrapper.
Returns nil for any other value (including exceptions that are not AshOnetime.Error
and class wrappers carrying no AshOnetime.Error leaf), so a caller can distinguish
"ash_onetime rejected this with a known code" from "some other error occurred" without
pattern-matching the wrapper shape.

  



    

  
    
      
    
    
      exception(msg)



        
          
        

    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %AshOnetime.Error{
  __exception__: term(),
  bread_crumbs: term(),
  class: term(),
  code: term(),
  details: term(),
  message: term(),
  path: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.AshOnetime.Error without raising it.
Keys
	:code
	:message
	:details


  



    

  
    
      
    
    
      new(code, message, details \\ %{})



        
          
        

    

  


  

      

          @spec new(atom(), String.t(), map()) :: t()


      



  


        

      


  

    
mix ash_onetime.doctor 
    



      
Checks the install health of ash_onetime: the Ash security floor, Oban queue configuration,
and prefix validity. Run after install and after each upgrade to catch the silent-failure modes
that have no runtime signal.
mix ash_onetime.doctor --repo MyApp.Repo
mix ash_onetime.doctor --repo MyApp.Repo --prefix tenant_1
Checks:
	Ash floor (fatal): the running Ash version must be >= 3.34.3 (the CVE-floor pinned in
mix.exs ash_requirement/0). A below-floor Ash is a security defect, not an advisory.

	Oban queues (advisory when Oban loaded): the three maintenance workers require
:ash_onetime_cleanup, :ash_onetime_reap, and :ash_onetime_partitions. A missing
:ash_onetime_partitions queue silently strands the retention-safety path (forward partition
creation never executes). The doctor scans the consumer's Oban config for the three queues and
warns on any missing. This is advisory — a consumer may configure Oban dynamically at runtime.

	Prefix validity (when --prefix given): the prefix must be 1..63 bytes (PostgreSQL's
NAMEDATALEN bound).

	Schema currency (fatal, only with --live): queries the database (read-only, catalog
tables) and fails when the installed schema is not current for this package version — the
failure mode of upgrading the package without running its migrations. Checks: the
logical_partition column on both claim tables (the 1.1 logical-partition upgrade), the
ash_onetime_response_payloads partitioned table and its _default partition, the three
cleanup/reap functions (by name and arity), and the two delete-guard triggers.
  mix ash_onetime.doctor --repo MyApp.Repo --live
  mix ash_onetime.doctor --repo MyApp.Repo --live --prefix tenant_1
Without --live the doctor stays offline (compile-env checks only). The schema checked is
--prefix when given, else public.


Exits non-zero only on a FAIL (Ash below floor, missing --repo, invalid --prefix, or — with
--live — a missing/stale schema). Advisory warnings return :ok.

      




  

    
mix ash_onetime.gen.logical_partitions 
    



      
Generates the reversible logical-partition upgrade for an existing ash_onetime install.
mix ash_onetime.gen.logical_partitions --repo MyApp.Repo
Existing claims and payloads are backfilled into the global partition. The generated down
migration refuses while any non-global row exists, so rollback cannot merge distinct locator
authorities.

      




  

    
mix ash_onetime.gen.migrations 
    



      
Generates the PostgreSQL objects required by ash_onetime.
mix ash_onetime.gen.migrations --repo MyApp.Repo
mix ash_onetime.gen.migrations --repo MyApp.Repo --claims hash --claim-partitions 8
Use --tenants to write to the repo tenant migration directory.

      


      
        Summary


  
    Functions
  


    
      
        render(repo, options)

      


        Renders the install migration deterministically for explicit options.



    


    
      
        render_logical_partition_upgrade(repo, options)

      


        Renders the reversible logical-partition upgrade for an existing installation.



    


    
      
        render_roll_forward(repo, options)

      


        Renders the SEC-5/SEC-6 forward migration deterministically for existing installs: the
response_partition index, a back-fill of monthly partitions from partition_start through
partition_start + months, and the past-retention DEFAULT drain. Pure (no filesystem writes).



    





      


      
        Functions


        


  
    
      
    
    
      render(repo, options)



        
          
        

    

  


  

      

          @spec render(module(), keyword()) :: binary()


      


Renders the install migration deterministically for explicit options.

  



  
    
      
    
    
      render_logical_partition_upgrade(repo, options)



        
          
        

    

  


  

      

          @spec render_logical_partition_upgrade(module(), keyword()) :: binary()


      


Renders the reversible logical-partition upgrade for an existing installation.

  



  
    
      
    
    
      render_roll_forward(repo, options)



        
          
        

    

  


  

      

          @spec render_roll_forward(module(), keyword()) :: binary()


      


Renders the SEC-5/SEC-6 forward migration deterministically for existing installs: the
response_partition index, a back-fill of monthly partitions from partition_start through
partition_start + months, and the past-retention DEFAULT drain. Pure (no filesystem writes).

  


        

      


  

    
mix ash_onetime.gen.roll_forward 
    



      
Generates the SEC-5/SEC-6 forward migration for an existing ash_onetime install.
mix ash_onetime.gen.roll_forward --repo MyApp.Repo
mix ash_onetime.gen.roll_forward --repo MyApp.Repo --months 18 --partition-start 2026-01-01
The generated migration adds the response_partition index, back-fills monthly
response_payloads range partitions from the install --partition-start through --months,
and drains past-retention claims whose payload is stranded in the _default partition. Run it
with mix ecto.migrate. For greenfield installs the install migration already carries the
index; this task is for installs that predate it or that have crossed the partition window.

      




  

    
mix ash_onetime.install 
    



      
Installs ash_onetime formatting and its deterministic migration.
mix igniter.install ash_onetime --repo MyApp.Repo
Plug and Oban remain opt-in through --with-plug and --with-oban. Pass
--resource MyApp.MyResource (repeatable) to wire AshOnetime.Resource into a resource
and scaffold a starter onetime block there; per-resource opt-in stays the default.

      




  

    
mix ash_onetime.prune 
    



      
Removes one bounded batch of expired claims and empty response partitions.
mix ash_onetime.prune --repo MyApp.Repo
mix ash_onetime.prune --repo MyApp.Repo --prefix tenant_1 --batch-size 500

      




  

    
mix ash_onetime.reap 
    



      
Removes one bounded batch of abandoned processing idempotency recovery points past an
abandonment horizon.
mix ash_onetime.reap --repo MyApp.Repo
mix ash_onetime.reap --repo MyApp.Repo --prefix tenant_1 --abandonment-seconds 1209600
A recovery point is reaped only when it is older than --abandonment-seconds, older than the
migration's hard 1-day floor, and past its own retention horizon — the delete guard re-enforces
all three. --abandonment-seconds must be at least the 1-day floor (86400). Schedule this far
less frequently than mix ash_onetime.prune.

      




  

    
mix ash_onetime.roll_partitions 
    



      
Creates the next batch of monthly ash_onetime_response_payloads range partitions.
mix ash_onetime.roll_partitions --repo MyApp.Repo
mix ash_onetime.roll_partitions --repo MyApp.Repo --prefix tenant_1 --months 6
Forward partition creation keeps retention bounded past the install window: without it,
payloads whose response_partition falls outside the generated window route to the _default
partition and are never dropped, silently defeating bounded retention. Idempotent and
concurrency-safe (advisory-locked). Schedule it via AshOnetime.Oban.PartitionWorker or a
cron cadence; the operator picks --months to stay ahead of their retention horizon.
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